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INTRODUCTION

The North Atlantic Alliance is not just an international organization that guards world peace and guarantees the 
security of its member states; it also supports all states that respect the values endorsed by NATO and which aspire 
to achieve certain common goals.

NATO’s many activities include supporting education in the area of defence and security in those countries that 
have requested such assistance and are committed to taking joint action in this area.

The Alliance has implemented around a dozen educational programmes since 2013 within the framework of its 
DEEP (Defence Education Enhancement Programme) initiative. One of these programmes aims to support the 
reform of the military education system in Ukraine. This is the largest among a group of similar projects carried by 
NATO in 12 partner countries.

The programme, which has now been underway for more than four years, encompasses not only the education of 
prospective and current military officers but also the training of NCOs. Hundreds of training courses and educa-
tional projects have been carried out across the Ukrainian military education system in military academies and 
training centres in Lviv, Kharkiv, Odessa, Yavoriv, Desna, Zhytomyr, and Kyiv. A number of important recommen-
dations regarding systemic reforms have been developed for the Ukrainian Ministry of Defence.

The DEEP Ukraine programme has been implemented in difficult circumstances, since an armed conflict has been 
ongoing in the eastern part of the country since 2014.

Together with our Ukrainian partners, we came to the conclusion that this situation should inform military edu-
cation and training and prepare soldiers to carry out their tasks – all these activities should take into account the 
nature of modern threats and the methods for dealing with the ongoing conflict. It is important to prepare, teach, 
and train military personnel on the basis of real-world conflicts and to draw up recommendations resulting from an 
analysis of their course, the nature of the hostilities, and the manner in which armaments and military equipment 
are used.

Both Ukraine and NATO have conducted relevant research, involving both practitioners and security researchers. 
One such study was conducted in 2016 by the DEEP Ukraine team led by the NATO advisor for the reform of the 
military education system in Ukraine, and the academic co-lead of the DEEP Ukraine Programme, at that time  
Major General (ret.) Professor Bogusław Pacek, and Navy Captain (ret.) Assoc. Prof. Piotr Gawliczek.

We are still building up a repository of knowledge necessary to support education and training systems. To this 
end, further projects are being organized, mainly in Ukraine, but not only – similar activities are also underway in 
NATO member countries. Among them was the international academic conference held in Poland at the Jan Koch-
anowski University (Piotrków Trybunalski branch) where representatives of 14 universities presented their papers 
on hybrid warfare in Ukraine.

The conference was also attended by military officers from four Ukrainian military academies and was co-organ-
ized by the DEEP Ukraine Programme. The exchange of views on hybrid warfare in Ukraine is beneficial not only 
for Ukrainians but also for NATO countries who wish to use the Ukrainian experience of this war in their educa-
tional systems.

This publication contains only the most interesting papers presented at the conference. It also includes conclusions 
from studies carried out in Ukraine on the subject of hybrid warfare.

The proceedings of this conference are recommended to all those who are interested in modern armed conflicts, 
and especially hybrid warfare.

They may also be useful to those who are involved in the training of military officers and who wish to design 
education and training systems that are relevant to modern threats and challenges. These papers do not the discuss 
wars of the past, but those taking place now or which may occur in future.
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Wiesław LEWICKI

HYBRID WARFARE IN UKRAINE – A NEW WAY OF WAGING WAR

“Every age has its own kind of war”
Carl von Clausewitz

The wars and conflicts of the late 20th and early 21st centuries are so diverse that one cannot even attempt to de-
scribe them using a single universal template. As a result, the number of terms has multiplied – subliminal, creep-
ing, composite, hybrid, asymmetrical, unlimited1 warfare, etc. – and more adjectives emerge with each new conflict 
that breaks out.

Reflections on the nature of 21st century warfare are accompanied by a belief that it is completely different from 
the wars of the past. After all, as the great military theorist said, “every age has its own kind of war”.2 These words 
are particularly resonant given that the world has now entered a phase of violent transformation on many levels. 
The late 20th and early 21st century has witnessed a general shift in most areas of social and political life, both in 
Europe and globally. We live in a fairly special epoch, or perhaps even on the cusp of two different epochs – in an 
“interepoch” as sociologist Edmund Wnuk-Lipiński puts it.3

It could be argued that the most telling characteristic of our times is the general change that has caused security 
conditions to evolve and thus directly affected the premises, means, goals, and methods of waging war.

If we assume that Clausewitz was right when he claimed that “war is not a mere act of policy but a true political 
instrument, a continuation of political activity by other means”,4 we can be certain that war is not an accident 
but rather the result of conscious, rational, and responsible decisions made by politicians. Such decisions are not 
always made from the comfortable vantage point of full knowledge about the prevailing environment,5 but this 
does not change the fact that a decision to use force is always a conscious and rational one, and is therefore geared 
towards achieving a certain goal. However, the use of the term “war” in connection with political goals has certain 
implications. By using military rhetoric (e.g. the “war on terror”), both the Bush administration and Putin’s team 
invoked special powers that only apply during times of war, because laws that restrict governments and civil liber-
ties are defined much more loosely and are easier to shape in wartime than in peacetime.6

When analysing “the war of our age” (whichever adjective we decide to use), we should be aware that it cannot 
be considered a random phenomenon that results from temporary circumstances, but rather a consequence of an 
informed and deliberate political decision.

What is hybrid warfare?

Of all the adjectives appended to warfare, it is the term “hybrid” that occupies a prominent place in discussions 
among both conflict studies theorists and political commentators. For the outside observer, war remains stereotyp-
ical. It is a space (front) where regular armies do battle, divided into different types of units, and where operations 
by special military formations equipped with the latest weapons and military technology take place. The use of 
these technologies and cybernetic battlefield tools on the one hand, and the presence of irregular operations, am-
bushes, and traps set for and by the enemy in the areas affected by the hostilities on the other, appear to complete 
this stereotype. So what is the true face of modern hybrid warfare?

“In terms of etymology, hybridity derives from the Latin term hybrid, which denotes an individual created by cross-
ing two genetically different individuals belonging to different species, breeds or races”.7

1	 Malasiewicz,	K.	(2015)	“Sztuka	wojenna	w	‘świecie	podzielonym	na	troje’”	in	J.	Lasota	(ed.)	Wojny	i	konflikty	zbrojne	XXI	wieku.	Warsaw,	p.	178.
2	 Clausewitz,	C.	(2010)	O	wojnie.	Wydawnictwo	Mireki,	p.	31
3	 Wnuk-Lipiński,	E.	(2004)	Świat	międzyepoki.	Kraków.
4	 Clausewitz,	op.	cit.,	p.	29.
5	 Malasiewicz,	op.	cit.,	p.	181.
6	 For	more	on	the	implications	of	the	rhetoric	associated	with	the	“war	on	terror”,	see:	Roth,	K.	(2004)	“The	Law	of	War	in	the	War	on	Terror”.	For-

eign	Affairs,	Jan.-Feb.
7	 Słownik	wyrazów	obcych	PWN	(1980).	Warsaw,	p.	290.
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The concept of “hybrid operations” was introduced into military terminology in the context of the effect of sur-
prise achieved by Hezbollah in its fight against Israel in Lebanon. There, a modern army encountered the actions of 
militants conducted on several levels. These combined the use of conventional forces, guerrilla tactics, and modern 
lightweight technology that enabled the militants to hack communication systems and strike armoured targets both 
on land and in water. Another popular term is asymmetrical warfare/asymmetrical operations, which describes a 
situation in which regular and irregular forces face each other.

Publications on “hybrid operations” have appeared with varying intensity since 2008. In 2009-2010, a debate on 
this subject began in the United States and the term started to be used increasingly to describe unstable environ-
ments, such as Iraq and Afghanistan, and the use of various types of weapons in such conflicts, including state-of-
the-art technologies, e.g. satellite technologies.8

Hybridization also implies the merger of essentially distinct qualities and attributes within a single, usually new, 
separate entity, while preserving certain properties of the component species that result in the “superiority” of the 
new hybrid organism. By analogy to modern armed conflicts, “hybridization” can be understood as the coexistence 
of “old” and “new” elements of warfare – classic armed conflicts interwoven with elements of “postmodern” wars, 
clashes between regular national armies and asymmetrical conflicts, between military supertechnologies and primi-
tive weapons, as well as struggles for territory and resources, disputes over identities and values, and conflicts that 
increasingly arise on ethnic, national, and religious grounds rather than between states.9

It should also be noted that the term encompasses the combatants (states, non-state actors, and irregular armed 
groups) as well as the area in which a conflict takes place (especially the battlefield) and the origin and nature of 
that conflict. Hybridity essentially results from the spatial and temporal coexistence of several different genera-
tions of wars that meet, merge, and are confronted with one another on the battlefield or in operations other than 
warfare. Thus, we are faced with a peculiar mix of pre-modern and post-modern conflicts – a world of asymmetri-
cal and ethno-political hostilities in which machetes and Microsoft software intersect.10

Hybrid operations are ones that are conducted in accordance with a hybrid strategy11 and model12 in a coordinated 
and planned manner by state or non-state actors (which are not recognized as subjects of international law, e.g. 
business/terrorist organizations) and that combine various means of exerting influence and exploiting dependence 
on the potential aggressor, including operations carried out in sphere of national, ethnic, and religious minorities 
and in the political and business environments.13 There is no doubt, on the other hand, that hybrid wars do have 
and will have two dimensions – military and non-military.

The military dimension includes the following components, in varying proportions:

• agent operations (intelligence and counterintelligence);
• special reconnaissance (e.g. of critical infrastructure);
• operations by “unmarked forces” (“little green men”);
• reconnaissance using drones (and also satellites);
• electronic reconnaissance (using the entire radio band as well as mobile and satellite telephony).

The non-military dimension includes:

• free movement of persons through open borders, including:
• - an increase in organized crime (black market);

8	 Flournoy,	M.	A.	and	Brimley,	S.	(2008)	“The	Defense	Inheritance:	Challenges	and	Choices	for	the	Next	Pentagon	Team”.	The	Washington	Quarterly	
31.

9	 Krztoń,	W.	(2015)	“Charakterystyczne	cechy	przeobrażeń	współczesnych	wojen	i	konfliktów	zbrojnych”	in	J.	Lasota	(ed.)	Wojny	i	konflikty	zbrojne	
XXI	wieku.	Warsaw,	p.	59.

10	 Gruszczak,	A.	(2011)	“Hybrydowość	współczesnych	wojen	–	analiza	krytyczna”	in	W.	Sokała	and	B.	Zapała	(eds)	Asymetria	i	hybrydowość.	Stare	
armie	wobec	nowych	konfliktów.	Warsaw:	National	Security	Bureau,	p.	14.

11	 A	hybrid	strategy	assumes	the	achievement	of	complex,	long-term	political	and	strategic	goals,	taking	into	account	the	actor’s	own	potential	
and	changing	trends	in	its	environment.	The	strategy	is	put	into	effect	through	actions	that	are	based	on	the	comprehensive	and	coordinated	
combination	of	all	available	means	depending	on	the	phase	of	the	plan	being	implemented	–	overt	or	covert	political,	economic,	information,	and	
propaganda	operations	(including	in	cyberspace)	as	well	as	military	and	paramilitary	ones.

12	 In	the	hybrid	model,	the	modus	operandi	is	limited	exclusively	by	the	will	and	capabilities	of	the	potential	aggressor	in	all	or	selected	areas	and	at	
all	or	selected	levels	simultaneously.

13	 Publication	of	the	Doctrine	and	Training	Centre	of	the	Polish	Armed	Forces	(CDiS	SZ)	in	Bydgoszcz	concerning	the	premises	of	the	“Plan	for	the	
Participation	of	the	Polish	Armed	Forces	in	Combating	Hybrid	Threats”.
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• - acts of terrorism.
• activities/reactivation of paramilitary, nationalist, pacifist, and counter-cultural movements;
• centres of power – activities by lobbyists using nationalist and patriotic rhetoric;
• protests by minority parties;
• humanitarian operations – including so-called “white convoys”;
• espionage, sabotage, and subversion activities (the “fifth column”);
• ethnic cleansing – “demographic weapons”;14

• migration of national minorities and refugees (accompanied by unmarked forces);
• concealment and funding of the aggressor’s actions by fictitious NGOs, companies, associations, and corpora-

tions.

Frank G. Hoffman was one the first Western conflict theorists to notice these regularities and popularize the term 
“hybrid warfare”.15 According to Hoffman, hybrid warfare is characterized by the following types of convergence: 
between the physical and psychological, the kinetic and non-kinetic, between militants and civilians, between 
armed forces and communities, between states and non-state actors, and between their combat capabilities. While 
in his work Hoffman argued that hybrid warfare was not an new phenomenon but merely a creative improvement 
on historical models supported by modern technical, operational, and tactical capabilities, he did notice its emer-
gence and did not question its future importance.16

Modern methods of waging warfare were discussed (from the Russian point of view) by General Valery 
Gerasimov17 at a meeting of members of the Russian Academy of Military Sciences on 26 January 2013. By then, 
Gerasimov had already formulated a number of propositions that were later meticulously and comprehensively 
implemented. His main argument was as follows: the “conflict of the future”, as a new type of war, will be charac-
terized first and foremost by the lack of clear boundaries or even the blurring of differences between:

• war and peace (in the classical sense);
• uniformed personnel and covert operations;
• wars will not be declared, they will just break out;
• hybrid warfare is a compilation of political, economic, information, and humanitarian means.

In Gerasimov’s opinion, hybrid warfare has the potential to transform “an entirely stable country” into an arena of 
a highly intense armed conflict within a few months or even days18 as a result of a combination of broad-ranging 
efforts – conventional, guerrilla (subversion, sabotage, terrorism) and cyberspace operations, psychological and 
sociological means, and economic pressure.

The undoubted advantage of hybrid operations is the fact that they allow the enemy’s battlefield superiority to be 
effectively neutralized (through special forces and internal opposition) throughout the territory of the hostile state. 
Non-contact, remote, multi-dimensional impact on the enemy through information, propaganda, misinformation, 
and cybernetic measures brings tangible benefits, which are far greater than those of massed attacks or bombing.

It should be stressed that this (new) understanding of warfare is based on in-depth analyses and conclusions 
from recent conflicts, among others, in the Balkans, the Middle East, and Afghanistan. It reflects the views of the 
Russian military command on conflicts in which the boundaries between war and peace and between uniformed 
personnel and covert operations become blurred, and in which the role of non-military means is greater. Obviously, 
in this vision of warfare, front line combat between military units becomes less important, while non-military (po-
litical, economic, information, humanitarian, etc.) operations gain in importance. Combined mobile troop concen-
trations that operate in a uniform intelligence and information space and use the entire spectrum of new command 
and control system capabilities will start to play a key role in achieving political and military goals.19 As a result of 
operations being carried out in the manner described above, the “tactical and operational breaks” that the oppo-
nent could use to rebuild its military, positional or economic potential are almost completely eliminated. Warfare 

14	 www.pch24.pl/demografia-jako-bron-i-srodek-polityczny,657,i.html,	accessed:	31	October	2016.
15	 Frank	G.	Hoffman	–	retired	Lieutenant	Colonel	of	the	Marine	Corps,	research	fellow	at	the	Institute	for	National	Strategic	Studies	of	the	National	

Defense	University.	Foreign	Policy	Research	Institute	(FPRI),	www.fpri.org/taxonomy/tem/413/0.
16	 Hoffman,	F.	G.	(2009)	“Hybrid	Warfare	and	Challenges”.	Joint	Force	Quarterly	51:	36.
17	 Герасимов,	В.	(2013)	“Новые	вызовы	требуют	переосмысления	форм	и	способов	ведения	боевых	действий”.	Bоенно-Промышленный	

Курьер	8	(476),	27	February-5	March.
18	 Ibid.
19	 Ibid.
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becomes more dynamic and does not allow the other side any breathing space; it is effective, fast, intense, short 
Russian Federation, Valery Gerasimov, future warfare will follow a model based on six conflict build-up phases and 
the combination of military and non-military actions: covert operations, exacerbation, commencement of opera-
tions that signal conflict, crisis, resolution, and the restoration of peace.20 This model is illustrated in Figure 1.

Figure 1. Phases of Conflict
MAIN PHASES OF CONFLICT

In the aftermath of the study in which General Gerasimov presented his model of conflict build-up and the combi-
nation of military and non-military actions, many countries noticed changes related to new challenges and threats, 
particularly with respect to the use of individual methods and their scale.

To sum up: the views of Russian theorists of hybrid warfare include the following propositions regarding its nature:

• no tactical or operational breaks;21

• undeclared – no declaration of war;
• guerrilla actions are indispensable and effective;22

• no clear-cut front along which hostilities take place;23

• no uniformed units.24

An important element in the identification of hybrid warfare is the approach and point of view of the Baltic states, 
mainly Latvia,25 with respect to “changes in the methods by which the Russian Federation conducts armed con-

20	 An	analysis	of	hybrid	warfare	in	Ukraine	unequivocally	shows	that	this	scheme	is	being	meticulously	implemented	in	practice,	and	the	fact	that	
local	warlords	who	oppose	a	peaceful	end	to	the	hostilities	are	being	removed	only	appears	to	confirm	this	thesis.

21	 New	technologies	and	management	methods	make	it	possible	to	significantly	reduce	the	spatial,	temporal,	and	information	distance	between	
the	military	and	the	authorities.

22	 However,	only	with	considerable	support	from	modern	and	ultra-modern	management	methods,	psychological	warfare,	and	military	technolo-
gies. 

23	 It	is	assumed	that	there	is	no	clearly	defined	front	line	or	that	it	is	fluid.	This	means	that	news	from	the	“front”	can	be	easily	manipulated	or	
constructed	for	propaganda	reasons.

24	 Understood	as	units	that	are	not	affiliated	with	any	country,	any	military	branch	or	formation,	or	any	nationality.
25	 Berzins,	J.,	(2014)	“Russia’s	New	Generation	Warfare	in	Ukraine:	Implications	for	Latvian	Defense	Policy”.	Policy	Paper	No.	2.	National	Defence	

Academy	of	Latvia,	p.	6.	After:	Techikinov	and	Bogdanov	(2013),	pp.	15-22.

Source: Герасимов, В. (2013) “Новые вызовы требуют переосмысления форм и способов ведения боевых действий”. Bоенно-
Промышленный Курьер 8 (476), 27 February-5 March.

Diagram presented by Valery Gerasimov
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flict”, i.e. the shift from traditional methods towards more complex ones; it should be noted that during the conflict 
in Ukraine, the Russian Federation systematically and successfully implemented the concepts it had adopted and 
was consistent in implementing its plan. An example here may be the fact that after blockading Ukrainian troops 
in the areas where they had been deployed in Crimea, the Russians began to implement one of the phases of 
their hybrid operations, i.e., “initiating operations that signal conflict”, which consisted of psychological measures 
(warfare) targeted at groups favourable or unfavourable to the Russian invasion; this involved intimidation, bribing 
public officials, and extensive propaganda and misinformation activities (in the media and online) to weaken the 
resistance of the groups that were unfavourable.26 It should be added that the actions undertaken by the Russian 
forces were highly disciplined, involved the use of modern equipment, and the personnel were fully aware of their 
goals. The result was a “certain victory”, which was achieved through a well-organized strategic communication 
campaign and with the use of “clean” and “lawful” political, information, and psychological measures that Russia 
referred to as “new-generation warfare”.

The Baltic states believe that as a consequence of the “new methods of conducting hostilities” thus defined, 
Russia has outlined the scope of development of its military capabilities until 2020. Russia’s view of this change in 
direction is based on the premise that the human mind is the main battlefield. Thus, new-generation warfare is to 
focus primarily on information and psychological warfare in order to gain an advantage over a potential enemy’s 
troops and armaments. This will enable control of the moral and psychological spheres and discourage resistance 
among the armed forces and civilians alike. The main purpose is to minimize, as far as possible, the need to engage 
“hard military force” (troop concentrations together with combat support), while creating conditions in which the 
enemy’s forces and civilian population will support the attacker to the detriment of their own government and 
country.27

There is virtually no universal international definition of hybrid warfare that would be acceptable to all theorists 
and practitioners. Each new theory leads to a debate on whether the term itself is at all useful. Some conflict the-
orists claim that the term is too abstract and refers to illegal methods that could be used to legitimize the more or 
less formal use of ordinary force. To recap: hybrid warfare can be discussed in terms of its following aspects: 

• hybrid warfare is non-standard, complex, and multidimensional, and the opponent is fluid. A hybrid opponent 
may be a state actor or a non-state organization. For instance, Israel is at war with Hezbollah – its main oppo-
nents are non-state actors operating within the state system. These non-state actors may act as intermediar-
ies for other countries that support them (formally or informally) but they also have their own agendas. For 
example, Iran sponsors Hezbollah, but technically it was exclusively Hezbollah’s actions that provoked Israeli 
forces and directly contributed to the start of the Israeli-Hezbollah war. Iran remained completely outside 
the zone of hostilities and avoided any international repercussions, although it was obvious to everyone that 
without Iran’s support, Hezbollah could not effectively oppose the Israeli army. On the other hand, Russian 
involvement in Ukraine can be described in the following terms: a traditional state actor incites, supports, and 
calls for hybrid warfare (we should bear in mind that Russia strongly denies its participation in the conflict 
in Ukraine despite considerable evidence to the contrary that has not been examined by the international com-
munity);

• the hybrid opponent uses a combination of conventional and irregular methods. Such methods and tactics are 
a compilation of conventional troop capabilities, irregular tactics, irregular formations, acts of terror, indiscrim-
inate violence, and criminal activity. A hybrid opponent conducts actions in a covert manner so as to avoid the 
attribution of blame and possible future punishment. These methods are applied simultaneously across the en-
tire spectrum of the conflict through the meticulous implementation of a uniform strategy. The clearest exam-
ple of an actor using such tactics is Islamic State. Its hallmarks are transnational aspirations, consistent tactics, 
mixed formations, and the savage use of terror as an inherent part of its arsenal and operating methods;

• hybrid warfare is flexible and quickly adapts to new realities;28

• parties to the conflict use advanced armaments and other state-of-the-art technologies. Such armaments can 
now be purchased at bargain prices. For example, already in 2006 Hezbollah was armed with high-tech weap-
ons, including precision guided missiles that are used by regular state armies. Hezbollah’s forces shot down 
several Israeli helicopters, seriously damaged a patrol boat using cruise missiles, and destroyed many heavily 

26	 Ibid.
27	 Ibid.
28	 For	example,	in	response	to	U.S.	bombing,	Islamic	State	quickly	restricted	its	use	of	checkpoints,	large	convoys,	and	mobile	phones.	The	fighters	

dispersed,	also	among	the	civilian	population.	This	considerably	reduced	the	losses	caused	by	enemy	air	forces,	and	any	collateral	damage	in	the	
form	of	civilian	casualties	was	quickly	and	effectively	used	for	propaganda	and	recruitment	purposes.
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armoured tanks using “fire and forget” anti-tank missiles.29 They also sent drones to collect information about 
Israeli troop movements, used mobile phones for the transmission of encrypted information, and had night 
vision and thermal vision equipment at their disposal;

• the use of mass communications for propaganda and recruitment purposes. The development of mass com-
munication networks (TV, the press, and the Internet) offers powerful tools to disseminate propaganda and 
influence people (mainly in the West) and also to recruit new fighters;

• the war is taking place on several ostensibly different battlefields, i.e. conventional battles are fought, cyber-
warfare is underway, and both sides’ activities exert impact on the population of the conflict zone as well as on 
the international community.

Referring to the classical Clausewitzian term, it may be stated that such concepts as asymmetrical or irregular mili-
tary operations and hybrid warfare are veiled in a “verbal fog of war”. Hence, there are many critics who claim that 
the very concept of hybrid wars/operations is “unclear” and “vague” and lacks precise definition.

Nevertheless, on the basis of available sources of information and their analysis, it should be stressed that the 
operations in question are characterized by the use of information measures that involve cyberspace as well as the 
political, military economic, social, infrastructure, and information spheres of the state (PMESII – Effects-Based 
Approach)30, where the potential enemy, through both irregular and regular operations, will strive to achieve its 
intended political (strategic) goals while not crossing the threshold of war.31

Due to the abstract nature of the term, a new concept has emerged within the domain of conflict studies – 
fourth-generation warfare (4GW), which is often used as a catch-all phrase that encompasses all the aforemen-
tioned terms relating to all possible non-linear threats.

Fourth-generation warfare is a conflict characterized by the blurring of boundaries between regular warfare, 
politics, military and civilian activities, and information warfare. The term came into use in the late 1980s and was 
coined by U.S. military analysts32 who were developing a scenario for future wars. However, it only became pop-
ular much later, primarily in the aftermath of the Iraq war and the terrorist attacks around the world. After 9/11 
attacks, the proponents of the theory claimed that it was prophetic.33

It should be pointed out that there also exists a definition that covers every war in which one of the main combat-
ants is not a state but rather a powerful group of non-state actors. This seems to confirm Frank G. Hoffman’s theo-
ry34 that modern conflicts are merely a creative extension of the conflicts we know from history, and the Spartacus 
slave rebellion can serve as a model example here.35

The elements characteristic of fourth-generation warfare are:36

• the prolonged duration and complexity of the conflict;
• terrorist, rebel, and guerrilla tactics;
• decentralization and an international character;
• attacks directed directly against representatives of another culture, often involving genocide;
• psychological warfare using media manipulation;
• political, economic, social, and military pressure;
• a vague hierarchy.

Ultimately, fourth-generation warfare is a clash of cultures and civilizations that goes beyond the Clausewitzian 
trinity (government-army-nation) that has been used to classify wars to date.

29	 http://wiadomosci.wp.pl/kat,1356,title,Hezbollah-coraz-potezniejszy-dzieki-wojnie-w-Syrii-Izrael-z-niepokojem-wyczekuje-kolejnego-konfliktu,-
wid,18455486,wiadomosc.html?ticaid=1180a7,	accessed:	6	November	2016.

30	 www.noblecotactical.com/blog/-coin-operational-variables-pmesii-pt,	accessed:	3	November	2016.
31	 Aggression	below	the	threshold	of	war	(subliminal	aggression)	involves	hostilities	whose	momentum	and	scale	are	deliberately	limited	and	main-

tained	by	the	aggressor	below	the	clearly	identifiable	threshold	of	regular	warfare.	Thus	the	purpose	of	subliminal	aggression	is	to	achieve	the	
goals	set	while	causing	difficulties	in	reaching	consensus	on	the	decisions	to	be	made	by	international	security	organizations,	and	maintaining	
existing	business	and	diplomatic	relations.

32	 	www.potomacinstitute.org/images/stories/publications/potomac_hybridwar_0108,	p.	18,	accessed:	31	October	2016.
33	 	Ibid.
34	 	Hoffman,	op.	cit.,	p.	36.
35	 	www.imperiumromanum.edu.pl/wojny/powstania-niewolnikow-w-antycznym-rzymie/powstanie-spartakusa/,	accessed:	3	November	2016.
36	 	www.strategicstudiesinstitute.army.mil,	accessed:	19	November	2016.
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The current conflict cannot be categorized as belonging to any of the earlier types.37 We only know that it is based 
more on ideas and concepts than on technology. The technical gap between the two sides of the conflict is usually 
so huge that it is difficult even to compare them. Thus, the battle is not fought for any specific political or military 
objectives but for human minds.38

Hybrid warfare in Ukraine

“…war is thus more than a mere chameleon, because it changes its nature to some extent in each concrete case”.39

There is no doubt that Russia treats both Ukraine and Belarus as part of its former empire and its sphere of in-
fluence. Therefore, it is difficult for Russia to accept that Poland – and above all the Baltic states – joined NATO 
in 2004. Additionally, it cannot accept Ukraine’s aspirations to join the European Union and consequently NATO. 
For Russia, it is precisely Ukraine and Belarus that offer the final natural buffer zone against further expansion by 
NATO, and it does not want to allow NATO to expand any further. Moreover, Russia needs a “transit corridor” and 
“areas to concentrate its armies” – it wants to use the territories of Belarus, and probably northwestern Ukraine as 
well, in the event conventional hostilities (a large-scale conflict) were to play out in Central and Eastern Europe. 
There is no doubt that it also needs the national minorities of those and neighbouring states if non-conventional 
hostilities are to be conducted in Central and Eastern Europe. From a general analysis of the facts it follows that 
Russia is determined to draw Ukraine away from the Western sphere of influence (economic, financial, and mili-
tary) and to subordinate it to its own interests, while not tolerating attempts by any countries to leave the Com-
monwealth of Independent States. Its military strategy assumes that a peaceful world order can only be established 
using political and military power. It disregards Europe and the rest of the world, concluding that their responses 
will always be belated and ineffective against its policy of faits accomplis.

A classic example in support of this thesis appears to be the Russian solution to the annexation of Crimea. After 
the referendum of 17 March, the region’s self-appointed authorities declared Crimea an independent state and al-
most immediately called on the Russian Federation to accept its request for incorporation. The agreement between 
Russia and the Republic of Crimea on its incorporation within the Russian Federation was promptly signed on 18 
March.40 Subsequently, the agreement was quickly ratified by the State Duma (Russian parliament) on 21 March. 
Moreover, the Duma also managed to amend the Constitution by adding two new entities, i.e. the Republic of 
Crimea and the “federal city of Sevastopol”.41 In this way, the Crimean Federal District was formed as an integral 
part of a state that did not require recognition by the international community, since Crimea formally became part 
of Russia.42 The rapid pace of legislative work clearly demonstrates that everything was prepared well in advance 
and the adoption of the relevant bills was a mere formality. When justifying the annexation of Crimea, Vladimir 
Putin spoke first about protecting Russian nationals, then about protecting the people of Crimea, and finally stated 
that the decision to occupy Crimea was due to the urgent need to prevent NATO from establishing its bases there. 
At the same time, he accused the West of ignoring Russian interests in Ukraine.43 At this juncture, we should ask 
what the Western world could have done – and what it did do – to prevent that course of events from unfolding.

The main protagonists of the operation in Crimea and in eastern Ukraine were the so-called “little green men”, i.e. 
Russian special and reconnaissance detachments.44 The final outcome of their actions demonstrates that the capa-
bilities of such troops with respect to planning, preparation, execution, evaluation, and management have reached 
the highest possible level.

It is highly probable that comprehensive, multidimensional planning was based on four essential premises (which 
also determined the areas of future action):

Ukraine’s structural weakness in terms of the availability of modern military equipment that would be useful for 
conducting reconnaissance in the border area, and also of systems for counteracting surveillance in order to carry 

37	 	Three	types	of	warfare	have	hitherto	been	identified:	clashes	of	concentrated	human	masses	as	first-generation	warfare,	wars	involving	the	
massive	use	of	firepower	as	second-generation	warfare,	and	manoeuvre	warfare	as	third-generation	warfare.

38	 	https://www.wprost.pl/30061/Wojna-czwartej-generacji,	accessed:	6	November	2016.
39	 	Clausewitz,	op.	cit.,	p.	31.
40	 	Krztoń,	op.	cit.,	p.	57.
41	 	Ibid.
42	 	Korniejenko,	A.	(2015)	Pełzająca	wojna.	Kraków,	p.	41.
43	 	Ibid.,	p.	48.
44	 	Special	and	reconnaissance	forces	around	the	world	are	trained	to	conduct	irregular	operations	both	in	offensive	and	defensive	contexts	–	this	

is	an	international	standard.
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out its own manoeuvres freely;
the reform of Russian command structures (adapting them to changing needs);
emphasizing not the size but rather the quality of the army;45

the human factor – the most important component of change (at once its subject and object).

Russia is also aware of the fact that it has strong economic arguments that may often sway the mighty of this 
world. It is also sufficiently influential to be able, at any moment, to ignite a new conflict in one of the world’s 
trouble spots in order to divert its opponents’ attention and effort.

Assessments and analyses show that the period of crisis in Ukraine was sufficiently long for Putin’s army and 
administration to make certain military, organizational, and logistic preparations in advance, and also to thoroughly 
examine the possible scenarios and responses by the international community. Moreover, the presence of a military 
contingent in uniform without any national insignia (not the typical uniform of the Russian armed forces either) 
indicates that the entire operation was carefully planned and prepared well in advance with the full cooperation 
of local allies (with a major role for operations security – OPSEC).46 In the author’s opinion, a proper reconnais-
sance and intelligence assessment was conducted on the basis of information from human and signals intelligence 
systems as well as an evaluation of the anticipated actions of the other side and of the international community 
(taking different scenarios into account). In addition, the Russians were familiar with the Ukrainian armed forc-
es, which were built according to the post-Soviet model (knowledge of the command system, the decision-mak-
ing processes, and the commanders – graduates of Russian military academies). Another element that played in 
Russia’s favour was the fact that officers of Russian nationality were present in the Ukrainian army. When the 
time came to reform the Soviet Army after the disintegration of the USSR, each soldier had the right to choose his 
nationality and to decide in which country he wanted to serve following the collapse of the empire. Many Russian 
officers declared themselves “Ukrainians by choice”, since their garrisons in Ukraine at the time were much more 
attractive than those offered by the Russian army, which was in the process of rebuilding its structures to suit the 
new reality, and the living standard was comparable if not higher. However, a few decades later it turned out that 
Ukraine, which was embroiled in internal political disputes and unclear about its future direction (the East-West 
dilemma) had lost much of its attractiveness as a place in which to serve and live. The main reason was the eco-
nomic disparity compared to neighbours in the west (EU countries: Poland, Slovakia, Hungary) and to Russia in 
the east, which after the reforms became much more attractive economically. The officers’ moral frustration (the 
conflict between Russia and Ukraine, although unofficial, was clearly recognized) plus the economic aspect made 
them extremely susceptible to Russia’s influence as regards the pursuit of its policy in Ukraine. It cannot be ruled 
out that Russia made use of this asset on a large scale, and the example of the commander of the Ukrainian Black 
Sea Fleet47 speaks volumes.

The operations (starting with Crimea) were conducted during a period of total anarchy in the Ukrainian govern-
ment after the events in the Maidan, when key state posts changed hands and new appointees were not proper-
ly prepared to implement crisis resolution measures. The Russians carried out an extremely rapid and effective 
operation, for which the West was not prepared mentally, procedurally or militarily. Russian “tourists” employed 
a whole gamut of operational masking measures, such as radio silence (low probability of targeting command cen-
tres), difficult identification of affiliations (various types of uniforms without insignia, vehicles without registration 
plates), the use of forces in civilian vehicles with local registration plates, the ability to support the rebels with 
fire from Russian territory without breaching the state border (long-range artillery, operational-tactical missiles), 
the immediate formation of local self-defence forces, and support for the aggressors. Small but well-organized and 
trained detachments, i.e. separatists, along with military formations (special/regular forces) to support them, are 
able to destabilize a state, especially during the handover of power and when state structures are in disarray.

One also got the impression that Russia was always two steps ahead – it had a prepared response to things that 
were just about to happen. The enemy was paralysed by the intensity of the interaction. The entire operation was 
carried out under the umbrella of forces that were theoretically not involved but in practice were present in the 
vicinity and in high readiness. That protective umbrella prevented the transition to a high-intensity conflict.48 The 

45	 	Mostly	army	morale,	but	also	the	prominent	influence	of	the	Russian	national	minority	and	of	many	“Ukrainians	by	choice”.
46	 	For	more,	see:	http://www.opsecprofessionals.org/,	accessed:	9	November	2016.
47	 	The	commander	of	the	Ukrainian	Black	Sea	Fleet,	Denis	Berezovsky,	openly	called	on	his	former	subordinates	to	defect	to	Russia.	Few	defec-

tions	occurred,	but	the	navy	was	certainly	affected	by	his	actions.	As	a	reward	for	his	betrayal,	after	the	annexation	of	Crimea	the	Russians	made	
Berezovsky	deputy	commander	of	the	Black	Sea	Fleet.	(http://www.tvn24.pl).

48	 	A	standard	aspect	of	subliminal	war.
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entire operation was to take place below the threshold of war, so international law would be formally observed.49 A 
deterrent factor in the form of the Black Sea Fleet was used, which ruled out the use of armed forces by Ukraine. 
The country had no chance of engaging in an open conflict with Russia, let alone winning it. In addition, the 
conflict enabled Russia to try out new weapons, systems, and tactics, especially where these could be tested on 
new NATO defence systems that could potentially be delivered to Ukraine. This helped Russia to assess its readi-
ness in the case of a direct confrontation with NATO. All these analyses appear to confirm Thierry Camous’s claim 
that “Russia is an imperialist structure, a danger to Europe…”,50 while the statement by Vladimir Putin – “first and 
foremost, we should realize that the collapse of the USSR was the greatest geopolitical catastrophe of the centu-
ry”51 – is a clear sign of Russia’s ambition to return to superpower status, which will most probably not change in 
the near future.

Conclusions

The beginning of the 21st century has brought multiple challenges that are also reflected in strategic thinking. The 
search for new concepts, dictated by the increasing dissonance between the ideas of the early post-Cold War era in 
the context of the military revolution and the actual security policies of many states, has resulted in criticism of a 
security paradigm based on the key importance of technology in organizing state defence systems, and also of the 
manner in which military operations are conducted.

The main objection has been the impossibility of overcoming the impasse in which modern art of war finds itself 
owing to the increasing complexity of conflicts and the ways and means of resolving them.

There is much to suggest that future wars will be waged on similar principles. They will be characterized by flexible 
structures, decentralized command52, and the independence of lower-ranking commanders, who will concentrate 
more on following the central ideas expounded by their superiors than on waiting for orders to act and for de-
cisions to be made. Terrain will no longer be a key factor, especially where there is no crystallized division into 
friends and enemies, while the battle over information, winning the hearts and minds of the local population, and 
the cybernetic dimension of warfare will all be key to the achievement of goals. On the other hand, it is obvious 
that in hybrid warfare, “little green men”, guerrillas or other irregular formations cannot and will not be able to 
accomplish their goals without support from the local population in the form of information, shelter, supplies, 
and medical assistance. In the case of hybrid warfare in Ukraine, this factor also appears to have determined the 
success of the operation, and it is very likely that countries with a similar ethnic composition may become the next 
flashpoints.
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ABSTRACT

In the first part of the article, the author summarizes the etymology of the term “hybrid warfare” and its deriva-
tives, and briefly describes the characteristics of hybrid warfare as understood by experts from the U.S., Russia, 
and the Baltic states. The author also tackles issues related to fourth-generation warfare and presents the views of 
peace and conflict studies experts on future warfare. In the second part of the article, the author analyses selected 
aspects of the hybrid war in Ukraine and offers some general conclusions about the specific nature of hybrid war-
fare. In the conclusion, he offers an overview of the character of future wars and their specificity.

Keywords: hybrid warfare in Ukraine, fourth-generation warfare, the operation in Crimea, “little green men”, 
future wars, peace and conflict studies.
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Andrzej DEMKOWICZ

HYBRID AGGRESSION AS A CHALLENGE FOR THE COUNTRIES OF 
CENTRAL AND EASTERN EUROPE?

Every age has its own kind of war, its own limiting conditions, and its own peculiar preconceptions.1

The military conflict in Ukraine, which has been going on since the spring of 2014, has sparked a heated debate 
among politicians, journalists and, above all, international security analysts on the evolution of modern armed 
conflicts. The aggression in the Crimean Peninsula and in eastern Ukraine has been described as “hybrid warfare”.

Currently, so-called hybrid warfare is presented as a perfect alternative to overt aggression by both state and non-
state actors. In today’s international environment, any use of force, particularly armed force, must necessarily be 
limited and entails serious legal and political consequences.2 Exceptions to the prohibition on the use of force in the 
international environment are laid down in Article 51 of the Charter of the United Nations. Despite the adoption 
of regulations that limited or prohibited the waging of wars, e.g. the Second Hague Convention (Drago-Porter 
Convention) of 1907, the Pact of the League of Nations of 1919 (Articles 10, 11, and 13), and the Kellogg-Briand 
Pact of 1928 (Article 1), states continued to provoke armed conflicts that ended disastrously for the international 
community. However, those tragic international experiences did not prevent the many catastrophic conflicts in the 
second half of the 20th century, and the legality of those conflicts under international law has been disputed.3

The new challenges of the late 20th and early 21st centuries have sparked discussion about the determinants of changes in 
the legality of the use of force (primarily armed force), making the rules of its use more flexible. However, the relaxation 
of restrictions on the use of force, though often advocated by the strongest actors in the international arena, may con-
tradict the overarching goals of the international community adopted by the United Nations in order to maintain peace. 
For this reason, any exceptions to accepted rules and obligations should be construed as narrowly as possible.4 Unfortu-
nately, states that engage in international relations, which are bound by the obligations set forth in the United Nations 
Charter, over-interpret Article 51 in the pursuit of their national interest and tread a fine line between the legal and ille-
gal, which is also difficult to define unambiguously.5 For many decades, defining the crime of aggression was problematic. 
United Nations General Assembly Resolution 3314 of 14 December 1974, which sought to clearly define acts of armed 
aggression by states, did not help matters much.6 At present, it appears that the work of the Preparatory Committee for 
the Establishment of the International Criminal Court, during which the concept of a crime of aggression was defined and 
the legal grounds for trying its perpetrators were prepared, may resolve this issue.7 As a result, from 2017 at the earliest, 
it will be possible to prosecute, fairly effectively, not only those who perpetrate acts of aggression in the international 
environment but also those responsible for their planning and execution.8

It may be assumed that the waging of wars has been significantly restricted and, as far as is possible, constrained 
within a legal framework. Unfortunately, there are still actors within the international community who want to use 
force in order to pursue their national interest. The multi-faceted use of force and armed aggression, although not 
longer considered war, continues to significantly destabilize the current international order. While state actors attempt 
to defend their actions on the grounds of international law, non-state actors have emerged in the international com-
munity who see no need to justify their aggressive use of force. For states, observing the law is an important element 
of recognition by the international community, but at the same time it may constitute a significant obstacle to the 
pursuit of national interest. In these circumstances, the preferred solution of many actors in the international envi-
ronment is the use of force within the context of hybrid aggression, which is often referred to as hybrid warfare.

The adjective “hybrid” seems to be an appropriate term for the form of aggression that is most commonly encoun-
tered today. Its etymology obviously derives from the Latin word “hybrida”, i.e. “a thing that consists of different 

1	 	Clausewitz,	C.	(1989)	On	War.	Princeton,	p.	593.
2	 	“United	Nations	Charter”.	Polish	Journal	of	Laws	1947,	No.	23,	item	90,	Article	2,	paragraphs	3	and	4.
3	 	Zajadło,	J.	(2015)	Dylematy	interwencji	humanitarnej.	Gdańsk,	pp.	89-90.
4	 	Morris,	J.	(2009)	“Prawo,	polityka	i	użycie	siły”	in	J.	Baylis,	J.	Wirtz,	C.	S.	Gray	and	E.	Cohen	(eds)	Strategia	we	współczesnym	świecie.	Kraków,	p.	119.
5	 	Zajadło,	op	cit.,	p.	104.
6  “United	Nations	General	Assembly	Resolution	3314	(XXIX)	of	14	December	1974	on	the	definition	of	aggression”	in	M.	Flemming	(1991)	

Międzynarodowe	prawo	konfliktów	zbrojnych.	Prawo	przeciwwojenne.	Zbiór	dokumentów.	Warsaw,	pp.	230-231.
7	  For	more,	see	Grzebyk,	P.	(2011)	“Definicja	zbrodni	agresji	(po	konferencji	przeglądowej	MTK)”.	Państwo	i	Prawo	1:	45-58.
8	 	See	Iwanek,	T.	(2013)	“Zbrodnia	agresji	w	prawie	międzynarodowym.	Stan	po	nowelizacji	Statutu	Rzymskiego	MTK”.	Studia	Politicae	Universitatis	

Silesiensis	11:	287-307.



17

elements which frequently do not fit together”.9 Hybridization results in the combination of different properties 
within a single whole, while retaining certain characteristics that enable the new organism to be more capable or 
efficient in its actions.

So-called hybrid aggression/warfare was already in evidence in past conflicts, e.g. during the Napoleonic Wars in 
Spain where the British conducted both regular and irregular operations against the French, or the Arab revolution 
in Syria in 1918 when the Arab tribes united by Great Britain captured the Aqaba Fortress and Damascus from the 
Turks. Given the historical experience with similar operations, current cases of hybrid aggression in the interna-
tional environment should be looked at from another perspective, which takes into account the evolution of the 
means to exert influence on the sides in a dispute or conflict.

Modern hybrid warfare (aggression) involves parallel “conventional capabilities, irregular tactics and formations, 
terrorist acts including indiscriminate violence and coercion, and criminal disorder”.10 The North Atlantic Treaty 
Organization (NATO) defines a hybrid threat as one caused by a current or potential adversary, i.e. a state or non-
state actor or terrorists who have the ability to simultaneously and adequately use both standard and non-standard 
means in order to achieve their objectives.11 This type of conflict can be characterized as combining conventional 
and irregular tactics, decentralized planning and actions, and non-state actors who use both simple and sophisticat-
ed technologies and resort to innovative solutions.12

Currently, during armed conflicts, decision-makers have at their disposal a wide range of capabilities that include 
standard but highly specialized military units that can carry out traditional combat operations, special forces, and 
advanced means of information warfare that use technological platforms.13 The hybrid concept is not a new way 
of engaging in aggression, but the means used within its framework, which are at once specialized and deadly, 
respond to the new needs that have emerged in modern civilisation. Hybridization is a logical combination of strat-
egy and tactics designed to mix different types of armed operations.14 A contemporary feature of hybrid conflicts 
is the simultaneous pursuit of operations on the territorial and virtual planes. While the battle for territory is a 
traditional element of conflicts, the virtual plane is continuously evolving with respect to its scope and the tools 
used. Hostilities take place in a broad and multidimensional context where confrontation or rivalry between the 
main parties to the conflict takes place outside the field of military action as well.15

Military security actors either define hybrid warfare (aggression) with respect to their own interests or else attempt 
to avoid defining this particular type of aggression between actors in international relations in an unequivocal and 
detailed manner.16 This type of impact exerted on the enemy certainly covers new forms of hostilities in line with 
the civilizational development of modern societies that become the object of such aggression. Definitions of ag-
gression are constructed in a general manner and involve identifying the aggressor (state actors, non-state actors, 
and sometimes terrorists as a separate category) and the forms of aggression, usually described as either conven-
tional/traditional or unconventional.

In modern literature on the subject, the use of the more popular term “hybrid warfare” can be traced back to the 
beginning of the 21st century – to William J. Nemeth’s analysis of the Russian Federation’s use of armed forces in 
Chechnya.17 Pioneering and at the same time popular descriptions of such operations were presented in the English 
literature by the U.S. analyst Frank G. Hoffman in 2005.18 On the other hand, in the Russian Federation, a modern 
interpretation of this concept of operations was presented by the Chief of the General Staff of the Armed Forces of 
the Russian Federation, General Valery Gerasimov.19

9	  See	Słownik	języka	polskiego	PWN,	http://sjp.pwn.pl,	accessed:	15	June	2016.
10  Website	of	the	Potomac	Institute	for	Policy	Studies,	http://www.potomacinstitute.org,	F.G.	Hoffman,	Conflict	in	the	21st	Century:	Rise	of	the	

Hybrid	Wars,	Arlington	Virginia,	p.	8,	accessed:	28	August	2015.
11  See	Roosevelt,	A.	(2010)	“GAO	Finds	Hybrid	Warfare	Not	Defined;	DoD	Says	Not	New	Way	of	War”.	Defense	Daily	52:	1,	14	September.
12  Gray,	C.	S.	(2016)	Another	Bloody	Century:	Future	Warfare.	London,	p.	14.
13  Small	Wars	Journal	website,	http://smallwarsjournal.com,	A.	Deep,	“Hybrid	War:	Old	Concept,	New	Techniques”,	accessed:	14	January	2016.
14	 	Lasica,	D.	T.	(2009)	Strategic	Implications	of	Hybrid	War:	A	Theory	of	Victory.	School	of	Advanced	Military	Studies,	Fort	Leavenworth,	p.	11.
15  Gruszczak,	A.	(2015)	“Hybrydowość	współczesnych	wojen	–	analiza	krytyczna”	in	W.	Sokała	and	B.	Zapała	(eds)	Asymetria	i	hybrydowość.	Stare	

armie	wobec	nowych	konfliktów.	Warsaw:	National	Security	Bureau.	pp.14-15.
16  Roosevelt,	op.	cit.,	p.	1.
17  Nemeth,	W.	J.	(2002)	Future	War	and	Chechnya:	A	Case	for	Hybrid	Warfare.	Monterey,	CA,	http://calhoun.nps.edu/bitstream/

handle/10945/5865/02Jun_Nemeth.pdf,	accessed:	2	September	2015.
18	 Mattis,	J.	N.	and	Hoffman,	F.	(2005)	“Future	Warfare:	The	Rise	of	Hybrid	Wars”.	Proceedings	Magazine.	U.S.	Naval	Institute,	November,	p.	23.	Cf.	

the	website	of	the	Potomac	Institute	for	Policy	Studies,	http://www.potomacinstitute.org,	F.	G.	Hoffman,	Conflict	in	the	21st	Century:	Rise	of	the	
Hybrid	Wars,	Arlington	Virginia,	accessed:	28	August	2015.

19  Financial	Times	website,	http://www.ft.com,	S.	Jones	(2014)	“Ukraine:	Russia’s	New	Art	of	War”,	28	August,	accessed:	15	December	2015.
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According to Frank G. Hoffman’s interpretation, hybrid warfare covers various methods of waging war, includ-
ing conventional capabilities, irregular tactics and formations, terrorist acts including indiscriminate violence and 
coercion, and criminal disorder. Hybrid operations may be conducted by states or by non-state actors – directly by 
small combat teams or by larger groups that are coordinated to achieve synergies. These operations take advantage 
of modern military technologies in conjunction with guerrilla and special tactics. The instruments used also include 
the activities of criminal groups, whose task is to cause chaos and the disintegration of the attacked entity.

According to General Gerasimov, non-military means of conducting warfare have gained a significantly greater 
role in comparison to earlier conflicts. Of much more importance is the emphasis is placed on combining political, 
economic, and humanitarian measures, which are conducted in parallel with psychological operations targeted 
at the population in the conflict zone. Military measures are used as part of information warfare and as part of 
special forces operations, especially through asymmetrical operations. Conventional armed forces are only used in 
the final stages of the operation as peacekeeping or stabilization forces to ultimately retain effective control over 
the process of taking power. A considerable role is played by advanced information technologies in the aggressor’s 
internal communications, whose purpose is to weaken the victim’s control over its internal security; these means of 
communication can also be used when mobilizing and directing the actions of a friendly opposition.20

Authors highlight the evolution of modern conflicts by emphasizing such phenomena as the decentralization of 
command structures, combining the strategic, operational, and tactical aspect of operations, and the increasing 
importance of non-military means. An increasingly important component is small armed groups that are centrally 
managed and conduct irregular operations both in the civilian environment and in the military domain. The Rus-
sian general does not use the term “hybrid warfare” but instead presents an aggression scenario that uses the cur-
rently available military and non-military tools, assigning a greater role to the latter in the new aggression model.

In our discussion, we should also take into account the later version of Valery Gerasimov’s concept, elaborated by 
Sergei Chekinov and Sergei Bogdanov. In October 2013 they presented their own vision of new-generation warfare, 
which consists of the following phases:

1. carrying out asymmetrical actions to weaken the opponent and create favourable conditions for intervention 
by using information, psychological, diplomatic, and economic means;

2. confusing the army command and the political leadership of the country that is being attacked by means of 
overt and covert special operations conducted through the media, diplomacy, and non-governmental agencies. 
These operations primarily involve the introduction of false information, data, instructions, and orders into the 
information spaces of the aforementioned entities;

3. intimidating, misleading, and corrupting leaders and military commanders, and conducting operations that 
break the enemy’s will to resist and result in the disintegration of its command structures;

4. using various propaganda tools on a wide scale to increase the public’s sense of uncertainty and danger. This 
effect is enhanced by, among others, sabotage and subversive activities carried out by various armed groups 
and paramilitary organizations;

5. establishing a no-fly zone over the territory of the target state, blocking roads, bridges, and junctions, and 
using private armed organizations and groups that include opponents of the social and political order of the 
country that is being attacked;

6. commencing armed operations preceded by reconnaissance and intelligence activities conducted using a 
variety of technologies and means (special forces operations, signals intelligence, and the use of space-based 
intelligence and navigation tools);

7. conducting hostilities within a single information space that guarantees collective situational awareness, making it 
possible to command large numbers of diverse forces during combat using, among others, support from space;

8. taking control of the enemy’s points of resistance and destroying its units with the use of special forces whose 
task is to identify the opponent’s combat potential and capabilities and provide precise data on the position of 
the enemy’s points of resistance. This makes it possible to target them accurately with weapons. The final stage 
of the operation is the methodical occupation of enemy territory by land troops”.21

Currently, we can distinguish two conflicts that may serve as the basis for building a model of modern hybrid 

20  Website	of	the	Russian	daily	Military	Industrial	Courier,	http://www.vpk-news.ru,	В.	Герасимов	(2013),	“Ценность	науки	в	предвидении”.	
Военно-промышленный	курьер,	27	February,	accessed:	29	November	2015.

21  Wojnowski,	M.	(2015)	“Koncepcja	‘wojny	nowej	generacji’	w	ujęciu	strategów	Sztabu	Generalnego	Sił	Zbrojnych	Federacji	Rosyjskiej”.	Przegląd	
Bezpieczeństwa	Wewnętrznego	13:	16.
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aggression. Although similar conflicts were fought in the past,22 scholars are now particularly interested in the 
conflicts in the Middle East related to operations by the so-called Islamic State, and in the Russian Federation’s 
aggression in eastern Ukraine. While in the conflicts in Syria and Iraq the aggressor is a terrorist organization, in 
Ukraine the leading role is played by its neighbour, i.e. the Russian Federation. In Central and Eastern Europe, 
the Syrian model, whose main purpose is the physical destruction of the state and territorial gains, has no chance 
of success. The international order built after 1945, which is based on a system authorized by the global powers 
through United Nations structures, appears relatively stable despite local tensions and crises between individual 
states. A high-intensity conflict between states that would amount to a war is still unlikely.

However, after the experience of undeclared Russian aggression in Ukraine, a highly likely scenario is destabilizing 
neighbours, without triggering a large-scale military conflict, in order to achieve the aggressor’s goals in both in-
ternal and international politics. This example is also important because it demonstrates the potential for engaging 
in aggressive action that does not, however, go beyond certain boundaries; it also make it impossible to unambigu-
ously determine whether we are dealing with a conflict or with aggression, especially armed aggression, and makes 
it difficult to reliably identify the principal perpetrator.

In the case of operations in eastern Ukraine, we can distinguish two main types of aggression, i.e. operations with 
the limited use of military force and resources vs full-scale military operations. In the first stage of the aggression 
against Ukraine, irregular military operations and terrorist acts were used. During the first days, troops of an alleg-
edly unknown affiliation conducted operations for demonstration purposes, and special forces were also engaged, 
posing as local paramilitary groups that manifested their extreme dissatisfaction with the situation of the Rus-
sian-speaking minority. The main effort was focused on stirring discontent among minorities, antagonizing national 
groups, and manipulating public sentiment in order to create a negative and highly tense situation in terms of in-
ternal security. Consequently, regular armed forces of the Russian Federation were tasked with seizing or blocking 
strategic and operational facilities (governmental buildings, critical and military infrastructure) in order to protect 
them from “unauthorized” seizure or destruction. Under the conditions of complete military dominance by external 
forces and the intimidation of local communities, power was formally seized through elections to institutions that 
were independent of the Ukrainian state authorities.

The next stage of the aggression against Ukraine was the destabilization of its eastern regions where the Rus-
sian-speaking population was dominant. After a failed attempt to repeat the scenario known from earlier opera-
tions in Crimea, the military option was decisively implemented through the maximum use of military instruments. 
Local “self-defence forces”, “volunteers” from the outside, and detachments of soldiers from the regular military 
forces of the Russian Federation launched a full-scale combat operation using advanced, state-of-the-art military 
equipment whose origins they attempted to conceal during the first days of the hostilities. In areas occupied by the 
so-called “separatists”, new self-appointed authorities were established which sought to legitimize their presence 
on legal grounds. Additionally, informal armed groups that were secretly linked to the new authorities and inspired 
by them carried out acts of terror against civilian groups and local activists who remained loyal to the Ukrainian 
central institutions. Terrorist attacks against the Ukrainian-speaking population and against representatives of the 
international community were instigated. Moreover, the threat of possible military intervention (which was later 
took place informally) was used. The concentration of large numbers of Russian troops near Ukraine’s eastern bor-
der and military manoeuvres in the immediate vicinity of the combat zone in eastern Ukraine significantly affected 
the conservative actions undertaken by Ukrainian government forces and contributed to the subsequent failure of 
the Ukrainian anti-terrorist operation in 2014.

Non-military operations were an equally important component of the aggression in Ukrainian territory. In this 
regard, we should distinguish operations by special forces, including operational reconnaissance, organizing and 
directing sabotage and acts of terror as well as cyberwarfare.23 At the same time, there was a lot of diplomatic 
activity aimed at negating the adverse impact of the aggression and building an international image of the conflict 
that was favourable to the Russian side. The diplomatic offensive involved economic blackmail in which Ukraine’s 
dependence on the Russian Federation in terms of finance and raw materials was emphasized alongside the fact 
that the Commonwealth of Independent States included markets for Ukrainian industrial products that would 

22  For	more,	see	Murray,	W.	and	Mansoor,	P.	R.	(eds)	(2012)	Hybrid	Warfare:	Fighting	Complex	Opponents	from	the	Ancient	World	to	the	Present.	
New	York:	Cambridge	University	Press.

23  For	more,	see	the	website	of	the	Internal	Security	Agency,	http://www.abw.gov.pl,	Żochowski,	P.	(2015)	“Rosyjska	‘niewypowiedziana	wojna’	–	
konsekwencje	dla	sektora	siłowego	FR”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybrydowa	–	WYDANIE	SPECJALNE”	12	(7),	accessed:	24	
May	2016.
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become inaccessible to Ukrainian companies if the political orientation of the central government were to change to 
a pro-European one.24

Conducting aggression using both military and non-military means required the use of appropriate psychological 
measures. The key tasks in this respect included building a positive image of the Russian Federation and stressing 
its importance for the stability and security of the international system, creating a sceptical or critical attitude 
towards the policies of the new Ukrainian administration among the societies and governments of NATO and EU 
Member States, and mobilizing Russian society against potentially hostile policies by Western states.25 The main 
channels used for those activities were press agencies (both state-funded and sponsored by the Russian Federa-
tion), so-called agents of influence placed in opinion-forming circles in Western societies, dignitaries at internation-
al political and economic institutions, and also regular Russian diplomatic staff.

Conclusions

The aggression in Ukraine is a model example of the implementation in practice of the assumptions and concepts 
adopted by modern decision-makers in order to destabilize a state under modern political and economic conditions 
(which include declarations on modern democratic principles and values, and legal guarantees concerning the inde-
pendence and territorial integrity of European states).

The basis for all such operations is the leveraging (or creation) of appropriate political and social conditions in the 
area that is to be the target of potential aggression. Existing conditions may be used or else the aggressor needs to 
take action in the political and economic spheres in order to create them. Thus, the basic prerequisites for con-
ducting hybrid aggression include, first and foremost, a serious political crisis that occurs for economic, ethnic or 
religious reasons. The grounds for future aggression include taking actions that antagonize national or religious 
minorities as well as making use of those minorities that could be favourable to the potential aggressor. A circum-
stance that makes success more likely is the ability to rely on political, social or economic elites that could be useful 
in channelling protest in line with the aggressor’s interests and in the subsequent legitimization of the aggression 
itself. The decisive factor in this regard is the ability to influence the elites of the territorial authorities responsible 
for internal security, since it is their attitude that may ultimately contribute to the success or failure of the aggres-
sor’s operations. In the Russian concept of hybrid aggression, this is described as having protest potential.26 At the 
same time, an important factor governing the success of hybrid aggression is the ability to effectively spread prop-
aganda among the public in the attacked state, and in particular to reach antagonized sections of society in order to 
provoke, strengthen, and direct their destructive actions against the state of which they are citizens.

The attacked state’s capabilities are another important factor determining the success of hybrid aggression. That 
state’s capacity to respond rapidly, adequately, and effectively to the crisis is crucial. The essential point is wheth-
er its decision-making bodies become aware of the hostile behaviour of another entity at an early stage and can 
rapidly identify the signs that an aggressor is taking action in order to create the conditions necessary for effective 
and multi-faceted aggression. An awareness of threats and the ability to implement rapid preventive action in 
areas of state activity at risk as well as to neutralize the aggressor’s operations at the initial (usually non-military) 
stage make it possible to effectively counteract hostile actions. In a scenario where the ruling elites are unable to 
identify at a sufficiently early stage a situation that threatens the political and territorial integrity of the state, of 
key importance becomes the ability to respond swiftly – both at the decision-making and executive levels – to the 
threat that has emerged or is likely to emerge. An equally important factor in these circumstances is the ability to 
quickly mobilize and use the forces and means of maintaining public order and to confront the entities provoking 
crises that could potentially result in the use of force. Nowadays, a decisive defensive capability for a state that is 
potentially threatened by hybrid aggression is having military forces and means that can be mobilized and prompt-
ly used in the area at risk. In extreme cases, the response time must be within a dozen hours or so.

Nowadays, for an entity that does not intend to engage in a large-scale armed conflict, hybrid aggression may 
provide an alternative to classical armed conflicts or interference in the stability of a state or region. As mentioned 
earlier, currently the use of military force has many serious consequences in the international environment and can 

24  Website	of	the	Internal	Security	Agency,	http://www.abw.gov.pl,	Skoneczny,	Ł.	(2015)	“Wojna	hybrydowa	–	wyzwanie	przyszłości?	Wybrane	
zagadnienia”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybrydowa	–	WYDANIE	SPECJALNE”	12	(7):	47,	accessed:	24	May	2016.

25  For	more,	see	the	website	of	the	Internal	Security	Agency,	http://www.abw.gov.pl,	Darczewska,	J.	(2015)	“Wojna	informacyjna	Rosji	z	Zachodem.	
Nowe	wyzwanie?”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybrydowa	–	WYDANIE	SPECJALNE	12	(7),	accessed:	24	May	2016.

26  Герасимов,	op.	cit.,	p.	2.
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result in alienation from the international community. From the point of view of the potential aggressor, it is better 
to destabilize the victim country in numerous respects. For this reason, too, the leaders of the Russian Federation 
took action to actively and comprehensively support separatist forces in the eastern part of Ukraine. During the 
aggression, all available forces and means were used in a coordinated manner and in accordance with previously 
developed and determined rules to ensure the aggressor’s success. The main objective of the first phase of the 
aggression was to occupy a strategic territory that guaranteed military superiority in the Black Sea basin; in the 
psychological sphere, this additionally resulted in the revival of imperial pride and ambition among a large propor-
tion of the Russian population, which translated into approval for the Russian elites’ actions.

The main goal of the second phase of the aggression appears to involve not so much territorial gains, which may 
have been an indirect objective, as the political destabilization of the Ukrainian state and the forging of a strong-
er position in subsequent political negotiations on security in this part of Europe, especially with respect to the 
annexation of Crimea. The strategic goals may include:

• reintegrating the Russian-speaking community from Ukraine into Russia’s administrative boundaries, which 
would improve the Russians’ demographic situation in view of the ethnic challenges present in southern re-
gions of the Commonwealth of Independent States;

• ultimate control over the military industrial potential present in this part of Ukraine, which is indispensable for 
the steady development of the Russian Federation’s military capabilities;

• counteracting trends towards Ukraine’s fuller integration into the economic, political, and military structures of 
Western Europe, which could result in the country leaving the Russian sphere of influence.

In this respect, Ukraine’s geographical position is detrimental to it. Russia, in pursuing its imperial ambitions, will take 
measures to protect its national interest without paying much attention to its neighbours. After Ukraine had undertak-
en defensive actions and stopped the separatists in eastern Ukraine, Russian decision-makers probably decided to shift 
the emphasis towards maintaining tensions and insecurity in the region, with the possibility of escalating aggression at 
a time favourable to the Russian Federation’s interests, and thus destabilizing this part of Europe. Ukrainian citizens in 
the Donbass region have become Russian hostages and a bargaining chip in all issues involving Central and Eastern Eu-
rope. This scenario was already tested by Russian politicians in their earlier actions in the Caucasus. A similar situation 
obtains in Georgia and Moldova, where the regions of Abkhazia, South Ossetia, and Transnistria are currently treated 
as flashpoints that may be activated at any time suitable to the decision-makers of the Russian Federation.27 The threat 
of hybrid aggression applies to all immediate neighbours of the Russian Federation, including members of the North 
Atlantic Treaty Organization. However, in the case of NATO members, the extended scenario that envisages the use of 
armed forces is rather improbable. Nonetheless, non-military aspects of hybrid aggression have already been imple-
mented by entities directed from the Russian Federation – e.g. against the Baltic states, which are NATO members, 
and primarily against Estonia, which has resulted in protective NATO initiatives in the region.28 The alliance members’ 
obligations within NATO and the organization’s credibility effectively deter external actors from taking military action. 
However, this does not exclude the possibility that non-military tools might be used to precipitate crises, e.g. in the 
Baltic states.29 On the basis of Russian politicians’ actions to date, it may be concluded that their goal is to create flash-
points around Russia’s borders, which can be “activated” when circumstances are favourable in order to pursue Russia’s 
interests. Among the East European members on NATO’s eastern flank, genuine threats are present primarily in the 
Baltic states, in Romania (Transnistria), in the Arctic (the dispute between Norway and Russian over natural resources) 
and in the south (tensions with Turkey). As a result, other NATO member states must be ready to maintain the organi-
zation’s credibility and fulfil their obligations under the terms of the North Atlantic Treaty.

The Russian Federation’s aggression against Ukraine in 2014 triggered discussions on security guarantees and the 
observance of international legal norms by modern states. Russia’s intervention demonstrated the effectiveness 
of contemporary forms and methods of exerting impact on a state’s security by another international actor. This 
conflict showed that model aggression carried out using both military and non-military means in accordance with a 
predetermined strategy can be successful. The strategy is not new, but combined with the forces and means at the 
disposal of a modern power, it has proven effective in the 21st century. The challenge currently facing the interna-
tional community is to identify effective methods of preventing and counteracting such aggression.

27	 	See	Świeżak,	P.	(2009)	“Następstwa	wojny	w	Gruzji	dla	‘zamrożonego	konfliktu’	w	Naddniestrzu”.	Bezpieczeństwo	Narodowe	I-II	9-10:	192-201.
28	 	The	Centre	for	Eastern	Studies	website,	http://www.osw.waw.pl,	J.	Hyndle-Hussein,	“Państwa	bałtyckie	wobec	konfliktu	na	Ukrainie”.	Komen-

tarze	OSW	158:	1-8,	accessed:	7	July	2016.	
29	 	Cf.	Foreign	Affairs	Portal,	http://www.psz.pl,	S.	Ławrynowicz,	“Relacje	Rosja	–	państwa	bałtyckie	w	kontekście	konfliktu	na	Ukrainie”,	accessed:	7	

July	2016.
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ABSTRACT

The present military conflict in Ukraine causes a public debates among politicians, journalists, and above all inter-
national security analysts on the evolution of modern armed conflicts. The modern concepts of hybrid war is not 
a new method of waging aggression. The modern hybrid war (aggression) includes a combination of conventional 
and irregular activities, including terrorist acts and criminal and mass violence. Nowadays, first attempt to define a 
hybrid war was made in the Anglo-Saxon literature in 2005 by US analyst Frank G. Hoffman. 

For comparison, in the Russian Federation contemporary interpretation of the concept of this kind operations was 
made by Chief of General Staff of the Russian Armed Forces, gen. Valery Gerasimov. In his opinion a significant role 
gained non-military means of warfare. In the Russian concept, an emphasis was placed on a combination of politi-
cal, economic and psychosocial combined with a particular role of psychological operations. In case of operations in 
Eastern Ukraine, we can distinguish two basic types of aggression, with a limited use of force and military means, 
and military activities on full scale. Aggression in Ukraine we can perceive as a model example of practical imple-
mentation of assumptions and concepts of operation adopted by the strategists and politicians. In case Russian 
idea, it leads to destabilization of the state in contemporary political and economic conditions, declared principles 
and values of modern democracy and legal guarantees of independence and territorial integrity of countries in 
Europe. The Aggression against Ukraine carried out by the Russian Federation in 2014 was sparked discussions on 
security guarantees and respect of norms of international law by current world powers. The Russian intervention 
has showed the effectiveness of modern forms and methods of influence on security of the state by another politi-
cal entity in an international environment. 

Simultaneously, this conflict showed the effectiveness of the hybrid model of aggression carried out by using both 
military and non-military tools based on pre-defined strategy proceedings against another state. The hybrid strat-
egy is not new, but using modern tools and contemporary state has been showing its effectiveness in the twen-
ty-first century.
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Oleksandr LEVCHENKO 

SPECIFIC FEATURES OF HYBRID WARFARE CONDUCTED BY THE 
RUSSIAN FEDERATION AGAINST UKRAINE

The armed conflicts of recent years, particularly in Georgia, in Northern Africa during the “Arab Spring”, in 
Ukraine, show that non-military methods prevail in achieving strategic goals of war. In order to defeat an enemy, 
the complex of diplomatic, informational, ideological, economic, and partly - military means is used. The main 
efforts in a new generation warfare, which is called “hybrid warfare”, are shifting from the physical destruction of 
an enemy to the usage of nonmilitary means against him.

Thus, the Russian Federation’s aggression against Ukraine in 2014-2016 is not conducted in the form of open 
military operations, but namely in the form of “hybrid warfare”, in which Russia tries to corrupt Ukrainian popula-
tion ideologically and morally and seeks to impose will on it, to disrupt the public authorities’ work, to demoralize 
the armed forces and other security agencies, to undermine the country’s economic potential and to force Ukraini-
an authorities to make significant concessions, and actually – to capitulate to the Kremlin. The ultimate goal of 
Moscow is to get all domestic and foreign policy of Ukraine under its influence.

In witness of the aggressive plans of the Russian Federation, it is worth to quote the assessment made by the Chief 
of the General Staff of the Russian Armed Forces Valery Gerasimov one year before the beginning of the Crimean 
Campaign in his report “Major Trends in Development of Forms and Methods of the Use of the Armed Forces, and 
Crucial Tasks of Military Science in Enhancement of These Forms and Methods “ in February, 2013:
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military operations, but namely in the form of “hybrid warfare”, in which Russia tries to corrupt Ukrainian popula-
tion ideologically and morally and seeks to impose will on it, to disrupt the public authorities’ work, to demoralize 
the armed forces and other security agencies, to undermine the country’s economic potential and to force Ukraini-
an authorities to make significant concessions, and actually – to capitulate to the Kremlin. The ultimate goal of 
Moscow is to get all domestic and foreign policy of Ukraine under its influence.

In witness of the aggressive plans of the Russian Federation, it is worth to quote the assessment made by the Chief 
of the General Staff of the Russian Armed Forces Valery Gerasimov one year before the beginning of the Crimean 
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“In the 21st century we have seen a tendency toward blurring the lines between the states of war and peace. Wars 
are no longer declared and, having begun, proceed according to an unfamiliar template. The very “rules of war” 
have changed. The role of nonmilitary means of achieving political and strategic goals has grown, and, in many 
cases, they have exceeded the power of force of weapons in their effectiveness. The focus of applied methods of 
conflict has altered in the direction of the broad use of political, economic, informational, humanitarian, and other 
nonmilitary measures. The new forms and methods of warfare include “reduction of military-economic potential of 
a state by destroying its military and civilian infrastructure in a short space of time.”

Analysis of Russia’s hybrid warfare against Ukraine shows that it is conducted according to the plan, which 
includes the following consistent and interconnected phases.

Phase 1. Preparation of the ground for implementing aggressive plans by preliminary conducting powerful informa-
tion and psychological operations in order to split the population of Ukraine and to create a favorable environment 
for the implementation of further plans of Moscow.

Phase 2. Corruption and demoralization of the public authorities and law enforcement agencies of Ukraine by Rus-
sian intelligence penetration and making through it decisions needed by the Russian Federation.
(For example, almost all the leaders of the law enforcement agencies were agents of the Kremlin: the Minister of 
Defense D. Solomatin, the head of the Security Service of Ukraine A.Yakymenko, the Minister of Internal Affairs V. 
Zakharchenko).
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Phase 3. Creation of the so-called “fifth column” in Ukraine among various pro-Russian political forces and public 
organizations. The initiation of large-scale pro-Russian movements in the Autonomous Republic of Crimea, in the east 
and south of Ukraine; the establishment of cooperation with the relevant governing bodies of Russia, the command 
of the Black Sea Fleet of the Russian Federation, and the Russian Cossack organizations. 
The Kremlin’s support for separatist formations in Ukraine, the organization of the so-called “self-defense formations” 
which include Russian citizens, intelligence personnel, military personnel of Special Forces, members of the 
Cossack and other paramilitary forces..;

(For example, such pro-Russian political forces as the Communist Party, Vitrenko Block, Ruthenian Movement and 
others were active in Ukraine, and were sponsored and controlled from Moscow)

Phase 4. Increasing of pressure on Ukraine in the political, economic, military and other fields.
(For example, pressure on Ukraine aimed at its accession to the Customs Union, and the simultaneous blocking of 
its European integration, using “blackmail” in negotiations on prices of gas sold to Ukraine, the intensification of 
combat training of Russian troops in the immediate vicinity of the borders of our country).
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Phase 5. Organization of mass social unrest in the country, including rallies and demonstrations demanding the 
resignation of the government, adjustment of the state’s foreign policy, the political and other reforms.
(For example, in Ukraine such massive anti-government activities were inspired by the Russian special services in the 
spring of 2014 in Kiev, Lviv, Ivano-Frankivsk, Kharkiv, Odessa, Donetsk, Lugansk, Sevastopol and some other 
regional centers).

Phase 6. Transformation of peaceful protests into the “hot” phase and destabilization of the situation in the eastern 
and southern regions of Ukraine by organizing mass anti-government protests, protesters clashes with the police, 
blocking and seizure of government and administrative buildings
(In Ukraine such provocative actions were organized in Kharkiv, Odessa, Donetsk, Lugansk, Sevastopol, Simferopol 
and other cities).

Phase 7. Seizure of power in some regions by illegal armed groups, supported by the Russian special services.
(For example, at the end of February 2014 the Russian special services under the guise of “unknown” soldiers seized 
government buildings in Simferopol and organized the change of public authorities of the Autonomous Republic of 
Crimea).
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An important feature of the Russian hybrid warfare is the usage of the so-called “little green men”, whose belong-
ing to the armed forces of Russia is completely denied. President Putin has repeatedly stated that they were not 
the Russian troops: “... They are the locals who bought clothes and weapons in the shops.” The peculiarity of this 
situation is that the status of forces without identifying insignia is not clearly defined in the provisions of the Ge-
neva Convention, this fact, in turn, extremely complicated response of the Ukrainian Armed Forces to the aggres-
sor in accordance to international law.

Phase 8. Partial occupation of the country by a clandestine bringing of Russian troops into the territory of Ukraine.
(For example, under the guise of returning after securing the 2014 Winter Olympic Games in Sochi, a large number of 
marine units, airborne troops and special forces were secretly redeployed to the Crimea, after that they took control of 
the strategic objects in the Crimea and blocked bases of the Ukrainian Armed forces.
In the same covert way, 12 battalion task groups of the Russian armed forces and sabotage and reconnaissance 
groups of the Main Intelligence Directorate were brought to the territory of Donetsk and Lugansk regions. These 
forces prevented Ukrainian troops from completing the encirclement of illegal armed formations and taking control of 
the Ukrainian-Russian border in August 2014).

Phase 9. Legalization of power shift in the occupied territories of Ukraine by carrying out various types of “referen-
dum” and “elections” with predetermined results under the Kremlin’s control.
(For example, in April 2014, a referendum was urgently and illegally held in the Autonomous Republic of Crimea on 
its accession to the Russian Federation, after that Russia organized a pseudo-referendum in the occupied territories of 
Donbass and formed the so-called “Donetsk People’s Republic” and “Luhansk People’s Republic”).
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Phase 10. Full support for separatists by the Russian Federation, including financing their activities, training fighters 
and supplying arms and ammunition.

Phase 11. Support of functioning of pseudo-states. ”LPR”, “DPR”: organization of functioning under Russian 
protection; forming of the 1st Army Corps and the 2nd Army Corps. CRIMEA: inclusion into Russia; militarization 
of Crimea.

A very important thing gained from the experience of the hybrid war against Ukraine is the fact that at all stages 
of all Russian operations have been accompanied by a powerful goal-oriented anti-Ukrainian information campaign.
In general, Russia’s anti-Ukrainian propaganda is aimed at three categories of the target audience of information 
consumers: the people of Russia, the Ukrainian people and the whole rest of the world. 

In Russia, the Kremlin seeks the loyalty of Russians and strongly demonizes foreign enemies. In Ukraine, it misin-
forms and spreads panic, especially in the South-east. It also tries to impose its own vision of events to Europe and 
the world as a non-exclusively correct one.
I want to stress that Russia’s information propaganda has achieved tremendous advances. As a consequence, it 
manages to “brainwash” not only the majority of Russia’s citizens, but also a part of our compatriots. So, unfortu-
nately, this led to supporting Russia’s aggressive policy towards Ukraine by a part of Ukrainian citizens. Many 
Ukrainians in the east of the country under the influence of Russia’s propaganda really believe that the Nazis and 
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Banderites came to power in Kiev and that they build concentration camps and kill Russians on the streets. 
Therefore, they consider Ukraine’s new government, the security forces of the state and the Ukrainian armed 
forces as their enemies.

In my opinion, the component of “information support” in a hybrid war is crucial. In the absence of prompt and 
adequate countering to Russia’s propaganda and Russian methods of “soft power”, Russia will achieve their politi-
cal goals after a while.
Today, in my opinion, we are at the next stage of the hybrid war - the freezing of the military conflict in the con-
trolled by Russia occupied areas in the south-east of Ukraine and maintaining of a constantly tense situation there, 
and at the same time shifting of the efforts to destabilize the internal situation in our country, supporting of the 
“fifth column”, misinforming, inciting of separatist tendencies in various regions and, above all, in the south-east-
ern regions of Ukraine.
At the same time, there is every indication that Putin continues to regard military force as a crucial tool to achieve 
his goals of returning Ukraine under his control.
Thus, Russia’s aggression against Ukraine so far is the most comprehensive and representative example 
of a new generation warfare – a “hybrid” warfare.
Therefore, studying and understanding of the nature of new forms, ways and methods of a “hybrid war-
fare” will allow to organize more effective measures to counter the aggressor.
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Bogusław PACEK
Piotr PACEK

THE CHARACTERISTICS OF HYBRID WARFARE IN UKRAINE

Introduction

The annexation of Crimea by Russia in early 20141 and the ongoing conflict in eastern Ukraine, mainly in the 
Donetsk and Luhansk Republics, are commonly referred to as hybrid warfare in Ukraine. The term “hybrid war-
fare” has subsequently been used by millions of people all over the world, including experts on security issues. It 
must be pointed out, however, that those who use the term, including experts, sometimes mean different things. 
Although the phenomenon of hybrid warfare is long known, no clear definitions have been formulated so far. Spe-
cialist publications on hybrid operations and hybrid warfare began to appear in the early years of the 21st century, 
mostly prompted by the operations in Iraq and Afghanistan. The nature of those operations substantially differed 
from anything seen before. New ways of using modern equipment and armaments combined with very traditional 
methods were the hallmark of those operations. Types of warfare considered obsolete or increasingly rare suddenly 
resurfaced.

Hybridity is commonly defined as a combination of various capabilities and the use of different abilities or features 
simultaneously within the framework of a single operation or entity. The hybrid character of modern armed con-
flicts is understood as the coexistence of traditional elements (ways of conducting hostilities) with new elements 
of warfare. Hybrid wars are those in which, on the one hand, regular armies fight with weapons, including state-
of-the-art weapons, but, on the other hand, simple (traditional) ways of waging war and basic military equipment 
and armaments are used as well. A hybrid conflict involves both military and non-military components, and the 
non-military component plays a very large role – in fact, it is frequently given priority.

The non-military aspect of hybrid warfare means the significant involvement of various civilian organizations, 
including self-appointed movements, volunteer associations, and paramilitary units, as well as espionage conduct-
ed with the help of the civilian population. The non-military aspect of hybrid warfare also includes sabotage and 
terrorist activities.

Hybrid warfare is flexible, using both conventional and unconventional means of combat. Of particular importance is 
the use of irregular forces as well as special operations carried out by both formal and informal structures. Intensive 
psychological, political, diplomatic, economic, and financial operations are a typical feature of hybrid warfare. The pri-
mary instruments used include propaganda and information activities whose purpose is to intimidate and to provoke 
local (but also widespread) unrest. Cyberattacks are a characteristic feature of modern hybrid warfare as well.

Various Definitions of Hybrid Warfare 

Hybrid warfare has been defined in the doctrines published by the most important state actors, including the United 
States 2015 National Military Strategy.2 In these documents, hybrid warfare is seen as a type of conflict that combines 
various techniques, abilities, and resources in order to achieve specific goals.3 The features of hybrid warfare were 
listed by Chief of the General Staff of the Armed Forces of the Russian Federation, Valery Gerasimov. Attempting to 
define hybrid warfare, he stated that the rules of conducting modern hostilities had undergone a fundamental shift 
towards the use of non-military means. When identifying the most important characteristics of hybrid warfare, he 
drew attention to the changing goals of war. Nowadays, seizing the territory of another state and defeating the oppo-
nent in military terms is no longer the most important objective. The crucial point is to weaken the opponent, also by 
undermining its state structures. Only after the other state has been weakened can military action commence. During 
a conflict, political, economic, and information activities, as well as humanitarian aid and many other activities are 
carried out alongside military operations. Conflicts are multidimensional affairs. In wartime, the civilian component 
and the “protest potential” resulting from the discontent within the opponent’s society are used on a large scale. In 

1	 	Annexation	is	the	act	of	seizing	part	or	all	of	the	territory	of	another	country,	which	is	prohibited	by	international	law.	In	March	2014,	Russia	
annexed	part	of	the	Crimean	Peninsula	and	its	actions	caused	the	Autonomous	Republic	of	Crimea	to	declare	independence.

2	 	Piotrowski,	M.	A.	(2015)	“Konflikt	nigdy	nie	jest	prosty:	amerykańska	teoria	i	doktryna	wojen	oraz	przeciwników	hybrydowych”.	Sprawy	Międzynar-
odowe	2:	7	and	21.

3	 	“The	National	Military	Strategy	of	the	United	States	of	America	2015”,	http://www.jcs.mil/Portals/36/Documents/Publications/2015_Nation-
al_Military_Strategy.pdf,	accessed:	15	October	2016.
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conflicts of this type, it is difficult to establish the border between peace and war. When planning operations related 
to this new type of warfare, it is necessary to adapt anticipated actions to the opponent’s capabilities and characteris-
tics. Hostilities start in peacetime, without a declaration of war; there are no direct confrontations, but attacks against 
critical military and civilian infrastructure are carried out; civilians are involved in hostilities through the establish-
ment of mixed civilian and military groups; and asymmetrical actions are conducted.4 

In 2013, the concept of new-generation warfare, which can be considered tantamount to hybrid warfare, was also 
presented by Sergei Chekinov and Sergey Bogdanov. In their view, the main features of such warfare include:

• carrying out asymmetrical actions to weaken the opponent and create favourable conditions for intervention 
by using information, psychological, diplomatic, and economic means;

• intimidating, misleading, and corrupting leaders and military commanders, and conducting operations that 
break the enemy’s will to resist and result in the disintegration of its command structures;

• confusing the army command and the political leadership of the country that is being attacked by means of 
overt and covert special operations conducted through the media, diplomacy, and non-governmental agencies. 
These operations primarily involve the introduction of false information, data, instructions, and orders into the 
information spaces of the aforementioned entities;

• using various propaganda tools on a wide scale to increase the public’s sense of uncertainty and danger. This 
effect is enhanced by, among others, sabotage and subversive activities carried out by various armed groups 
and paramilitary organizations;

• establishing a no-fly zone over the territory of the target state, blocking roads, bridges, and junctions, and 
using private armed organizations and groups that include opponents of the social and political order of the 
country that is being attacked;

• commencing armed operations preceded by reconnaissance and intelligence activities conducted using a 
variety of technologies and means (special forces operations, signals intelligence, and the use of space-based 
intelligence and navigation tools);

• conducting hostilities within a single information space that guarantees collective situational awareness, mak-
ing it possible to command large numbers of diverse forces during combat using, among others, support from 
space;

• taking control of the enemy’s points of resistance and destroying its units with the use of special forces whose 
task is to identify the opponent’s combat potential and capabilities and provide precise data on the position of 
the enemy’s points of resistance.5

In the 21st century, political and economic factors linked to the impact of information and propaganda on the mood 
of the local population living in the conflict area have become the most important instruments of influence in 
conflicts between states. Wars are often conducted without being declared. It is hard to determine whether a given 
phase of a conflict is still peace or already war.

The American military officer Frank G. Hoffman also made an attempt to define hybrid warfare. He construed the 
hybrid character of such warfare as the simultaneous application of multiple variants and models for conduct-
ing hostilities. According to Hoffman, hybrid conflicts may be conducted by both state and non-state actors and 
combine different methods of warfare, including the use of conventional operations, irregular tactics, and armed 
groups as well as terrorist acts,6 also involving mass violence and criminal activities. Hybrid operations may be 
carried out by single units or by groups of them within a single main battlefield in order to achieve synergies. Apart 
from the use of modern technologies and guerrilla tactics, considerable emphasis is placed on criminal activities 
that intensify chaos and the process of disintegration of the targeted state.7

The literature on the subject indicates that the debate on defining hybrid warfare is ongoing in many countries, 
but so far it has been difficult to pinpoint a single (or even dominant) definition of such warfare, all the more so 
because ongoing armed conflicts result in the addition of new elements concerning the practical aspects of hostili-
ties, including hybrid warfare.

4	 	See	Gerasimov,	V.	(2013)	“The	Value	of	Science	in	Prediction”.	Military-Industrial	Kurier,	27	February,	http://vpk-news.ru/sites/default/files/pdf/
VPK_08_476.pdf,	accessed:	15	October	2016.

5  Wojnowski,	M.	(2015)	“Koncepcja	‘wojny	nowej	generacji’	w	ujęciu	strategów	Sztabu	Generalnego	Sił	Zbrojnych	Federacji	Rosyjskiej”.	Przegląd	
Bezpieczeństwa	Wewnętrznego	13:	16.

6	 	See	Rękawek,	K.	and	Tanchak,	P.	(2015)	“Nie	tylko	dla	orłów”.	Czy	terroryści	sięgają	po	hybrydowość?”.	Sprawy	Międzynarodowe	2:	57.
7	 	Skoneczny,	Ł.	(2015)	“Wojna	hybrydowa	–	wyzwanie	przyszłości?	Wybrane	zagadnienia”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybry-

dowa	–	WYDANIE	SPECJALNE	12	(7):	42.
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Academic Studies on Hybrid Warfare in Ukraine

One of the conflicts being referred to as hybrid warfare is the armed conflict involving Russia and Ukraine in 
Crimea and in the Ukrainian Donetsk and Luhansk Republics, which started in 2014 and is still ongoing.

From the very beginning, the conflict was examined by scholars and analysed by experts from Ukraine. Studies 
have also been undertaken by various organizations and institutions from many other countries. The subject of 
this research, which has been conducted by, among others, NATO experts, is hybrid warfare and related operations. 
One team that carried out an academic study in Ukraine (with the consent of Ukrainian authorities) was a group 
of scholars who, from 2013, worked on reforming the country’s military education. That team, working under the 
auspices of the NATO DEEP (Defense Education Enhancement Programme), conducted the aforementioned study 
in Ukraine in 2016, and was directed by one the authors of this paper. In addition to analysing the subject litera-
ture and documents relating to the course of the conflict, the team members conducted expert interviews with 122 
participants of the hostilities in Crimea and in eastern Ukraine – in the Donetsk and Luhansk regions. The respond-
ents served in the Ukrainian armed forces at the tactical, operational-tactical, operational, and strategic levels.

All the Ukrainian experts who took part in the surveys had been involved in armed conflict – either in Crimea or in 
eastern Ukraine – in the Donetsk or Luhansk regions. They presented their assessments and opinions concerning:

• the causes of Russia’s aggression against Ukraine, the annexation of Crimea, and the armed conflict in the east 
of the country; 

• the objectives pursued by Russia, its methods, its modus operandi before the seizure of Crimea, during the 
annexation, and also during the conflict in the Donetsk and Luhansk regions;

• the possible preparation by Russia for the aggression;
• Ukraine’s preparations for the conflict, possible shortcomings and their causes, the condition of the Ukrainian 

army, and the readiness of Ukrainian army to repel aggression and to take control of the military crisis in eastern 
Ukraine;

• the description and assessment of the operations undertaken during the conflict in the east of Ukraine, and of 
the involvement of Ukrainian troops, so-called “separatists”, and Russian soldiers;

• the tasks performed in the conflict zone;
• the actions of the military, and the use of armaments and equipment during the conflict by the Russian side, 

the “separatists”, and the Ukrainian army;
• the needs of the Ukrainian side during the anti-terrorist operation (ATO) (personnel, equipment, training, 

other);
• the problems and difficulties encountered by soldiers and commanders during the anti-terrorist operation, and 

the causes of those difficulties on the Ukrainian side;
• the non-military operations conducted during the conflict and before its commencement;
• the actions undertaken in Ukraine during the conflict that were aimed at improving the functioning of the 

state and army;
• the assessment of the effects of military and non-military operations in Crimea and eastern Ukraine;
• the changes that have taken place in Ukrainian society and in the Ukrainian state and army in connection with 

the conflict or as a result of it;
• the cooperation and assistance offered to Ukraine by Western countries;
• the conclusions to be drawn by Ukraine and other countries from the anti-terrorist operation and from hybrid 

warfare in eastern Ukraine.

In drawing up the conclusions, the analytical materials prepared by Ukrainian experts led by Professor V. P. Gorbu-
lin and submitted to NATO experts were used as well.8 The head of the NATO DEEP research team, who is one of 
the authors of this article, also took part in the work of the NATO expert team that worked with the Ukrainian  

8	 	The	Ukrainian	authorities	appointed	a	special	team	to	cooperate	with	NATO;	the	team	analysed	and	assessed	the	causes,	course,	and	conse-
quences	of	the	conflict	that	is	referred	to	as	hybrid	warfare	in	Ukraine.	The	team	led	by	Professor	V.	P.	Gorbulin	included	the	following	scholars:	
O.	O.	Aleksandrov,	O.	S.	Vlayuk,	V.	K.	Gorovenko,	D.	V.	Dubov,	K.	A.	Kononenko,	O.	O.	Reznikova,	V.	O.	Palyvoda,	V.	K.	Sukhodolya,	and	V.	Yu.	
Tsyukalo.	Those	researchers	were	affiliated	with	the	National	Institute	for	Strategic	Studies.	In	2016,	their	findings	were	published	by	the	publish-
ing	house	of	the	National	Academy	of	Sciences	of	Ukraine	and	submitted	to	NATO	experts.
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experts. That team was called SAS-121 and was directed by Neil Chuka; it analysed the course of the conflict from its 
commencement in 2014 until 2016.9 The team’s findings were also taken into account in the writing of this paper.

The Timeline of Hybrid Warfare in Ukraine

The results of the conducted studies allow us to state that the Russian Federation prepared for the annexation of 
Crimea long before any concrete military action was taken. The seizure of Crimea itself was preceded by the follow-
ing actions on the Russian side:

• increased combat readiness was introduced in the Black Sea Fleet and in the armed forces of the Southern 
Military District of the Russian Federation;

• at the end of February 2014, the combat readiness of coastal defence units was increased;
• special and regular military units were redeployed from distant regions of Russia to Southern Military District 

airports;
• the protection of Russian Black Sea Fleet facilities in Crimea was strengthened;
• exercises were conducted that involved the coastal defence units of the Black Sea Fleet (the scenario involved 

armed conflict in Crimea).

In Crimea, propaganda and information activities were being carried out long before the annexation, prompting 
civilians and soldiers alike to disregard the Ukrainian authorities and to go over to the Russian side. Those actions 
were also targeted at military officers, including high-level commanders. The fact that many people with Russian 
roots lived in Crimea was leveraged. At the same time, the Russian Federation’s special services engaged in inten-
sive activities.

In late March and early April 2014, the activities of the Russian Federation in Crimea consisted of:

• deploying airborne troops to the Kacha and Gvardeysky airfields using aeroplanes and helicopters;
• taking over the buildings used by the State Council (Verkhovna Rada) of Crimea and local government build-

ings;
• blocking Belbek airport, with soldiers without insignia (so-called “little green men”) taking control of the 

runway;
• carrying out propaganda activities aimed at overthrowing the government and destabilizing the political situa-

tion;
• blocking the provision of information by the central and local Ukrainian authorities;
• initiating mass street protests and riots, provoking clashes within the population on political, national, and 

religious grounds;
• blocking the activities of public authorities, taking control of them, and confiscating documents, equipment, 

and weapons belonging to the Ukrainian authorities.

From April 2014 onwards, aggressive Russian activities intensified substantially and their scope changed as well. 
It was at that time that armed aggression against Ukraine began. Information activities targeted at the population 
living inside the conflict area, the population outside the conflict area, Russian society, and the international public 
were ramped up. The period immediately after the annexation of Crimea witnessed Russian soldiers blockading 
and taking control of Ukrainian government and military units and holding conversations with Ukrainian soldiers 
in order to induce them to commit treason. There were also blockades and occupations of airports, ports, radio and 
television stations, and roads leading to the peninsula. The rapid and effective actions carried out by the Russian 
Federation in Crimea would have been impossible without earlier covert operations. The involvement of integrated 
army forces with both military and civilian equipment, and of paramilitary units comprising local residents, only 
followed later. Electronic warfare as well as campaigns aimed at discrediting the Ukrainian authorities and misin-
forming the local population played an important role, too. During the rapid annexation of Crimea by Russia, the 
Ukrainian side remained passive.

9	 	The	SAS-121	team,	directed	by	Canadian	Neil	Chuka	–	an	expert-analyst	at	the	Centre	for	Operational	Research	and	Analysis	at	the	Canadian	
Government’s	Department	of	Defence	–	included	experts	with	similar	backgrounds	who	came	from	several	countries	of	the	region	(including	
Latvia,	Lithuania,	and	Estonia).	The	team	analysed	the	hybrid	warfare	waged	in	Ukraine	and	assessed	the	materials	received	from	scholars	and	
experts.
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It should be stated that in the face of overt aggression, both Ukrainian policymakers and top-ranking military com-
manders failed to act, i.e. to take decisions and issue appropriate orders in order to counteract the aggression. Such 
decisions were not taken even when the military in Crimea expected or explicitly demanded them. There are many 
indications that the actions in Crimea were supported by certain people at the highest levels of Ukrainian author-
ities who favoured Russia or were indeed briefed beforehand by the Russian Federation and acted deliberately for 
its benefit. It is reasonable to suspect that some of those individuals were Russian agents.

Activities of the Russian Federation and so-called “separatists” during the conflict in Crimea and 
eastern Ukraine

When addressing the issue of hybrid warfare in Ukraine, many experts put the annexation of Crimea on an equal 
footing with the armed conflict in the Donetsk People’s Republic and the Luhansk People’s Republic; in the opinion 
of the authors of this paper, this is not correct. Unlike in Crimea, the events in both republics relied on the direct 
overt use of Russian military forces to a small extent only. Those events may have been inspired and supported by 
the Russian Federation, but they were still different from the typical annexation and occupation that took place 
in Crimea. The conflict in the Donetsk and Luhansk regions largely involved actions by local military and civilian 
forces, which turned against the changes taking place in Ukraine and its pro-Western aspirations; it was also an act 
of opposition against the new Ukrainian authorities. Those forces were later referred to as “separatists”, and this is 
the term used by the authors in this paper.10

Russia’s direct participation in the conflict in the east of Ukraine consisted of: 

• the shelling of Ukrainian military positions by artillery operating from within the territory of Russia;
• demonstrating the readiness of Russian air forces and anti-aircraft defence forces near the Ukrainian border 

to destroy Ukrainian aircraft taking part in the operation, as well as demonstrating the strength of Russian 
ground forces;

• logistical and technical support for the separatists;
• organizing and supporting the assignment of experienced volunteers with combat experience from previous 

military conflicts to separatist units;
• providing military training to the separatists;
• conducting propaganda, information, and psychological operations;
• the direct participation of Russian soldiers in actions conducted against the Ukrainian authorities and troops.

From the outset of the crisis and the conflict in the Donetsk and Luhansk regions, Russian groups were formed 
near the Ukrainian border under the pretence of conducting exercises. An increase in reconnaissance activities 
throughout Ukraine was also reported, including with the use of unmanned aircraft (drones). Ukrainian analysts 
and experts believe that the actions undertaken by the separatists would not have been possible without Russian 
assistance in organizing exercises and coordinating the units and detachments of the Armed Forces of the Donetsk 
People’s Republic and of the Luhansk People’s Republic, which formed the core of the separatist forces. They also 
point to the intensive activity of Russian sabotage and reconnaissance groups, giving examples of where the Rus-
sian air and anti-aircraft forces were used against Ukrainian troops involved in the anti-terrorist operation.11 In the 
conflict in eastern Ukraine, the tactics of separatist troops evolved – they were divided into small detachments and 
undertook sabotage against the Ukrainian forces. In many cases, traditional methods of conducting warfare were 
accompanied by the use of state-of-the-art weaponry and equipment. Non-military forces were used to a large 
extent: civilians often served as “human shields” (by walking in front of the separatists’ military columns) and 
civilian labour was used to build defensive structures.

Both the Russian Federation and the local authorities of the Donetsk and Luhansk Republics engaged in activities 
aimed at fomenting conflict. They also supported the emergence of conflict situations in eastern regions of Ukraine, 
attempting to incite riots and protests among the local population. Among the chief characteristics of the conflict 
was the priority given to conducting a propaganda campaign aimed at overthrowing the Ukrainian government and 

10	 	The	separatists	are	citizens	of	Ukraine	who	live	in	the	Donetsk	and	Luhansk	Republics	and	who	oppose	the	Ukrainian	authorities	and	army.	
Their	actions	were	the	result	of	the	Euromaidan	revolution	and	the	removal	of	President	Viktor	Yanukovych,	who	used	to	be	very	popular	in	east-
ern	Ukraine.	The	separatists	acquired	weapons	from	local	Ukrainian	units	and	were	supported	by	the	Russian	authorities.	They	included	both	
members	of	the	military	and	civilians	who	decided	to	act	against	the	new	Ukrainian	authorities;	some	of	them	were	also	civilians	and	military	
personnel	from	Russia	who	arrived	in	the	conflict	area	at	that	time.

11	 	On	the	basis	of	NATO	DEEP	findings.
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sowing political instability. This was accomplished using multiple political and economic means as well as typical 
propaganda tools. Russian journalists participated in the conflict alongside soldiers. In parallel with the dissemina-
tion of propaganda, the official information channels of the Ukrainian central and local authorities were blocked. 
The purpose of the intensive propaganda activities in eastern regions of Ukraine and within the Autonomous Re-
public of Crimea was not only to discredit the Ukrainian authorities, law enforcement agencies, and military units, 
but to bolster the conviction among the Russian public that the decision to intervene in Crimea and to support the 
conflict in eastern Ukraine was justified. An important goal of those activities was to sow doubt among the West-
ern public and to bring it over to Russia’s view. The collected material indicates that modern signals intelligence 
measures were used during the conflict in areas occupied by the separatists and in the territory of the Russian 
Federation, and mobile phone conversations between Ukrainian soldiers and officials were intercepted.

An analysis of the hostilities that took place in the territories of the Donetsk and Luhansk Republics points to the 
use of new, hybrid methods of waging war, which consisted of: 

• conducting military activities during peacetime without declaring war;
• using soldiers disguised as civilians in combat operations, and also uniformed soldiers without military insig-

nia;
• destroying (mainly economic and transport) infrastructure in the occupied area and in the area held by the 

Ukrainian armed forces;
• using civilians to block military facilities and columns;
• amassing troops and equipment in border areas;
• intensifying intelligence activities;
• conducting air reconnaissance along borders;
• conducting sabotage;
• creating threats to sensitive facilities: waterworks, sewage treatment plants, and petrol stations;
• supplying arms, munitions, goods, and financial resources to border areas held by the separatists in order to 

assist them;
• blocking the activities of checkpoints;
• taking over facilities by force and through combat using terrorist methods.

During the conflict, intensive diplomatic and political activities were undertaken alongside military operations. The 
Russian Federation denied involvement in the aggression against Ukraine while presenting the ongoing military 
activities as an internal Ukrainian conflict. Juggling and manipulating the provisions of international law, Russia 
tried to present the annexation of Crimea as an expression of the local population’s will and of respect for its right 
to self-determination. When accused of involvement in the conflict in Ukraine, Russia denied having violated in-
ternational law in any way and rejected the involvement of international institutions, which were entitled to assess 
the situation in accordance with their mandate, as stipulated in legal provisions. During international and bilateral 
meetings where the situation in Ukraine was discussed, representatives of the Russian Federation attempted to 
portray Ukraine as being guilty of human rights violations. On the one hand, Russia purported to make many 
seemingly friendly gestures and to send signals and declarations concerning the peaceful resolution of the conflict; 
on the other, it continued to engage in actions that exacerbated the conflict and undermined Ukraine’s capabilities.

The Nature of Hostilities and Ukraine’s Condition in the Initial Phase of the Conflict

It must be unequivocally stated that hybrid warfare in Ukraine has exposed the Ukrainian state’s unpreparedness 
to defend its territory and population and has laid bare many of its shortcomings prior to 2013.

Apart from military and economic problems, certain very important ethnic and psychological issues had been ne-
glected. The way in which the authorities of the Autonomous Republic of Crimea failed to counteract the invasion 
was easily predictable. In essence, Crimea was taken over by Russia with considerable approval from a large section 
of the population, and with many Ukrainian soldiers and officers from other forces crossing to the Russian side. 
The main reason for the latter phenomenon was the pro-Russian sentiment among high-ranking military and law 
enforcement officers. This sentiment was further strengthened by the Russian Federation’s effective propaganda.

As regards the gamut of activities concerning both the Crimea and the Donetsk and Luhansk Republics, it should 
be stated that numerous weaknesses and irregularities afflicted Ukraine at the end of 2013 and many mistakes 
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were made that contributed to the outcome of the conflict. The deficiencies in the legal framework and in the reg-
ulations concerning the system of mobilization caused severe difficulties during the initial phases of conscription. 
The situation was mitigated by self-proclaimed battalions, which – although operating outside the legal framework 
– provided major assistance to the Ukrainian armed forces, especially during the first phase of the armed conflict in 
2014. Ukraine did not have a sufficient number of trained reservists. For many years, it was fairly common for re-
servists to avoid compulsory army training. Logistical support for the troops was non-existent. At the beginning of 
the hostilities, even uniforms and food rations for soldiers were lacking. Medical provision left much to be desired 
as well. The Ukrainian armed forces had outdated equipment, and much of the equipment held in reserve was not 
operational or suffered from frequent malfunctions and required extensive repairs. The inefficient transport system 
did not even allow basic tasks to be completed in some cases. A large proportion of the equipment and vehicles 
from civilian facilities could not be commandeered for military use. The level of training of mobilized reserve sol-
diers was very low and did not guarantee effective performance. The Armed Forces of Ukraine struggled with the 
absence of adequate regulations and documentation that were necessary to rebuild the army at the beginning of 
the conflict. Particular difficulties were caused by the soldiers’ (and entire units’) lack of training to conduct com-
bat operations in urban areas where civilians were present. Flawed legal provisions prevented the use of weapons 
against the so-called “little green men”,12 i.e. soldiers of the opposite side who were disguised as civilians during 
the operations in the Donetsk and Luhansk regions and in Crimea.

Because the armed conflict took place without war having been declared (and in the absence of a clear definition 
of hybrid warfare), there was no legislative framework for using the Ukrainian armed forces under hybrid war-
fare conditions. Another important factor was the Ukrainian forces’ lack of moral and technical preparation for 
suppressing riots involving a civilian population that supported the separatists. The initial phase of the Ukrainian 
operation was fraught with difficulties arising from the previously initiated reform of the armed forces and from 
the unfinished reorganization of command structures at the operational level.

In 2014, when the enemy’s information campaign was aiming to hinder mobilization and incite the nation to refuse 
to fulfil its military obligations, the Ukrainian media failed to implement intensive anti-propaganda activities. This 
ensured success for the Russian side and for the separatists, while exacerbating the difficulties encountered by the 
Ukrainian side. The lack of experience in waging hybrid warfare resulted in considerable losses to the Ukrainian 
side, especially during the initial stages of the operation. The few veterans of NATO operations in Iraq and Afghan-
istan who served in the Ukrainian armed forces played a significant role in military operations, but the number of 
skilled mercenaries who had fought in various conflicts on the separatist side far exceeded the number of experi-
enced Ukrainians, which was an important factor in the first phase of the conflict.

Ukrainian troops were hampered by their insufficient operational knowledge and intelligence about the enemy’s 
objectives and combat capabilities. In particular, it was difficult to predict the involvement of the Russian Federa-
tion and its subsequent moves during the conflict. Some of the soldiers involved in combat on the Ukrainian side 
during the so-called anti-terrorist operation13 had family or friends living in the territory held by the separatists, 
which reduced their combat readiness and effectiveness. There were even isolated cases of Ukrainian soldiers from 
the Donetsk and Luhansk regions deserting and crossing to the opposite side. There was no border regime with 
the Russian Federation – large swathes of the border between Russia and Ukraine were not guarded at all, which 
allowed for the uncontrolled movement of people (including Russian intelligence agents, security services, and 
Cossack troops).

The morale of soldiers and civilians in the conflict area was heavily affected by several cases of betrayal by 
high-ranking Ukrainian military commanders and law enforcement officers. In the overwhelming majority of cases, 
the local population was hostile to the Ukrainian authorities and supported separatist forces, often putting up 
resistance to the Ukrainian troops, blocking Ukrainian columns, and providing information to the separatists and 
Russians on the movements of Ukrainian soldiers, the locations of their bases, and their activities.

The conflict demonstrated the unpreparedness of the Ukrainian Civil Defence and the lack of plans to evacuate 
civilians from the area where the hostilities were taking place. The local authorities showed a lack of interest in 

12	 	The	“little	green	men”	are	combatants	in	the	hybrid	warfare	waged	in	Crimea	and	in	the	Luhansk	and	Donetsk	regions;	they	are	soldiers	of	the	
Russian	army	or	Cossacks	and	do	not	wear	insignia	or	carry	documents.	Many	of	them	are	Russian	reservists	fighting	against	Ukraine.

13	 	The	anti-terrorist	operation	(ATO)	was	conducted	by	Ukraine	in	the	Luhansk	and	Donetsk	Republics.	It	involved	organized	actions	carried	out	by	
the	armed	forces	of	the	Ministry	of	Internal	Affairs,	special	services,	and	volunteer	units.	The	operation	began	on	13	April	2014	and	was	directed	
against	the	separatists.
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the issue. Indeed, some local officials in the conflict zone supported the separatists. The issue of the resettlement 
of citizens who lived in the war zone remained unresolved in legal as well as in organizational and logistical terms. 
The Ukrainian side did not have sufficient resources to counter the massive misinformation campaign against the 
country, which was conducted both in the conflict zone and nationwide. There was no effective opposition to 
Russia’s information and propaganda activities abroad either. However, it must be stressed that many difficulties 
were caused not just by the mistakes made prior to 2013 but also by Ukraine’s inadequate financial and economic 
capabilities and its inability to introduce changes rapidly. The Russian Federation’s permanent membership of the 
UN Security Council, with its right of veto, had a negative impact on the effectiveness of Ukraine’s diplomatic 
efforts. Russia had an extensive system of diplomatic missions and substantial resources that enabled it to finance 
information campaigns abroad and establish professional centres of influence. Despite that, Ukraine was supported 
both by international organizations and within the framework of bilateral and general cooperation (with the UN, 
EU, OSCE, and NATO). It also received support from many individual countries.

The Evolution of Ukrainian Actions

Ukraine was very surprised by Russia’s actions in Crimea and by further developments in the Donetsk and Luhansk 
Republics, and it was unprepared to counter the threats and actions conducted against it within the framework of 
hybrid warfare.

The lack of psychological preparation was among the most important factors. Ukrainians treated Russia as a 
friendly country and did not expect aggression from it. The situation was additionally complicated by the fact that 
the ethnic composition of Ukraine is highly heterogeneous.14 For many Ukrainians, the first language that they 
had used throughout their lives was Russian (until 2013, it was an official language and was the main language 
used in the media, government offices and institutions, and many schools and universities). In Ukraine, there are 
many Ukrainian-Russian families with close relatives who live in Russia. Ukraine’s entire economy and industry are 
linked to, and often dependent on, the Russian economy and industry. From the moment it gained independence, 
Ukraine faced huge economic problems; it was also beset with corruption, which penetrated all areas of the state, 
including the military, the police, the judiciary, and even education and science.

For all these reasons and many others, after the annexation of Crimea and the outbreak of hostilities in the east 
of the country, Ukraine, despite the will and determination of its authorities and the consolidation of its citizens 
around the struggle for the future of their country, found it difficult to introduce effective measures that could 
bring about rapid change within a short space of time.

The first reforms to be implemented concerned the legal system and the operation of the military. A number of 
amendments were made to Ukrainian law, including provisions on the preparation and implementation of mobili-
zation. The mobilization system was reformed (with the creation of 138 new military conscription offices). A plan 
for the anti-terrorist operation in the Donetsk and Luhansk regions was developed and command structures for 
that operation were organized. The establishment and preparation of command centres was finalized, and a new 
training system based on NATO standards was gradually introduced, which also took into account the experience 
gained during the anti-terrorist operation. In 2014 and 2015, six mobilization campaigns were launched to recruit 
thousands of additional troops for that operation. The Ukrainian army was enlarged from approximately 150,000 
soldiers in 2013 (a further reduction, perhaps even to 100,000, was contemplated at the time) to 250,000 soldiers. 
A Territorial Defence Force was set up and the creation of Special Forces was begun. Ukrainian armed forces con-
ducted a significant number of combat operations in the Donetsk and Luhansk Republics. Combined groups tasked 
with carrying out information and psychological operations were created. The troops involved in the operation 
gradually became better prepared, armed, and equipped. The assistance from NGOs and numerous volunteers who 
spontaneously decided to assist the armed forces was an important factor as well. Initially, the assistance even 
involved Ukrainian soldiers being given uniforms and basic items purchased by their benefactors. The items also 
included means of communication, bulletproof vests, and night- and thermal vision equipment.

Apart from the army, formations and forces subordinate to other state ministries, including the Border Guard, 
special services, and the National Guard15 were actively involved in the operations in eastern Ukraine, with the Na-

14	 	According	to	the	State	Statistics	Service	of	Ukraine,	on	1	January	2014	the	country’s	population	was	45,426,000,	of	which	more	than	20%	were	
citizens	of	Russian	nationality.	The	highest	proportion	of	Russians	was	recorded	in	the	Autonomous	Republic	of	Crimea	(about	58%),	followed	by	
the	Luhansk	region	(about	39%)	and	the	Donetsk	region	(about	38%),	http://www.ukrstat.gov.ua/,	accessed:	15	October	2016.

15	 	In	March	2014,	the	Ukrainian	Parliament	established	the	National	Guard,	whose	task	was	to	support	the	police	and	the	army.	The	National	
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tional Guard introducing a number of measures to strengthen the protection of military facilities, equipment, and 
units. The National Guard also organized mobile groups designed to carry out specific tasks against mobile enemy 
troops. In addition, it established special National Guard groups and operational assault groups. The Guard took 
over the protection of strategically important state facilities. In the National Guard, as in the armed forces, brigades 
and operational regiments were created. The National Guard was also supplied with tanks, armoured vehicles, 
heavy artillery, and mortars.

Many changes were introduced to the functioning of the Ukrainian Border Guard in order to prevent illegal border 
crossings and the smuggling of military equipment and munitions. A new model for the organization of Border 
Guard checkpoints was developed and the guards were supplied with firearms and anti-tank weapons. The border 
with Russia was made more secure.

Other authorities also introduced measures to improve the functioning of various state systems and to support the 
armed operations in the east. Most of these systems require further improvement, which is ongoing. While the 
pace of progress is often unsatisfactory to the Ukrainian public, it is visible.

In Ukraine, the unanticipated consequence of hybrid warfare has been spontaneous patriotism, which has motivat-
ed many Ukrainians to fight for their country.

Conclusions from the Conducted Study

Ukraine’s development aspirations, which were supported by the overwhelming majority of its population and 
involved cooperation with the EU and NATO, provoked violent opposition from Russia. The fundamental polit-
ical and social changes that took place in Ukraine after the revolution of early 2014 made Russia aware that its 
chances of maintaining its role as a global leader were diminishing. The disappearance of the Russian lobby among 
the Ukrainian elites, which had hitherto enabled Russians to affect developments during the presidency of Viktor 
Yanukovych, was tantamount to the waning of Russian influence within Ukraine. Without that influence, it became 
impossible to persuade Ukraine to build, together with Russia and other countries, the Eurasian economic and po-
litical-military bloc that Moscow wanted to restore. The Russian Federation’s strategic objective has been to control 
the countries of the former USSR and to act as their leader and global player. Afraid of losing these opportunities 
forever, Russia resorted to aggression against Ukraine by conducting operations that are referred to as hybrid war-
fare. Typical of that war was the priority given to non-military methods of exerting force, such as political, propa-
ganda, information, psychological, economic, and many other types of operations. Military operations, which were 
also used during the war, played a supporting rather than primary role.

Hybrid warfare against Ukraine is waged by a state with nuclear weapons, considerable economic potential, huge 
manpower resources, and a large army that has a greater than average arsenal at its disposal. This has had a major 
impact on the attitudes of many states, which, although declaring support for Ukraine, have not provided it with 
any tangible assistance. Support from other states has been mainly limited to diplomatic activities and to exerting 
economic pressure on Russia in the form of various sanctions. As a result, Ukraine was from the outset left to its 
own devices in repelling the aggression and pressure of a much bigger state with nuclear potential.

The Russian authorities were able to accomplish their fundamental political goals by implementing their plans at all 
levels. The goals that had the greatest impact on Ukraine and were achieved on a tactical level included, principally: 

• creating a territory within Ukraine that is not controlled by the central government and enjoys broad auton-
omy, while its authorities are controlled by Moscow as a means of exerting permanent influence on Ukraine’s 
domestic and foreign policy;

• destabilizing the socio-political situation and undermining internal order in Ukraine;
• weakening the economy of Ukraine in connection with the huge expenditure on military operations, the pur-

chase of armaments and military equipment, and the reconstruction of destroyed infrastructure;
• preventing Ukraine from integrating with Europe.

Guard	was	based	on	Ministry	of	Internal	Affairs	forces	and	initially	numbered	60,000	soldiers.	It	was	intended	to	be	highly	mobile	and	able	to	
respond	rapidly.
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The other strategic goals of the Russian Federation included:

• destroying the unity between the European Union and NATO and weakening Euro-Atlantic ties;
• creating the conditions for the restoration of a powerful collective entity that would include the countries of 

Eastern Europe and Asia, and within which Russia would play a dominant role;
• retaining the role of a significant global power;
• legalizing the annexation of Crimea.
• In pursuit of its plans, Russia attempted to create a pro-Russian lobby within EU institutions and structures 

and within European political parties. Every effort was made to enforce the lifting or relaxation of the eco-
nomic sanctions imposed on Russia in the aftermath of its aggression against Ukraine.

“Hybrid” actions by the Russian Federation in Ukraine primarily involved: 

• using regular Russian military forces (mostly in Crimea);
• establishing an intelligence network in Ukraine (including within its government, administration, military, and 

many other forces) and resorting to the use of special forces in the conflict;
• assembling volunteers and involving volunteers from the Russian Federation in the conflict on the separatists’ side;
• using special forces units (reconnaissance and sabotage);
• inciting the local population to support the separatist movement in eastern Ukraine;
• providing military assistance, materiel, equipment, and funding to the separatists;
• training the separatists;
• conducting propaganda and information warfare (disseminating false information, exerting influence on the 

separatists, the local population, and Ukrainian troops);
• conducting operations in cyberspace;
• exerting economic pressure and engaging in energy blackmail;
• conducting diplomacy, influencing individual states, and undermining unity within the EU and NATO.

Within a few years, Russian special services had established an intelligence network in Ukraine, refined the work 
of their intelligence operatives, promoted pro-Russian individuals to high positions, established covert paramili-
tary groups, and engineered sustained anti-Ukrainian media coverage in the southern and eastern regions and in 
Crimea. The Russian Federation’s activities were highly effective. This was in particular the result of: 

• Russia’s ability to veto UN Security Council resolutions and the OSCE principle of decision-making by consen-
sus;

• Russia’s large energy resources and its economic and energy ties with many countries in the West;
• Russia’s considerable potential and huge military capabilities (including nuclear weapons) that intimidate other 

countries;
• Russian society’s significant support for the hegemonic policy pursued by the Russian authorities;
• special services that are very extensive and active outside the territory of Russia;
• Russia’s substantial influence in shaping anti-Ukraine policies in some European countries that have business 

ties with Russia;
• Russia’s large-scale information campaigns and propaganda activities at an international level, using a broad 

range of measures: television, the press, and social media.

During the hybrid war in Ukraine, Russia placed great emphasis on creating a constant sense of threat not only in 
the country that was the victim of its aggression, but also in those countries that decided to provide any support 
(especially military) to Ukraine. By suggesting that a mass invasion using regular troops was possible, and using 
intimidation tactics, demonstrating its strength, holding unannounced military exercises, provoking dangerous 
situations, and amassing troops close to the borders of Ukraine and other countries, Russia achieved its goals with 
respect to both Ukraine and Western states.

The information operations that were targeted at Ukrainians, Russians, and the Western public consisted of:

• disseminating false information on the course of the armed conflict in the press, radio, and television in Russia, 
Ukraine, and in other countries;
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• setting up accounts and administering pro-Russian groups in social networks (most members of these groups 
have Russian IP addresses);

• setting up online accounts and administering fake Ukrainian groups in order to create the impression that 
Ukrainian citizens are dissatisfied with their present government;

• using various information sources to disseminate anti-Ukrainian information;
• recruiting both Russians and Ukrainians to present a false picture of events in Ukraine to the public – using 

statements from fake or obscure “experts”;
• using Russian diplomatic missions to spread propaganda abroad.

It should be stated that the information and propaganda activities carried out by the Russian Federation during the 
conflict were among the most effective instruments of influence. They brought positive results to the Russian side, 
provoking the desired behaviour and actions on the part of the Ukrainian population who lived in conflict-affected 
areas, e.g. in Crimea, and also exerted the influence expected by Moscow on the Western public. Those activities 
were above all important for consolidation within Russia itself, fuelling support for the policies and decisions of the 
Russian authorities. For a long time, Ukraine was unable to effectively counteract the impact of such activities, also 
in the Donetsk and Luhansk regions. Even in 2016, two years after the hybrid war had started, the only television 
programmes available to residents of eastern Ukraine were Russian ones.

Conclusion

The Russian aggression triggered a wave of Ukrainian patriotism and strengthened the civic fabric, which played a 
significant role in further developments. Thanks to the heroism of soldiers, law enforcement agencies, volunteers, and 
ordinary citizens, Ukraine started to fight back and prevented further aggression from the separatists and Russia. The 
volunteer movement became an unprecedented example of self-organization in the context of warfare. Thousands of 
volunteers representing various social and national groups and professions assisted the Ukrainian army.

In April 2014, in view of the escalation of the conflict in Donbass and the possibility of open aggression from 
abroad, the Ukrainian government decided to carry out the so-called anti-terrorist operation in the Donetsk and 
Luhansk regions. The operation was to involve all available units and resources of the armed forces, the Security 
Service, and the National Guard. Despite the low level of training of the Ukrainian army and other forces, poor 
technical facilities, and the lack of adequate weapons, the anti-terrorist operation started to produce results over 
time. The areas controlled by the separatists shrank significantly. This was possible thanks to the new measures im-
plemented by the Ukrainian government, which increased security and defence capabilities and the level of control 
over armed forces, and enabled partial mobilization. 

The most important measures that improved Ukraine’s situation were the following:

• introducing economic and social reforms;
• increasing military funding and providing the army with armaments and specialist equipment;
• developing the domestic production of equipment and weapons;
• increasing the size of the army;
• intensifying Ukrainian intelligence and counterintelligence operations against Russia;
• involving military units and law enforcement agencies from the western and central regions in operations in 

eastern Ukraine;
• forming territorial defence battalions at the regional administration level;
• introducing the necessary legislative amendments (new documents and programmes as well as updates to 

existing ones), a new Military Doctrine and Cyber Security Doctrine, and a new plan for developing defence 
and security.

The West’s condemnation of Russia’s annexation of Crimea and its military actions in Ukraine and the imposition 
of political and economic sanctions against Russia were of great importance for the development of the conflict 
and for restricting the use of hybrid instruments by Russia. In the absence of those measures, the events could 
have been much more dramatic and the level of Russian aggression could have been far higher. The hybrid warfare 
waged by Russia has crossed the borders of Ukraine. In order to stop its expansion into other European countries, 
the international community needs to consolidate.
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The circumstances in which the conflict in Donbass started and its subsequent course, and also the earlier annex-
ation of Crimea, show that the events linked to the armed conflict, commonly referred to as hybrid warfare, were 
not spontaneous at all. Analysis of the collected material suggests that the Russian Federation had already planned 
them a few years before 2014. The way in which the hybrid warfare was conducted and the characteristics of the 
actions undertaken both by the Russian side and the separatists clearly indicate that Moscow had prepared for 
such a scenario several years earlier. This is confirmed by the statement made by the Chief of the Russian General 
Staff General, Valery Gerasimov, on 26 January 2013.16 General Gerasimov claimed that wars of the future would 
not be declared at all; technically, they would not even be considered wars, but people would be killed, heavy 
weapons would be used, and the hostilities would involve soldiers, albeit without insignia.

In his lecture, Gerasimov referred to hybrid warfare as a mix of classic military methods, primarily involving irregu-
lar military operations (guerrilla tactics, sabotage, subversion, terrorist acts), with elements of information (propa-
ganda, misinformation), economic, and cyber warfare. He argued that the laws of war had changed fundamentally 
in connection with new conflicts of that type. The role of non-military measures undertaken to achieve political 
and strategic goals had increased. According to Gerasimov, they could be “significantly more effective” than the use 
of classic military methods. The “mixed” methods of conducting hostilities and the broad application of asymmet-
rical measures make it possible to nullify the enemy’s superiority in armed combat. Gerasimov predicted that in the 
new type of warfare, frontline clashes between large military formations would gradually become a thing of the 
past, since different methods of waging war would be combined: political, economic, information, humanitarian, 
etc. He also talked about asymmetrical combat methods such as the limited use of special forces and the recruit-
ment and mobilization of opposition groups in enemy territory. According to the Gerasimov, affecting the enemy 
without coming into contact with it, i.e. acting at a distance, is becoming the main method by which war aims are 
achieved. The differences between the strategic, operational, and tactical levels, and between offensive and defen-
sive operations, are becoming blurred.17

It is hard not to notice that precisely those methods were used on a massive scale in the territory of Ukraine. While 
it is true that special operations by sabotage and espionage groups have been known for a long time and have been 
typical of many other conflicts all over the world, the “recruitment and mobilization of opposition groups” dis-
cussed by General Gerasimov was realized precisely in the form of armed units operating on behalf of the self-pro-
claimed Donetsk and Luhansk Republics. The operations conducted in Crimea also appeared as if they had been 
predicted by Gerasimov just a few years earlier as the future way of waging wars. “Little green men” were used as 
well, i.e. uniformed soldiers carrying regular army weapons but without any insignia or documents that could point 
to their affiliation. Exactly such operations were envisaged by Gerasimov in his lecture, and the Russian Federation 
had probably been preparing for several years to wage such hybrid warfare.

The conducted studies justify the claim that the hybrid warfare waged in Ukraine since 2014 has affected not just 
that country. The Russian aggression, although to a large extent consisting of information, political, diplomatic, 
economic, and psychological rather than military operations, was also targeted at, and directed against, Western 
states, primarily NATO and EU members. The countries most threatened by Russian expansionism are Poland, 
Lithuania, Latvia, and Estonia.

In order to effectively counteract hybrid warfare, a hybrid response is required that uses a whole gamut of similar 
means and measures. A particularly important consideration is that the hybrid response must provide for imple-
menting non-military operations on a large scale.

16	 	General	Gerasimov	spoke	about	future	wars	and	the	definition	of	hybrid	warfare	during	a	lecture	given	on	26	January	2013	at	a	meeting	of	
members	of	the	Academy	of	Military	Sciences,	which	summarized	the	Academy’s	work	in	2012.	The	lecture	was	later	published.

17	 	For	more,	see	Gerasimov,	V.	(2013)	“The	Value	of	Science	in	Prediction”.	Military-Industrial	Kurier,	27	February,	http://vpk-news.ru/sites/default/
files/pdf/VPK_08_476.pdf,	accessed:	15	October	2016.
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ABSTRACT

This article is the result of an academic study carried out by Polish experts in the field of security within the fra-
mework of NATO’s Defence Education Enhancement Programme (DEEP). The study was conducted in Ukraine and 
was based the findings of Ukrainian analytical reports and research material from 122 specialists who took part in 
military operations in Crimea and in the Donetsk People’s Republic (DPR) and Luhansk People’s Republic (LPR). 
The article discusses the notion of hybrid warfare and describes the actions undertaken during the armed conflict 
in Crimea and in the DPR and LPR in eastern Ukraine. The authors identify the methods of hybrid warfare used by 
Russia and the so-called separatists. They describe Ukraine’s preparedness for the conflict and how its military ac-
tions have evolved over time. The authors point to the specific nature of the hybrid warfare waged in Ukraine and 
describe the causes, course, and consequences of the military and non-military operations directed against Ukraine 
and Western countries. Finally, the authors present the conclusions of the study relating not only to Ukraine but 
also to NATO and EU countries.

Key words: hybrid warfare, armed conflict, separatists, Russian’s aggression, Ukraine’s actions
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Introduction
Security is one of the most important values for people in every country. Its assurance is an important goal for 
governments, because it indicates the possibility of existence, processing and development, both for the individual 
human being as well as on national and state levels. Secure states are those that retain stability in the functioning 
and development. They are characterized by the absence of significant internal and external threats. National secu-
rity policy encompasses many areas of its functioning, including the economic sphere. 
For several years after the Second World War, almost to the end of the twentieth century, Europe’s security was 
based on the bipolar division of the world. Revolutions in 1989 in many European countries led to the overthrow 
of Communist Party and liquidation of the system of people’s democracies in the countries of Central and Eastern 
Europe. On 28th of June 1991 the Council for Mutual Economic Assistance was shut down and on 7th of January the 
Warsaw Pact was liquidated, the two most important alliances of the Eastern Block.
The biggest event at that time was the disintegration of Soviet Union on 21st of December 1991. 1991 and sub-
sequent years meant for Russia and other former Soviet republics, as well as the remaining countries formerly 
depending on the Soviet Union, seeking their own way to rebuild an independent, fully free state.

Evolution of the Ukraine’s aspirations – from Soviet republic to pro West oriented independent 
state
One of the biggest countries then, with a lot of potential and playing an important role, was Ukraine. Already in 
August 1991, its Supreme Council has passed an act of independence. From the beginning, however, Ukraine had a 
problem in defining their path to freedom.
Already on 8th of December 1991, during the conference in Białowieńa National Park, together with the repre-
sentative of Russia and Belarus, newly elected president of Ukraine signed the formation of the Commonwealth of 
Independent States as a founding member. The aim of the institution was to conduct a common foreign policy. 
For many years Ukraine, having already independent state, was strongly linked with Russia with number of con-
straints (from the political, social and economic, to the bonds of language, mental, as well as the matters concern-
ing internal security and military). It functioned as country still highly dependent on Russian power.
It was not until 2014 Ukrainians brought significant changes. Events lasting from 21st November 2004 until 23rd 
January 2005 - related to the presidential election - began a series of changes in the political scene of Ukraine. 
They were referred to as the “Orange Revolution”. Political system of autocratic governments ended with changes 
towards political pluralism. However, revolutionary changes in the functioning of the state have not been per-
formed and economic reforms were abandoned. Ukraine has not build closer bond with the European Union. It was 
not until nine years later, nationwide revolution called Euromaidan broke on 21st November 2013.
This brought a number of breakthrough changes. Ukraine has declared its clear pro-Western aspirations, including 
the intention of joining the European Union and NATO. This meant withdrawal from dependence on Russia and 
a significant change in many aspects of the security of Europe and the world. Russia responded with aggression, 
first making the annexation of the Crimea, and then initiating and participating in the conflict in the eastern part of 
Ukraine.

For the Ukrainian authorities this meant participation in the war. On the one hand in a defensive war with Russia, 
the other part in the so-called internal conflict with separatists, meaning the population of the East and related (of-
ten blood relatives) with Russia. Ukraine joined this war with too small, poorly armed, corrupt and largely demor-
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teams	reforming	the	Ministry	of	National	Defence.	In	1990,	he	received	his	PhD	degree	in	the	humanities.	In	2009	he	received	his	doctor	habil-
itatus	degree	in	military	sciences	in	the	field	of	international	security	at	the	National	Defence	University,	Warsaw.	From	June	2014	he	enjoys	the	
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education.	
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alized army, which was connected by training, equipment and mentality with Russia for decades. For over twenty 
years of an independent Ukrainian state The Armed Forces were regarded as irrelevant. There is even an evidence 
of their weakening and dismantling. This process was particularly noticeable during the time of the governance of 
President Viktor Yanukovych. Successive governments have limited spending on the military. Since 2007, defense 
budget consisted of an average of about 1% of GDP.

Training of officers and soldiers looked very bad. Military universities gathered mainly personnel mentally inher-
ent in the Soviet times. For several years, Ukraine has not organized any major military exercises. In the Ukrainian 
Armed Forces it was no strategy of preparation and education of Ukrainian soldier who would defend their country 
with patriotic reasons. The Ukrainian authorities had to be aware of this fact, as early as 2012, which can be seen 
in a letter sent to NATO Headquarters by the Minister of National Defence with a call for assistance in the field 
of military education. It was this letter that became the basis for a positive decision of NATO. It was decided that 
Ukrainian system of military education will become part of DEEP. 

Reform of the Ukraine’s military education system with NATO support
In this article, the intention of the author is to focus on the essence and the unique importance of the Defence En-
hancement Education Program – DEEP, gathering not only military educational institutions, but first of all so many 
devoted and committed persons from both sides – Ukraine and NATO. In general – the author will try to use this 
opportunity to measure the distance jointly covered and to reflect on the future activities. The second intention is 
to present challenges, tasks and recommendations for military education system after 3 years of the hybrid war in 
Ukraine. 

Firstly, the author will focus on his personal impressions, secondly, he will reflect on the similarities and differenc-
es between Ukraine and Russia, thirdly – on the experiences of neighbor countries – Poland, Czech Republic and 
Slovakia, fourthly – on the Ukrainian Armed Forces and DEEP Ukraine, sharing the essence of the programme: 
background, objectives, actors, milestones, proposals and suggestions. 
The first impressions of the author date back to 2004. There was the complexity of the situation in Ukraine. There 
were national differences (25% of population of Russian origin) and the differences between eastern and western 
part of Ukraine and also regarding Ukrainian and Russian relations - within families, blood ties etc. psychological, 
economic, political addiction to Russia. 

Trying to identify the similarities and differences between Ukraine and Russia the author would like to stress that 
the Ukrainian Armed Forces remind the Soviet Armed Forces (procedures!). Corruption is the biggest problem - 
part of the Soviet system was difficult to change. It is possible to say, that for the Eastern Ukrainians, Russia is a 
western country. In this context, it is needed to assess the importance of the decision made by former president 
Yanukovych – “NO” to European Union. This was a very difficult decision, seen from the point of the prices for 
gas, oil and energy. Many persons from Ukraine accepted this decision, realizing that there’s no future for Ukraine 
without Russia. On the conflict between Ukraine and Russia, it is to be seen as a play on many pianos and also as 
the internal Ukrainian conflict.

To the Ukrainians, the neighbor countries are perceived as the examples to follow. They are highly accepted by 
Ukraine due to the fact that there are many similarities: joint history and even territory. There are also educational 
aspects: bilateral exchange programs regarding civilian students from Ukraine in Poland, Czech Republic and Slovakia 
as funded studies. Apart from that, military studies and training programs on military cooperation are taking place. 

Against this background the author would like to underline, that the Ukrainian Armed Forces have many dimen-
sions. The current situation, regarding the NATO is a mental revolution for the officers of the Ukrainian Armed 
Forces. What unexpected happened – the majority of officers want to go West, realizing that Russia is no longer 
a friend. They are heading towards West – NATO and DEEP Ukraine is one of the tools. There are ten key factors 
affecting the reforms of the Ukrainian Armed Forces to be taken into account. Five strong points are as follows:
1. consolidation of society and the armed forces members caused by the Russian aggression;
2. patriotism - patriotic values/ concrete examples to follow;
3. willingness to follow the steps of many NATO member states, including Poland;
4. positive atmosphere for the implementation of the reforms, especially in MOD; 
5. significant (increasing) involvement of NATO countries. 
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Five weak points are as follows:
1. mentality of many military commanders - habits from the previous system;
2. lack of reform of human resources system (development of officers and NCOs) – the reform of military educa-

tion should be implemented in parallel with the reform of the personnel system (HR);
3. lack of adequate financial resources;
4. priority for actions in the east and the necessity to assume both military actions and reforms;
5. lack of understanding of specificity of Ukraine by many countries that are willing to offer help.
 
The author would like to describe the general concept. It is possible to speak about the fourth year of the program, 
which was formally initiated by a letter of the minister of defence of Ukraine to NATO (from 29 October 2012), con-
veying Ukraine’s request for NATO to assist the country. Based on a demand-driven approach, this program has been 
jointly developed by Ukraine and NATO according to the needs identified during the DEEP expert team entry visit 
in March 20132. During this visit of utmost importance, basic Ukrainian expectations were expressed3. It was started 
from the agreed program of cooperation, as a roadmap of activities involving NATO and Ukraine for 2013-20164.

Program is based on the assumption, that Ukraine strongly desires cooperation with the NATO countries in the area 
of professional military education. It is focused on the following areas: (1) leadership, (2) faculty development, (3) 
curriculum development, (4) Advanced Distributed Learning, (4) English language training support. In this context 
it is of importance to stress that the widely understood leadership, not only as developing the characteristics of 
typical commander but also attachment to national and international values, concerning peace and security. 
Within the program, there are so called milestones to identify. One of them was the second functional clear-
ing-house conference on defence education, 18 -19 June 2013, ACT Norfolk. Symbolic moment took place on 29 
October 2013, when Polish ambassador to the Republic of Ukraine H.E. Henryk Litwin officially launched DEEP 
Ukraine. It was started with experts from neighbour countries (Poland, Czech Republic, Slovakia). First of all, few 
decades ago Poland had a similar experience and the conditions as Ukraine. It was also easier for Ukrainians to 
accept practices of neighbors known from many other areas of cooperation.

Reflecting on the phase one (2013-2014) there are the details available. Total, eight institutions participated: (1) 
National Defence University of Ukraine named after Ivan Chernyakhovsky – Kyiv (2) Land Forces Academy named 
after Hetman Petro Sahaidachny – Lviv (3) Military Institute of the National Taras Shevchenko University – Kyiv 
(4) Kharkiv Air Force University named after Ivan Kozhedub (5) Military Law Faculty of the National Law Univer-
sity named after Yaroslav Mudryi – Kharkiv. In some events other institutions were also able to attend: (1) Navy 
Academy named after P.S. Nakhimov; (2) Military Academy (Odessa); (3) Zhytomyr Military Institute named after 
S. Korolev of the State University of Telecommunications. 

From the beginning, the program leaders tried to act systemically, to cover the operation of all entities within the 
scope of operation of the military education of Ukraine. Unlike too many aid programs, which are received by 
Ukraine, the program started by getting to know the state of the military education, which had to be reformed. With-
in year one, 30 events were conducted, 122 NATO experts were involved, and more than 900 Ukrainian representa-
tives (faculty members and students) participated. Of importance were the meetings on ministerial level, i.e. 23 April 
2014 in Lviv the meeting with MOD - Mykhailo Koval took place, 13-15 May 2014 in Kyiv during the Assessment 
Visit and on 19 September 2014 in Kyiv, where the meeting with Deputy MOD - Ivan Rusnak was organized. 

Next milestone was the third functional clearing-house conference on defence education organized 23-24 June 
2014 in Bucharest. During the phase two: 2014-2015 of importance is the decision made by NATO. Considering 
the development of the DEEP Ukraine, and to facilitate the continuity, the decision was taken to strengthen the 
author’s capacity - as the NATO adviser for defence education reforms. It really facilitates the decisions of the 
respective Ukrainian authorities, especially when advising in drafting the new concept of defence education for 
Ukrainian Armed Forces.

2	 	More	on	the	event:	NATO	DEEP	team	study	visit	to	Ukraine,	20-26	March	2013,	After	Action	Report.	Document	is	available	as	hard	copy	–	au-
thor’s	remark.

3	 	The	First	Deputy	Minister	of	Defence	Oleksandr	OLIYNIK	confirmed,	during	the	meeting	with	the	team,	clear	support	for	the	DEEP	process.	He	
stated:	“we	really	appreciate	your	visit	here”	and	“we	know	that	we	need	DEEP.”	The	DMOD	confirmed	that	a	directed	transformation	effort	was	
underway	for	the	entire	Ukrainian	Armed	Forces,	while	defence	education	was	an	important	part	of	the	change	proces	–	note	by	the	author.

4	 	On	September	16,	2013,	Ihor	Dolhov,	Head	of	Mission	of	Ukraine	to	NATO,	sent	an	official	letter	to	Ambassador	Thrasyvoulos	Terry	Stamatopou-
los,	NATO	Assistant	Secretary	General	for	Political	Affairs	and	Security	Policy,	stating	that:	I	have	the	honor	to	inform	you	on	the	decision	of	the	
Ministry	of	Defence	of	Ukraine	to	approve	the	Defence	Education	Enhancement	Programme	“Road	Map”	for	2013-2016	and	to	officially	join	this	
programme.	I	hope	the	implementation	of	the	programme	in	Ukraine	will	help	us	to	advance	our	capabilities	in	the	sphere	of	military	education	
and	professional	training.	The	Mission	of	Ukraine	stands	ready	to	coordinate	with	–	the	aforementioned	document	is	available	as	the	hard	copy.
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During second stage, following institutions participated: (1) National Defence University of Ukraine named after 
Ivan Chernyakhovsky – Kyiv (2) Land Forces Academy named after Hetman Petro Sahaidachny – Lviv (3) Military 
Institute of the National Taras Shevchenko University – Kyiv (4) Kharkiv Air Force University named Ivan Kozhed-
ub (5). Military Law Faculty of the National Law University Named After Yaroslav Mudryi – Kharkiv, (6) Military 
Academy (Odessa); (7) Faculty of Naval Forces of Odessa National Maritime Academy (8) Zhytomyr Military Insti-
tute named after S. Korolev of the State University of Telecommunications. 
Total, during year two (July 2014 – June 2015), 49 events were conducted, 56 NATO experts travelled and also 225 
Ukrainian participants travelled: faculty members and students. New element was the matrix available on-line. 
Additional support was received from: Denmark, Canada, France, Hungary, Baltic Defence College. During year 
two, the program headed towards the complex solutions: supporting measures to reform the Ukrainian military 
education system. 10 Ukrainian and 10 Polish experts drafted the respective document5 which encompassed the 
recommendations on the strategic level, i.e.:
1. optimization of the structure and number of network of higher military educational institutions
2. improvement of organizational and staff structures, taking into account national circumstances 
3. improving the integration of the principles of military education into the state educational system 
4. the introduction of fighting experience in the east to the educational process 
5. implementation of the course of European integration and deepening partnership with NATO  

New dimension was the NCO programme, larger program than the one for the educational entities. This program 
started from Lvov and Desna, where almost all Ukrainian NCOs are trained, but ultimately it will be a very broad 
action, improving the performance of non-commissioned officers and adjusting them to play different role than 
today. There’s a need to build professional NCO corps. During year two, there are also other activities to be men-
tioned about, i.e. internships. Poland hosted the delegations from all the military academies of Ukraine to 5 Polish 
military academies to have internships at the institutions of similar profile. Internships were organized by Slovak 
and Czech partners. There is possibility to organise internships in other countries. The aim of the internship, each 
implemented on the basis of a particular program, was to familiarize with the practical side of the functioning of 
institutes, departments and institutions of NATO countries.

During phase three: 2015-2016 the intention is to focus on the strategic directions: (1) to continue the work in 
accordance with earlier DEEP agreements (as stated in the matrix) - following countries were/are involved so far in 
the events within the DEEP Ukraine: Poland, Czech Republic, USA, Germany, Great Britain, France, Slovakia, Bul-
garia, Hungary, Denmark, Canada, Lithuania, Latvia; (2) to implement/continue with the projects concerning the 
following key areas: leadership, curriculum development, faculty development, ADL, English language skills – in all 
institutions involved; (3) to support measures aiming to reform the Ukrainian HMES.

Within phase three: 2015-2016, the priorities are as follows: (1) to enhance the participation of the further NATO 
countries to take part at various activities, such as i.e. visits to Ukrainian universities to present/share our experi-
ences in accordance with 5 tasks that we have taken. Especially NATO educational and training institutions/centers 
could be involved in certain extend (i.e. NATO defense college, NATO School Oberammergau), (2) to focus addition-
ally on the NCO training, (3) to support diplomatic academy in Kiev, (4) to create/establish the naval faculty in the 
National Maritime Academy in Odessa – special thanks to France for the organization of internships, (5) to involve 
the experts/specialists from other countries, aiming to support the areas/institutions within the DEEP Ukraine

It is also possible to formulate the recommendations for military academies regarding DEEP issues:
1. it is important that in every DEEP were representatives of the NATO military academies with extensive experience;
2. before the implementation of the program, we should know the education system we want to change (not to 

impose, but convince); 
3. ability to communicate is essential, hence the knowledge of English should become priority in each program.
4. greater importance should be given to changing the mentality of those who DEEP concerns. Hence the need 

to not only educate, but also to learn new thinking. The best way – to put military education leaders (from the 
department of education and individual universities) in the university environment of NATO countries. Organ-
ize internships, courses at NATO universities. Even inviting families from DEEP countries during the holiday 
period – to change mentality;

5. also it is of importance to put more effort in developing skills, not only sharing knowledge within DEEP.

5	 	The	initial	concept	of	the	reform	of	the	military	education	system	of	Ukraine	is	available	as	the	hard	copy	in	English	and	Ukrainian	-	author’s	
remark.	
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Conclusions regarding military education system are as follows:
1. Ukraine must build the national system of military education adjusted to possibilities and needs of the armed 

forces and country’s specificity. It should be based on standards of NATO member states and use NATO stand-
ardization norms. 

2. the development of career of officers and NCOs needs change, so reforming of the education process must be 
conducted in parallel with the reform of personnel development system.

3. role of NATO member states (after first stage when Ukrainian experts could, during more than three years, 
familiarize themselves with and use the standards of NATO member states) could be as follows: (a) to support 
with the adequate expertise the process of the implementation of changes/ transformation to share NATO 
programs/solutions regarding five key areas, (b) to support English language training, especially military ter-
minology (c) to enable officers and NCOs to participate at the internships and workshops organised in military 
education establishments of the NATO member states (d) to support financially the development of the infra-
structure within training centres, (e) to share best practices regarding advanced distributed learning.

Against this background there are also the gaps to identify: (1) to enhance further countries to actively support 
measures connected with training of non-commissioned officers, not only by using individual experts, but on the 
basis of the implementation of a specific program in the specified state, (2) to support endeavors regarding the 
establishment of the Military University of Technology as the merge of the respective military institutes from 
Zhytomyr and Kiev, (3) to support activities regarding the development of the Naval Faculty as the part of the 
Odessa National Maritime Academy. The Ukrainian side expresses a particular interest in participating in trainings, 
internships, exercises, summer practices and leadership programs. Also research and administrative internships for 
officers of the Ukrainian navy and language competencies according to STANAGs are of importance. (4) advanced 
distributed learning (ADL) concept is being developed as the platform/instrument connecting all the institutions 
of the Ukrainian higher military education system, while supporting the key areas mentioned above. Details on the 
requests regarding possible support will follow.

DEEP Ukraine is a program that involves the academic staff of the NATO universities from many countries. They 
are experts, so it’s easier for them to reach the recipient. We concentrate on educating leaders, trainers, teachers, 
so we give them the rod, not a fish. This requires excellent professionals and thanks to your support we invest not 
only in the future of Ukraine but in the stability of Europe.
DEEP Ukraine slightly differs from other similar programs. In its assumption it supports the reform of the national 
education in a country which is not a NATO member, but being a member of PfP aims to achieve NATO military 
standards in education. It wants to be inspired by Alliance’s best military education systems. The specific situation 
of Ukraine, meaning a war that is conducted in the eastern part of the country since 2014, created the possibility 
of implementing additional measures by experts from NATO countries. As part of DEEP Ukraine, but also in coop-
eration with other NATO team6. 

The implementation of the experiences from the hybrid warfare within the military education 
and training system
It is good that the Ukrainians will introduce NATO military education standards, but also, of course, will use the ex-
perience of hybrid war that still continues there. Using obtained permission from the authorities of Ukraine, NATO 
DEEP team has analyzed many documents related to the causes, the course and the many challenges and prob-
lems of the ongoing hybrid war. An important method used were expert interviews conducted with officers and 
non-commissioned officers of the armed forces of Ukraine, who were on duty in the counter-terrorist operation 
(ATO) in eastern Ukraine or earlier in the Crimea. Interviews were conducted in military academies: the National 
Academy of Land Forces in Lviv, at the University of the Air Force in Kharkov, in the Technological Institute in 
Zhytomyr, and the Military Academy in Odessa. 

Obtained research material covers many areas of hybrid war, political, economic, financial and economic, psycho-
logical, informational, social, military aspects, and many others. They will be described in separate papers. In this 
article author wants to present several proposals that come from the experience of the ongoing hybrid war for 
military education, for both Ukraine and NATO countries. One of the most important issues, as shown by the ex-

6	 	Team,	named	SAS-121,	is	led	by	Neil	Chuka	(analyst	from	Defence	Research	and	Development	Canada	Centre	for	Operational	Research	and	
Analysis,	Department	of	National	Defence,	Government	of	Canada).	NATO	experts	analyzed	the	conflict	known	as	hybrid	warfare	in	Ukraine.	They	
have	also	been	assessing	the	material	collected	by	the	various	centers,	including	the	Ukrainian	experts,	keeping	in	mind	requests	for	military	
education	both	in	Ukrainian	universities,	as	well	as	the	military	academies	in	NATO	countries	–	author’s	remark.



51

perience of this war, is to acquire practical skills by candidates for officers, then by the officers, during the various 
courses and exercises. This also applies to non-commissioned officers and privates.

Hybrid warfare in Ukraine showed that both officers and non-commissioned officers or even privates, even with 
high theoretical knowledge cannot cope with the tasks of combat without proper practice. The experience of war 
oblige to revise curricula and training so that graduates of officer schools and courses possessed greater practical 
skills and not just theoretical knowledge. We need practical classes, exercises, simulators, demonstrations, etc. An 
important conclusion coming from the Ukraine is an importance of proper development, especially officers. Con-
ducted operational activities showed how important is the correct path of development of officers, how important 
it is to have a complete knowledge and skills especially with commanders and staff officers. 

In Ukraine, as well as many NATO countries, the proper selection of officers planned for command positions is 
underestimated. The experiences of hybrid war show how important it is to have the appropriate personality traits 
to command, beyond just the knowledge and skills. In extreme situations, when there were many dead, stress and 
fear disturbing the operation of some of the commanders. There have been cases of escape from the battlefield of 
commanders weak mentally. Conclusions from operations indicate the need for not only psychological selection of 
candidates for beginners, but also to introduce psychological tests every few years for senior commanders. Mental 
health and psychological predispositions are just as important as the health and physical aptitude.

Conducting psychological research aimed to determine the useful personality traits in positions of command should 
be considered as well as those that make it difficult or even impossible to command in wartime. It is extremely 
important for commanders to have the characteristics of a leader. It was found that when designed commanders 
lacked these qualities, informal leaders often emerged among the soldiers themselves. In particular, they are those 
who not only had typical characteristics of leader but also had combat experience gained from operations in Af-
ghanistan or Iraq.

With missions abroad comes another conclusion. As great number of soldiers as possible should be directed there, 
because beyond the implementation of their tasks there, they are gaining valuable experience. Ukraine confirmed 
that those who have had such an experience were among the most valuable participants in actions.
Verification is required to the approach to the preparation of academic staff of higher military academies. It is ex-
tremely difficult. These people often spend a significant part of their military careers in the military academies, not 
being able to also benefit from practical experience and learn from the realities of everyday life of forces. Ukrain-
ian experience shows that staff in the military academies should consist of significant part of practitioners with 
battlefield experience. The whole system of improving military staff employed in the military academies should be 
compatible with the system of development of the armed forces.

Hybrid warfare in the Ukraine showed the essence of the motivation of soldiers to accomplish tasks. This applies to 
all levels, but at the tactical level, on the lowest levels, it is of particular importance. This system should include a 
number of stimuli applied to the soldiers, which builds their determination to complete tasks. One important factor 
is the element of patriotism, being convinced of the need to defend, to fight for their country. The issues shaping 
the personality of soldiers, their proper motivation are just as important in the process of education and training as 
any other. Ukraine indicated that in the tragedies of war proper preparation is of particular importance. 

Another important factor in preparation of the soldiers for war is a matter of attachment to religion and faith. In 
the face of possible death, even atheists began to pray. Help of the military chaplain often bring better results than 
a psychologist or commander. It is important that a military chaplain is able to participate in the preparation of 
candidates for officers still in the officers’ school. This is a very sensitive topic, but cooperation with the chaplains 
in this area is possible. Underrated aspect in some systems of education and training is a matter of jointness in the 
course of activities carried out by many different formations and services. In Ukraine, this problem appeared very 
clearly. When different types of armed forces, as well as National Guard, Border Guard (subordinate to the Minis-
try of Internal Affairs) or even the officers of the special services started to cooperate in the Ukrainian theater, it 
was often difficult to not only work together, but even coordinate activities. Challenges arising from hybrid war in 
Ukraine, but also the experience of other conflicts and NATO operations, indicate that today in operations forces 
from different departments occur simultaneously, with different command systems and means of communication, 
with varying degrees of preparation and experience. In real situations they have to reckon with the fact that being 
subordinated to one command conducting the operation they will have to work together. It’s a big challenge and a 
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new task for the systems of education and training for both military academies as well as training centers of other 
departments. 

One of the biggest problems Ukrainian officers had during operations in the conflict in the east of their country 
was the lack of preparation to act while being in contact with the civilian population and with the participation of 
the local civilian population. Soldiers in NATO operations in Iraq and Afghanistan also shared similar experiences. 
At every step in the hybrid war in Ukraine soldiers had to work in a civilian environment. The local population of-
ten met them with negative, even hostile reaction. Civilians are often used to convince the armed forces to refrain 
from combat operations. Ukrainians met roadblocks made by civilians when the military column drove. Children 
and women acted as the so-called “Human shields” marching in front of tanks and battle cars of the advancing 
enemy. 

The officers and non-commissioned officers and privates should be prepared for these types of activities. Different 
scenarios should be considered during education and training, as well as practice. It is extremely difficult, often 
more difficult than conducting combat operations.

A major shortcoming of the Ukrainian Armed Forces were weakly trained personnel reserve, mobilized during the 
conflict. There was often an issue of lack the skills to act in a certain position. Systematic retraining of officers, 
non-commissioned officers and privates is often underrated. Besides the training, it is also important to select these 
soldiers for specific positions. Errors resulting from non-compliance of previously learned specialty of the tasks, led 
to large losses. Reserve soldier must be trained as well as the one that permanently remains in the armed forces. 
The importance of it was shown in the case of a reserve officers appointed from civilians. After several years of 
separation from the military, the officers lose their skills. Updating them or acquiring additional (e.g. in connection 
with the introduction of new equipment, new technology) is not so simple. It also repeatedly should take place in 
military academies, in accordance with the needs of the armed forces.

In Ukraine, the soldiers met with a massive participation of armed people dressed as civilians or soldiers without 
insignia of identification. This was particularly the case in taking over administration buildings in the Crimea and 
Donbas, as well as in combat operations of the Special Forces. They were not prepared for such actions; no one in 
the training expected such scenarios. It is obvious that the experience of this war oblige to take into account such 
challenges also in the process of education and training of troops. An important conclusion from the Ukraine is to 
prepare officers and soldiers to operate in a hybrid war in general. In the era of modernization and new technology 
preparation of troops often comes down to keeping pace with modernity and ability to use the digitization of the 
battlefield, net-centric approach, night vision and thermal imaging. 
This is all very important, but in terms of hybrid wars, it is important that especially officers were prepared to 
oppose the actions of both modern and very traditional, conventional or even so outdated that they are unknown 
to the armed forces. 

Conclusion
The answer to hybrid war and aggression is a hybrid defense, hybrid counteraction and also the simultaneous 
use of a wide range of available resources to fight to resist and defend their own country. To do this one need to 
prepare military personnel to participate in such a war. There are many more experiences for the education and 
training of military personnel. They will be thoroughly analyzed and reported to the relevant links in the chain of 
command. In this article, I wanted only to indicate how important it is, on the one hand, to transfer the educational 
and military experience of NATO member states in Ukraine, but also how important it is to derive from the experi-
ence of Ukraine and use it to improve military education systems also in NATO countries.
Hybrid warfare in Ukraine should be systematically analyzed, just like other military conflicts in the world. It is 
needed to draw conclusions and to take them into account, among others, within the scope the military education 
and training realm.
The efforts and achievements of the NATO DEEP program, as far as the field of the military education reform in 
Ukraine is concerned, should be positively assessed. It is important to underline, that this program is not limited 
to the direct transfer of NATO solutions, but it is flexibly responding to the current situation and demands. It also 
takes into account the lessons learned stemming from the hybrid war, and also gathers important knowledge and 
experiences to be used within the military education systems of the NATO member countries. 



53

Summary
The article is focused on the important, current security issues related to the situation in and around Ukraine. 
Firstly, the thought on the changing security environment, after the Second World War are presented, especially as 
the result of the disintegration of the Soviet Union. Secondly, the evolution of the Ukraine’s aspirations is depicted. 
The line of division relates to the switch, from former Soviet republic to the independent state, clearly expressing 
pro West orientation. Thirdly, the essence of the reform of the Ukraine’s military education system with NATO 
support is described. It is about the essence of the DEEP Ukraine. Fourthly, the necessity of the implementation of 
the experiences from the hybrid warfare within the military education and training system is described. Finally, it 
is underlined, that DEEP Ukraine is not limited to the direct transfer of NATO solutions, but it is flexibly respond-
ing to the current situation and demands. It also takes into account the lessons learned stemming from the hybrid 
war, and also gathers important knowledge and experiences to be used within the military education systems of 
the NATO member countries.

Key words: security environment, hybrid warfare, NATO DEEP, Ukraine, military education, military training
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Olha VASYUTA

MILITARY AND NON-MILITARY METHODS IN RUSSIA’S HYBRID 
WAR AGAINST UKRAINE

The conflicts in Asia and Russia’s invasion of Ukraine have revealed deficiencies in our understanding of the com-
plexity of modern warfare, and traditional wars fought by states or coalitions of states on both sides are gradu-
ally losing significance. Instead, entirely new forms of armed conflict are emerging. In addition, our culture and 
understanding of war prevent us from stabilising the situation between Ukraine and Russia and fighting the rebels 
in a consistent manner. Debates on future threats are ongoing, and these are often framed as a dichotomous choice 
between fighting the terrorists/rebels or traditional warfare. However, instead of different enemies with essentially 
different approaches to warfare, we should expect all forms of warfare to be waged simultaneously. Such mixed 
threats are often referred to as asymmetrical or hybrid ones. The latter include a number of different means of 
waging war, such as standard armaments, the use of conventional weapons, irregular tactics and formations, terror-
ism (including coercion and violence), and also criminal behaviour in the combat zone in order to achieve political 
goals.1 The purpose of the combined use of hybrid resources against the enemy is to gain an asymmetrical advan-
tage. Such wars are of a covert nature and mainly focus on the political, economic, and information spheres.

In the resolution entitled “Political consequences of Russian aggression in Ukraine” adopted during a session of 
the Parliamentary Assembly of the Council of Europe (PACE) on 12 October 2016, it was stated that the events in 
Ukraine are not an armed conflict but rather Russia’s armed aggression against that country.2 The document was 
supported by 78 of the 102 delegates who took part in the vote. PACE called on Russia to withdraw its troops from 
the territory of Ukraine and condemned human rights abuses in Crimea. The document stated that PACE “calls 
once again for the Russian Federation to withdraw its troops from the territory of Ukraine and stop providing the 
separatists with military supplies”. As regards the conditions for holding local elections in Donbass, the Assembly 
stressed that these could only take place in line with Ukrainian legislation and international standards on free and 
fair elections, which require a safe and secure environment after the withdrawal of troops and weapons.3

Besides, PACE pointed out that the annexation of the Ukrainian peninsula and its integration with the Russian 
Federation violated international law and the Statute of the Council of Europe. The resolution stressed Russia’s hu-
man rights abuses in Crimea, in particular directed against the Crimean Tatars. The document emphasised that “The 
Assembly reaffirms its commitment to the principle of peaceful settlement of disputes and to the independence, 
sovereignty, and territorial integrity of Ukraine, within its internationally recognised borders”.4

The Russian Federation does not really need Donbass and probably never needed it; it simply wishes to control all 
of Ukraine, which it prefers to be divided (as always into east and west, into “Moskali” [Moscow supporters] and 
“Banderivtsi” [Bandera supporters]). In this war, everything is a battlefield: the information and economic spaces, 
the foreign exchange market, international organisations. Hostilities in the anti-terrorist operation (ATO) zone are 
just one of the fronts opened by the Russian Federation, and a minor one at that. The ATO helps the Kremlin man-
ufacture an image of “civil war” in Ukraine, intimidating its own citizens with the fact of instability in a neighbour-
ing country and at the same time manipulating, misinforming, and blackmailing the entire Western world.

1	 	“The	Origins	of	the	Concept	of	a	Hybrid	War”	(2015).	The	Bell,	28	February,	http://www.thebellforum.com/showthread.php?t=130013, ac-
cessed:	19	January	2016.

2	 	In	the	Polish	text,	the	author	exclusively	uses	the	form	“w	Ukrainie”	[English:	“in	Ukraine”],	because	she	agrees	with	the	view	of	Ukrainian	linguists	
that	this	form	is	more	appropriate	for	an	independent	state.	Indeed,	Russia’s	war	against	Ukraine	did	not	begin	with	the	entry	of	Russian	troops	
into	its	territory	–	it	began	with	Vladimir	Putin’s	use	of	the	phrase	“на	Украине”	[English	(literally):	“on	Ukraine”]	instead	of	“в	Украине”	[English:	
“in	Ukraine”].	In	doing	so,	Putin	de	facto	repudiated	Ukrainian	statehood.	In	Russia,	the	preposition	“в”	is	used	in	conjunction	with	the	names	of	
independent	states,	while	the	preposition	“на”	is	used	for	areas	that	have	no	attributes	of	statehood,	e.g.:	“на	Урале”	[“in	the	Urals”],	“на	Кубани”	
[“in	Kuban”].	Until	2013,	in	his	official	speeches	Putin	had	exclusively	used	the	correct	Russian	grammatical	form	–	“в	Украине”;	that	grammati-
cal	form	was	also	used	in	all	official	Russian	documents.	“Пу	та	його	бандерлоги.	Лінгвістична	війна	проти	української	державності”	(2015),	
http://www.ukrop-ua.net/publications/society/966-pu-ta-yogo-banderlogi.-lngvstichna-vyna-proti-ukrayinskoyi-derzhavnost.html,	accessed:	
29	February	2016.

3	 	“‘Російські	війська	повинні	покинути	територію	України’.	Резолюція	ПАРЄ”	(2016),	http://zik.ua/news/2016/10/12/rosiyski_viyska_slid_vy-
vesty_z_terytorii_ukrainy__rezolyutsiya_parye_945462;	“ПАРЄ	вимагає	від	Росії	вивести	свої	війська	з	України”,	http://www.ukrinform.ua/
rubric-politycs/2100472-pare-vimagae-vid-rosii-vivesti-svoi-vijska-z-ukraini-rezolucia.html;	“Нелегитимная	Дума	и	агрессия	России:	ПАСЕ	
проголосовала	за	‘украинскую	резолюцию’”	(2016),	http://obozrevatel.com/politics/52316-pase-progolosovala-za-rezolyutsiyu-protiv-rossii.
htm,	accessed:	12	October	2016.

4	 	“‘Російські	війська	повинні	покинути	територію	України’.	Резолюція	ПАРЄ”	(2016),	http://zik.ua/news/2016/10/12/rosiyski_viyska_slid_vy-
vesty_z_terytorii_ukrainy__rezolyutsiya_parye_945462;	“ПАРЄ	вимагає	від	Росії	вивести	свої	війська	з	України”,	http://www.ukrinform.ua/
rubric-politycs/2100472-pare-vimagae-vid-rosii-vivesti-svoi-vijska-z-ukraini-rezolucia.html;	“Нелегитимная	Дума	и	агрессия	России:	ПАСЕ	
проголосовала	за	‘украинскую	резолюцию’”	(2016),	http://obozrevatel.com/politics/52316-pase-progolosovala-za-rezolyutsiyu-protiv-rossii.
htm,	accessed:	12	October	2016.
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In his 2013 speech, the Chief of the General Staff of the Armed Forces of the Russian Federation General, Vladimir 
Gerasimov, stressed the growing role of non-military methods of exerting pressure on the enemy, primarily using 
political (diplomatic), economic, and humanitarian means. As regards the information component, Gerasimov de-
scribed it as mandatory in all stages of the conflict, including after its conclusion.5

When analysing the hybrid warfare waged by Russia against Ukraine, one can clearly identify several key elements 
of the Russian Federation’s actions that are considered to be hybrid warfare; these can be classified into two major 
groups:6 military and non-military actions. In fact, Russia actively develops these methods in practice by manip-
ulating their components; in most instances, it carefully adjusts their proportions to suit each individual case and 
tests the results to see what is most effective, rapidly changing the direction of its attack. For the first time in a 
long while, Russia has been able to transform a limiting characteristic of its strategic culture (tactical foresight com-
bined with only minimal strategic planning and anticipation of the far-reaching consequences of its actions) into a 
strategic advantage: the goal that Russia has set itself at the global level is in fact “world anarchy”, and the Russian 
elite considers this to be a desirable state in the global geopolitical sphere.7

Military Methods of Waging Hybrid Warfare:

• conventional military actions with people being killed, heavy weapons used, and the military being involved in 
the hostilities: uniformed soldiers carrying regular army weapons, but without any insignia that could point to 
their affiliations; 

• irregular military actions: sabotage, guerrilla activities, gangsterism, subversion, terrorism; uprisings, provoking 
civil unrest, demonstrations, and manifestations aimed at the enemy;

• limited use of special forces; subversion and intelligence actions by commandos; hostilities may be carried out 
by commandos disguised as local vagrants, separatists or even humanitarian convoy crews;

• combined mobile troop groupings operating in a uniform intelligence and information space thanks to the new 
capabilities of command and control systems;

• using ambushes to exhaust the enemy; guerrilla groups, militias, insurgents, rebels fighting against regular 
troops;

• recruitment of mercenaries and mobilisation of separatists and opposition groups in the territory of Ukraine, 
which led to the formation of self-appointed armed units of the Donetsk and Luhansk People’s Republics and 
resulted in considerable violence, enormous destruction, and caused thousands of casualties;8 the so-called 
“separatists” are just a cog in the machinery developed to exacerbate the conflict; in fact, they serve as useful 
cover for transporting terrorists from another country;

• using civilians as “human shields”;
• battlefield positions set up in offices, schools, hospitals, in densely populated areas, and in places where many 

people are present;
• deliberately shelling and bombing residential districts, and subsequently accusing the Ukrainian military of 

attacking them;
• blurring the differences between the strategic, operational, and tactical levels and between offensive and 

defensive actions.

The military tactics of irregular armed forces include acts of disobedience (sabotage) and vandalism, which do not 
require any well-organised management or external support. The strategic methods used by such forces involve 
acts of sabotage – the destruction of military and non-military targets, and terror: killing enemy soldiers or of-
ficers and intimidating the local population.9 Together with a group of Polish and Ukrainian volunteers, Polish MP 

5	 	Герасимов,	В.	(2013)	“Ценность	науки	в	предвидении.	Новые	вызовы	требуют	переосмыслить	формы	и	способы	ведения	боевых	
действий”.	Общероссийская	еженедельная	газета	Военно-промышленный	курьер	8	(476),	27	February	–	5	March,	http://vfes.ru/
vpk_08_476.pdf;	http://vpk-news.ru/articles/14632,	accessed:	18	February	2016.

6	 	In	his	analysis	of	Russia’s	hybrid	warfare,	the	Head	of	Ukraine’s	National	Institute	for	Strategic	Studies,	Volodymyr	Gorbulin,	distinguished	
three	major	types	of	actions:	1.	Traditional	military	means:	the	use	of	regular	troops	and	weapons	as	well	as	special	forces	to	conduct	opera-
tions.	2.	Quasi-military	activities:	creating	and	supporting	illegal	armed	groups,	supporting	and	radicalising	separatist	movements,	using	formal	
and	informal	private	military	companies.	3.	Actions	involving	non-military	influence,	especially	through	the	organisation	of	special	information	
operations	and	“active	measures”,	including	economic	pressure,	cyberspace	operations,	diplomacy,	and	the	manipulation	of	information	space.	
Горбулін,	В.	(2016)	“Гібридна	війна:	все	тільки	починається…”.	Дзеркало	тижня.	Україна	11,	25	March,	http://gazeta.dt.ua/internal/gibrid-
na-viyna-vse-tilki-pochinayetsya-_.html,	accessed:	19	March	2016.

7	 	Горбулін,	op.	cit.
8	 	“Raport:	rosyjskie	zbrodnie	wojenne	we	wschodniej	Ukrainie	w	2014roku”,	http://www.donbasswarcrimes.org/raport/,	accessed:	10	March	

2016.
9	 	“Оккупанты	на	Донбассе	создали	более	60	лагерей,	где	удерживались	около	3	тысяч	украинцев”	(2016),	http://sprotyv.info/ru/news/kiev/

okkupanty-na-donbasse-sozdali-bolee-60-lagerey-gde-uderzhivalis-okolo-3-tysyach-ukraincev,	accessed:	30	March	2016.



56

Małgorzata Gosiewska drew up a report on Russian crimes in eastern Ukraine,10 which she presented to the Inter-
national Criminal Court in the Hague. In an interview, Ms Gosiewska pointed out that “the crimes in Ukraine and 
the operation of criminal groups are part of a system deliberately engineered by the Russians. Releasing criminals 
and drug addicts from prison, giving them weapons, and recruiting them to militias was tantamount to approval for 
criminal acts… What is happening in the east of Ukraine has overtones of a religious war: clergy from the Moscow 
Orthodox Church are collaborating with the separatists and are heavily involved in the conflict. They take photos 
of themselves holding guns and bless armoured vehicles that fire at civilian buildings. This is certainly a religious 
war as well… I hope that the West realises who they are dealing with and will take appropriate political steps. 
Discussion is currently ongoing about Russia’s role in the world. Our report is a reminder that this country also has 
a criminal face, and that Vladimir Putin is responsible for the harm being done to these people. If the West invites 
him to official events, it must remember that he is responsible for the barbaric murders and torture that are taking 
place in the east of Ukraine”11.

Non-Military Methods of Waging Hybrid Warfare:

• the widespread use of social and political instruments: building a political opposition in Ukraine; attempts to 
amend the constitution and to bring to power corrupt politicians who are faithful to the Kremlin; ubiquitous 
corruption; direct or indirect bribery, guarantees of support and, if necessary, political asylum for Kremlin 
supporters (including such flagrant examples as Victor Yanukovych and Mykola Azarov). “Ukraine is also 
enduring a humiliating form of interference in its domestic affairs as Moscow insists on the right to dictate the 
very content of its constitution”, wrote the British journalist Brian Whitmore.12 As regards relations between 
states, in the words of Immanuel Kant: “No state is to interfere by force with the constitution or government 
of another state”, since such interference fuels antagonisms between states.13 In its editorial, The Economist 
explicitly stated that Putin had made use of forces that exploited war and nationalism. As a result, “Eastern 
Ukraine has turned into a nest of criminals and blackmailers. They cannot spread Russian civilisation according 
to Mr Putin’s plan because they are only capable of breeding anarchy”;14

• the use of humanitarian instruments, including psychological pressure: opposing the Ukrainian historical her-
itage; eradicating Ukrainian cultural values and feeding pro-Russian sentiment in society by introducing the 
myth of the common “русский мир” [Russian world], denying the existence of a separate Ukrainian nation 
with its own language, culture, and history; denying the rights of the Ukrainian people to self-determination 
and to their own nation-state;15

• economic instruments – sanctions, blockades; embargoes, extortion, and bribery, imposing high tariffs on 
products imported from Ukraine where hybrid activities are being conducted or from countries that provide 
support to Ukraine; sabotaging transport;

• energy instruments: energy blackmail, including threats to cut off supplies of strategic resources, sabotage 
(hackers’ attacks against the Ukrainian power grid)16, including terrorist acts that target the gas transport sys-
tem (three times in the Ivano-Frankivsk region and twice in the Poltava region);17 

• heightened activity of special services:18 Russian agents have infiltrated not only central offices and the local 
administration, but also professional self-government bodies, trade unions, the media, and companies – both 
small firms and large corporations. This is particularly true of manufacturing facilities, which may be of strate-
gic importance in view of their war production; the agents’ task is to infiltrate political forces, gather informa-
tion, and construct intelligence and sabotage networks that operate within the territory of the attacked state; 

10	 	“Raport:	rosyjskie	zbrodnie	wojenne	we	wschodniej	Ukrainie	w	2014roku”,	op.	cit.
11	 	Dubiński,	P.	(2016)	“Wstrząsający	raport	o	rosyjskich	zbrodniach	na	Ukrainie.	‘Mordują	jak	polskich	oficerów	w	Katyniu’”,	http://wiadomosci.

wp.pl/kat,1027191,title,Wstrzasajacy-raport-o-rosyjskich-zbrodniach-na-Ukrainie-Morduja-jak-polskich-oficerow-w-Katyniu,wid,18101695,wi-
adomosc.html,	10	March	2016.

12	 	Whitmore,	В.	(2015)	“Агресія	Путіна	проти	України	і	Гельсінські	Угоди”.	Гарт	нації	3:	42.
13	 	Kant,	I.	(2011)	“Ku	wieczystemu	pokojowi”,	translated	by	M.	Żelazny,	in	I.	Kant,	Dzieła	zebrane,	Volume	6:	Pisma	po	roku	1781.	Toruń,	p.	335	[VIII	

346].
14	 	“Привид	розпаду	блукає	Росією”	(2015).	Гарт	нації	3:	39.
15	 	Петрик,	В.,	Канарський,	Ю.	(2015)	“Методи	гібридної	війни	Pосії	проти	України.	Напрями	протидії”.	Information	Technology	and	Security”	3	

(1)	(4),	January-June:	33.
16	 	“Хакери	знову	атакували	енергосистему	України”	(2016),	http://ukr.lb.ua/news/2016/01/20/325997_hakeri_znovu_atakuvali.html?utm_

source=local&utm_medium=cpm&utm_campaign=bymaterial,	accessed:	30	March	2016.
17	 	“У	Карпатах	влаштували	три	вибухи	на	газопроводі”	(2014),	http://ukr.lb.ua/news/2014/05/15/266586_karpatah_ustroili_tri_vzriva.htm-

l?utm_source=local&utm_medium=cpm&utm_campaign=bymaterial;	“‘Укртрансгаз’	посилив	охорону	ГТС	через	теракт	на	газопроводі”	
(2014),	http://ukr.lb.ua/news/2014/05/15/266504_ukrtransgaz_usilil_ohranu_gts.html;	“Вибух	на	газопроводі	у	Полтавській	області:	
диверсія	чи	стара	труба”,	http://ua.korrespondent.net/ukraine/politics/3380167-vybukh-na-hazoprovodi-u-poltavskii-oblasti-dyversi-
ia-chy-stara-truba;	“На	Полтавщині	на	газогоні	‘Уренгой-Помари-Ужгород’	стався	вибух.	Основна	версія	–	теракт”,	http://www.newsru.ua/
ukraine/17jun2014/vzruv_urengoi.html,	accessed:	27	March	2016.

18	 	Василенко,	В.	А.	(2014)	“Російсько-українська	війна	2014	року:	причини,	перебіг	та	політико-правові	оцінки”.	Український	тиждень	42	
(362):	29;	Skoneczny,	Ł.	(2015)	“Wojna	hybrydowa	–	wyzwanie	przyszłości?	Wybrane	zagadnienia”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	
Wojna	hybrydowa	–	WYDANIE	SPECJALNE”	12	(7):	47.
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these activities may also involve provoking protests within the population; 
• new information technologies (information and propaganda warfare) and information attacks: a ubiquitous, in-

tensive misinformation campaign aimed at destabilising targeted countries but implemented both domestically 
and abroad; deception and the widespread use of mass media for the purposes of political propaganda;

• offensive actions in cyberspace: cyberattacks conducted by the aggressor’s special forces or by hacker groups 
affiliated to it – highly paid cybertrolls in various countries of the world whose task is to paralyse the func-
tioning of the attacked state (its administration, critical infrastructure, etc.);

• psychological and humanitarian information campaigns (propaganda) involve presenting the aggressor as 
superior to other nationalities and creating psychological enclaves; various techniques aimed at distorting 
information;

• multipronged diplomatic activities: discrediting Ukraine internationally and building a political lobby within 
international organisations to prevent any reaction from them or to mitigate the economic and political sanc-
tions they impose.

Non-military actions conducted within the context of hybrid conflicts are primarily aimed at influencing the civil-
ian population and the international community. Their purpose is to weaken the will to resist, discourage the ene-
my, and breed social discontent, which is meant to bring the conflict to a conclusion that is in line with the aggres-
sor’s interests. We can see that attrition warfare methods are being used against Ukraine in order to psychologically 
undermine both the citizens of so-called Novorossiya [New Russia] and the political circles of Ukraine.

In his speech at the Kremlin in January 2016, Vladimir Putin stated that Donbass had been mistakenly incorporat-
ed into Ukraine when the Soviet Union was formed19 to “increase the percentage of the proletariat.”20 Comment-
ing on Putin’s statement, Oleksandr Turchinov noted that the head of a nuclear state was questioning Europe’s 
post-Second World War borders, openly staking a territorial claim to Ukraine. “Such public statements are an 
obvious attempt to politically justify the military aggression against our state”, said Turchinov, claiming that this 
was yet more proof that Russia did not intend to voluntarily discontinue its occupation and military operations in 
eastern Ukraine.21

In its hybrid warfare, Russia uses new online tools, such as:

• spreading all kinds of false information to destroy the reputation of targeted countries and persons;
• using social science and other techniques to manipulate online discourse and activity in order to achieve the 

desired results.

To discredit their targets, the Russians post photos or videos on social networks,22 write blogs on behalf of their 
victims, and send information to their colleagues, neighbours, and friends. The Cybernetic Department of the 
Ukrainian Ministry of the Interior has confirmed the Russian origin (and widespread sharing from Russian IP ad-
dresses) of a fake film in which men in military uniforms and with covered faces introduce themselves as the Azov 
Battalion and threaten to carry out a terrorist attack in the Netherlands if the Ukraine-European Union Associa-
tion Agreement is not ratified.23 The Kremlin is willing to demonise Ukraine in general, and volunteer battalions in 
particular, using all means possible to make its activities in Crimea and Donbass appear neutral in the eyes of the 
international community. However, it is obvious that Russian propaganda (as has always been the case throughout 
history) uses rather cheap methods: the films always feature the same actors, their uniforms are of unknown origin, 
and their automatic weapons are toys.24

The Euromaidan events, the Revolution of Dignity, the annexation of Crimea, and the eruption of violence in 
Donbass, which mutated into a full-scale armed conflict, demonstrate that hybrid warfare involves not just the 

19	 	Дмитриевский,	А.	(2014)	“Как	Сталин	Украине	Донбасс	подарил”	http://rossiyanavsegda.ru/read/1876/,	accessed:	27	March	2016.
20	 	“Путин	назвал	‘бредом’	включение	Донбасса	в	состав	Украины”	(2016),	http://news.liga.net/news/politics/8695877-putin_nazval_bredom_

vklyuchenie_donbassa_v_sostav_ukrainy.htm,	accessed:	28	March	2016.
21	 	Турчинов:	Заява	Путіна	про	неправомірне	включення	Донбасу	до	складу	України	-	відкрита	територіальна	претензія,	http://ua.112.ua/

polityka/turchynov-zaiava-putina-pro-nepravomirne-vkliuchennia-donbasu-do-skladu-ukrainy-vidkryta-terytorialna-pretenziia-287549.html, 
inf.	z	28	III	2016.

22	 	“Прес-служба	РНБО:	Росія	продовжує	гібридну	війну	проти	України	та	Європи”	(2016),	http://www.rnbo.gov.ua/news/2365.html,	accessed:	
30	March	2016.

23	 	“РНБОУ	і	МВС	України	стверджують,	що	фальшивий	ролик	про	батальйон	‘Азов’	був	створений	у	Росії”	(2016),	http://osvita.mediasapiens.
ua/monitoring/advocacy_and_influence/rnbou_i_mvs_ukraini_stverdzhuyut_scho_falshiviy_rolik_pro_batalyon_azov_buv_stvoreniy_u_rosii/, 
accessed:	30	March	2016.

24	 	“РНБОУ	і	МВС	України	стверджують,	що	фальшивий	ролик	про	батальйон	‘Азов’	був	створений	у	Росії”	(2016),	http://osvita.mediasapiens.
ua/monitoring/advocacy_and_influence/rnbou_i_mvs_ukraini_stverdzhuyut_scho_falshiviy_rolik_pro_batalyon_azov_buv_stvoreniy_u_rosii/, 
accessed:	30	March	2016.
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occupation of enemy territory, but primarily the desire to weaken the enemy’s government from the inside, destroy 
its infrastructure, and quash its will to resist. Based on an analysis of Russia’s hybrid warfare against Ukraine, the 
following conclusions may be drawn:

• new forms of waging warfare and overcoming resistance are being used: overt and covert terror, subversion, 
and operations by underground groups consisting of people from the region as well as soldiers and mercenar-
ies from different countries;

• the ethics of war and the code of honour that existed in the past are now losing their meaning. The “мятежная 
война” [insurgent war] allows “dirty” methods of combat to be used;

• occupying the state capital and signing capitulation papers will not put an end to the war either. It will contin-
ue and will be based on secret, covert opposition from the local population with the support of various interest 
groups, arms dealers, and interested states;

• hybrid warfare has become a global phenomenon, which is in evidence locally but has also spread to almost all 
regions of the world. Under these circumstances, most countries understand that it is increasingly difficult to 
ensure security;

• for Ukraine, which has an aggressive neighbour that wants to bring it within its sphere of influence, the only 
guarantee of security would be full membership of NATO and the EU. All other scenarios will provoke the 
Kremlin to exert new pressure on Ukraine until it returns to the bosom of medieval Byzantium.

Professor of Sociology Igor Rushchenko believes that the events in Ukraine and those in Europe are interrelated 
and amount to an extension of hybrid warfare. Since the spring of 2014, we have witnessed the use of various 
social engineering techniques that have undermined peace and public order in the cities of Crimea as well as in the 
south and east of Ukraine. All these techniques had common features:

• artificially assembling crowds at the right time and place;
• directing the crowds to attack a suitable target;
• aggression erupts, destroying the results of collective action in the process;
• after the operation, the crowd easily disperses as if it never existed.25

Diverse targets may be attacked: Ukrainian patriots are smeared, administration buildings are occupied, pressure is 
brought to bear on legitimate authorities, power in cities changes hands, and military units are blockaded. Howev-
er, the basic techniques of manipulating people remain unchanged. The creators of those techniques, the initiators 
and organisers, were generally not in evidence – everything had the appearance of a spontaneous mass eruption of 
protest. The crowds in Donetsk, Luhansk, Kharkov, and Odessa were joined by career criminals, gang members, so-
called “athletes”, and “titushky” [provocateur thugs]. Kremlin technologists have always found it difficult to gather 
a sufficient number of people in order to create the illusion of a mass demonstration and to have at their disposal 
a larger crowd that is easier to sway. The author would like to draw attention to just one detail: the increase in 
crowd numbers. Kremlin technologists preferred to arrange such events at weekends (when more participants 
were available) or on public holidays. The biggest pro-Russian demonstration in Crimea took place on 23 February 
2014 in Sevastopol, when masses of people took to the streets to greet the returning Berkut soldiers; most of those 
people were unaware of the significance of the occasion. Similar events occurred repeatedly in Donetsk: for some 
reason, meetings or demonstrations suddenly took on an anti-Ukrainian hue when aggressive people poured into 
the crowd, unfurling Russian flags and shouting “Russia!”. In Germany, New Year’s Eve was used because crowds 
naturally gather in the streets to celebrate the New Year and targets for such attacks can be easily found. Ukrainian 
experience shows that such crowds do not gather spontaneously and do not “work” without funding.26

It would not be an exaggeration to say that much of what was said in Vladimir Gerasimov’s speech was also applied 
in practice by Russia in its seizure of Crimea, and subsequently in eastern Ukraine. Thus, today one can see that 
the war launched and carried out against Ukraine is hybrid in form and asymmetrical in content; it is the logical ex-
tension of Russia’s hybrid policy towards Ukraine, which began with Ukrainian independence and was incessantly 
pursued in order to bring the country back into Russia’s sphere of influence. In this type of warfare, regular armed 
forces are only used in the final phase, if the campaign is properly planned, which was the case in Crimea but not 
in Donbass.

25	 	Рущенко,	І.	“Гібридну	руку	Москви	видно	у	заворушеннях	мігрантів	у	Німеччині”,	http://www.ji-magazine.lviv.ua/2016/Ruschenko_Gibryd-
ny_ruku_Moskvy_vydno.htm,	accessed:	27	March	2016.

26	 	Ibid.
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Many Europeans continue to treat the events in Ukraine as something that is far from home and does not affect 
them. However, hybrid warfare has gradually and imperceptibly become global. In 2015, Europe was dealt a huge 
blow: millions of refugees poured in and it is predicted that this influx will continue. Today, Europe’s main achieve-
ments are under threat: humanitarian values, the Schengen Agreement, confidence, and open borders. But Europe 
does not understand that the eastern despot will not leave it alone. “Russian special service officers have a rich im-
agination and will design, plan, and implement more such measures. They effectively helped a great mass of people 
who were objectively marginalised to reach Western Europe”.27

Indeed, the history of the last two years has been one of attempts by the Kremlin to ignore the fact that Ukraine 
still exists and that the war being waged is not so much between two countries as between two different sys-
tems of values: the pro-Soviet and post-Soviet ones. For the last two years, Russia has constantly reiterated that 
Ukraine is just an ethnic area, that only someone whose name ends in -ko can be Ukrainian, and that people of any 
other nationality who support Ukraine are either opportunists or Russophobes. Moreover, only Russia offers a civ-
ilizational model that can prove attractive for neighbouring countries. All the other post-Soviet states continue to 
be perceived as merely the national borderlands of the former empire whose sole purpose is to serve as battlefields 
between Moscow and the advocates of other systems of values.28

Russia has its own version of the history of those neighbouring countries that do not wish to see the creation of a 
new empire. Moscow is forced to reach agreement on those histories with the peoples that remain part of the Rus-
sian Federation, since it understands that tugging on the sensitive strings of national memory could cause Russia 
to explode. However, it is happy to wreak vengeance on those who dare to walk away. Accusations of gangsterism, 
fascism, nationalism, the killing of innocent people, and other abominations are hurled against the borderlands of 
the former empire. Russia celebrates Unity Day on the anniversary of its “liberation” from the Poles. Every Ukrain-
ian who wants to win rather than lose is invariably equated with Mazepa [a traitor of Russia and Orthodoxy] or 
Bandera [a Ukrainian nationalist] in the Russian public consciousness. Lithuanian nationalists killed their own 
people in order to leave the Soviet Union. Georgia arranged an aggression against its own territory. In Ukraine, civil 
war is raging. And so it goes on.

Today’s Russia means censorship of art and the media, anti-Western rhetoric, a bloated state apparatus, social 
paternalism, no independent judiciary, and constant persecution of all manifestations of civil society. The modern 
Russian elites are trying to reanimate the Soviet system while ensuring get-out clauses for themselves. It is no 
accident that they use Soviet archetypes to this end: from the cult Stalin and the Great Patriotic War to the rebirth 
of the youth movement.

For Russia, it is convenient to see Ukraine not as a democratic state or a republic but rather as an éthnos, and to 
use the term “русский мир” [Russian World].29 However, a political nation has been born as a result of the current 
war in Ukraine. Today, “Ukrainian” no longer denotes an ethnic category: it denotes a civilisation. This means that 
the Russian World’s monopoly on post-Soviet ethnic values has been lost. The rift today is not only between those 
who support Kyiv and those who support the Kremlin; it has also opened between those who understand that 
there is a war between Russia and Ukraine and those who still do not. Ukraine has metamorphosed in the last two 
years. At the Maidan, the country demonstrated that it had values and that those values were in direct opposition 
to Russian ones: 

• the priority of the multi-party system, which is maintained even in wartime;
• civil society, from which the volunteer movement has evolved, and volunteers are already aware of their sig-

nificance and power; 
• the right to criticise the authorities, no matter in how high their position;
• seeing officials as merely hired managers and not as representatives of God on Earth;
• the rejection of unidirectional (top-down) vertical communication;
• freedom of expression, which is often not in evidence in Western civilisation; 
• the absence of a single decision-making centre that could monopolise politics.

27	 	Ibid.
28	 	Казарін,	П.	(2015)	“‘Русский	мир’	проти	світу	українського”,	http://www.pravda.com.ua/columns/2015/04/6/7063886,	accessed:	18	March	

2016.
29	 	For	more,	see	Україна	та	проект	“русского	мира”	(2014):	Аналітична	доповідь,	за	ред.	В.	М.	Яблонського	та	С.	І.	Здіорука.	Київ:	Видавництво	

К.І.С.
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Obviously, Ukraine remains a country in which the state does not function effectively and where corruption and 
bureaucracy exist; crime has not vanished either. However, these are normal phenomena in a country that is trying 
to rebuild its society and engender democratic rule. Ukraine could turn to the left or to the right. At election time, 
political parties will be replaced by others, the rhetoric will change, political populists will not disappear, and there 
will be crises, but this is all of secondary importance because a system is characterised not by its errors but by its 
responses to those errors.

Russia is returning to its core: democracy and the development of civil society, which are provided for in the 
constitution of the Russian Federation, are being thrown on the slag heap. It appears that it is precisely this image 
of the Russian nation and state that will determine the attitude of democratic countries towards Moscow for many 
years to come. Russia’s return to imperial policy is leading to the disintegration of the Russian state, which is 
doomed to disappear from the political map of the world.

In eastern Ukraine, Russia has failed to implement the same scenario as in Crimea. Russia’s hybrid warfare against 
Ukraine has transformed into an armed conflict between the two countries with the direct use of troops by both 
sides. Despite Russia’s attempts to conceal the involvement of its armed forces in the conflict,30 this fact is recog-
nised by most states and by the international community, and this has led to the U.S. and EU imposing sanctions 
on Russia.

Russia is trying to “freeze” the conflict in eastern Ukraine, forcing Ukraine to recognise the separatists as a side in 
the negotiation process and to start negotiating, ostensibly with them, but in fact on Russian terms. To this end, 
Russia is putting more pressure on Ukraine, increasing its military presence on the border and in the occupied 
Ukrainian territories.

In conclusion, it should be stressed that the current war in eastern Ukraine has multiple underlying causes. Howev-
er, the main reason is post-Soviet Russia’s inability to function in a stable manner despite attempts by the Russian 
elites to resolve problems through broad expansion – the creation of Soviet Union v. 2.0 under the new name 
of the Eurasian Union, which failed when Viktor Yanukovych was overthrown. The response to that failure was 
aggression against Ukraine, which consolidated Russian society around the illusion of restoring imperial glory and 
“threats from the West”. However, the attempts to carry out a rapid and almost bloodless strategic operation after 
the annexation of Crimea, and subsequently of all of Ukraine, led to a prolonged war, which has triggered irrevers-
ible changes in Russia’s political and economic system. For the Kremlin, security would be guaranteed by a vast 
territory, which, if controlled, would make ultimate military defeat virtually impossible. Vladimir Putin’s Russia 
now poses a fundamental threat to the values and principles that underpin the European Union and to the frame-
work that has ensured peace in Europe since 1945.31

Officially, the Kremlin continues to treat NATO expansion in the post-Soviet space as the major threat to Russian 
security. However, demographic trends, energy dependence, corruption, ethnic and religious separatism, and even 
illegal Chinese immigration in the Far East are proving to be much greater challenges for the Russian federal and 
regional elites.32

Russia’s “exceptional path” arises from the fact that there is no alternative to Vladimir Putin. He has made the 
public believe that he cannot be removed because there is no other – and there can be no other – person like him. 
Putin’s propaganda aims to convince the public that managing Russia according to Western models would destroy 
not just the state but the Russian soul as well.33 By annexing Crimea, Putin acquired new legitimacy to remain in 
power – to become the eternal, irreplaceable president of his state.

The “new Ukraine” is clearly pro-European and in fighting for its sovereignty is ready to defend Europe. Support-

30	 	“Міноборони	РФ	припинило	заперечувати	участь	своїх	збройних	сил	у	протистоянні	на	Донбасі”,	http://www.ukrinform.ua/ru-
bric-iac/1712932-u_shoygu_vge_ne_zaperechuyut_uchasti_rosiyskih_viysk_u_konflikti_na_donbasi_1977060.html;	“Міноборони	РФ	більше	
не	заперечує	участь	російських	військ	в	конфлікті	на	Донбасі	–	МЗС”,	http://www.newsru.ua/arch/ukraine/30sep2014/perebyjnis.html, 
accessed:	30	March	2016.
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(2015).	Київ:	Видавництво	НІСД	(Сер.	Національна	безпека,	вип.	10),	p.	5.

32	 	Krastew,	I.	and	Leonard,	M.	(2011)	Widmo	Europy	wielobiegunowej.	Warsaw:	Fundacja	im.	Stefana	Batorego,	pp.	47-48.
33	 	For	more,	see:	Родионова,	Н.	А.	(2007)	Россия	между	Востоком	и	Западом:	кризис	идентичности.	B:	Национальная	идентичность	России	

и	демографический	кризис.	Москва:	Центр	проблемного	анализа	и	государственно-управленческого	проектирования.	Научный	эксперт,	
pp.	447-456.
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ing it would be the most profitable investment for the European Union. It could even help revive the spirit of unity 
and common prosperity that has underpinned the EU. In short, by saving Ukraine, the Union could save itself.34

“Hybrid warfare” as a form of aggressive pursuit of Russia’s geopolitical ambitions is not limited to Ukraine, but 
it is steadily expanding, and its forms and methods are constantly evolving and spreading to different parts of 
the world. Thus, the 2014 statement of the Lithuanian President Dalia Grybauskaite, who described Russia as a 
terrorist country, was true. In her opinion, Kyiv is fighting not only for its sovereignty but also for peace on the 
continent as a whole. Grybauskaite stressed that “[i]f a terrorist state that is engaged in open aggression against 
its neighbour is not stopped, then that aggression might spread further into Europe”.35 And, indeed, the aggression 
has spread in its most complex forms. The Lithuanian President also accused Moscow of cowardice as it waged 
hybrid warfare against Ukraine, sending its military units there but not allowing them to fight under the Russian 
flag.36 She also stated that Europe and the world had allowed Russia to become a country that not only threatened 
its neighbours but also waged war against them. This is the same kind of international terrorism that we see in Iraq 
and Syria. In Grybauskaite’s view, all of Russia’s neighbours are now at risk.37

The Russian aggression against Ukraine has amplified the negative factors already present in the international en-
vironment and has triggered new, destructive tendencies that violate the rules of the global order as laid down in 
international law. If, as Russia desires, a shift towards “the law of the jungle” in international relations takes place 
in our globalised world, there is a risk that the international system could break down and its collapse could result 
in yet more uncontrolled threats.

In the case of Ukraine, we could witness how the war “leaked” from the virtual space into reality. Cleverly con-
structed propaganda on websites and in television images proved to be stronger than a critical evaluation of reality, 
leading to a paradoxical reaction from Russian society, which subsequently supported Russia’s direct intervention.

How the current system of the Russian Federation is going to stabilise after the Russian-Ukrainian war and the 
military campaign in Syria is a key issue for Ukraine and Europe alike, because the answer to the question about 
Russia’s future may determine the regional conditions under which Ukraine and Europe will operate for many 
years to come.

The Kremlin has lost the war in Ukraine, but has Ukraine won? Ukraine itself refers to the Russian-Ukrainian con-
flict as a hybrid war – it is ostensibly not taking place, but people are dying nonetheless. It is precisely the war in 
eastern Ukraine that is the most clear-cut example of hybrid warfare in history. In the end, everything has stayed 
in its place: not just warfare, but also politics, the economy, and culture are of a hybrid nature in Ukraine. Opposi-
tion parties exist, but there is no opposition. The economy is a free-market economy, but businesses are supported 
by the central budget. There are banks, but there is no circulation of bank capital. And culture is hybrid as well 
– there is Ukrainian literature in the Russian language. Or a meeting of the Cabinet that is held in Russian because 
the Armenian Avakov and the Georgian Saakashvili do not want (or are unable?) to speak Ukrainian. Would it be 
imaginable for a German or Ukrainian member of the Polish Parliament not to speak Polish?

The main problem with regulating hybrid warfare on the basis of international humanitarian law is that the latter 
concentrates exclusively on the physical dimension of the conflict, whose role is diminishing – it is gradually being re-
placed by economic and information warfare that is successfully conducted by Russia. In order to punish those guilty 
under international criminal law, we must first properly understand the nature of the conflict. How can we codify the 
rules of hybrid warfare if no relevant legal norms exist? This is why the war in Donbass was officially recognised as 
an internal conflict by many countries and international organisations. International legal experts cannot interpret it 
otherwise, since Russia has not declared war on Ukraine and strongly denies that Russian units are freely crossing the 
border of a neighbouring sovereign state in order to fight against the regular armed forces of Ukraine.

34	 	Soros,	G.	(2015)	“Putin	pomoże	w	walce	z	Państwem	Islamskim,	w	zamian	dostanie	Europę	Wschodnią.	To	tragiczna	pomyłka	Ameryki”,	https://
wszystkoconajwazniejsze.pl/george-soros-putin-pomoze-w-walce-z-panstwem-islamskim-w-zamian-dostanie-europe-wschodnia-to-tragicz-
na-pomylka-ameryki/,	accessed:	11	January	2016.

35	 	“Prezydent	Litwy:	Rosja	państwem	terrorystycznym.	Moskwa	w	odwecie	zaostrza	kontrole	granic”	(2014),	http://wyborcza.
pl/1,76842,17016949,Prezydent_Litwy__Rosja_panstwem_terrorystycznym__Moskwa.html;	“‘Rosja	państwem	terrorystycznym’.	Moskwa	
oburzona	wypowiedzią	prezydent	Litwy”,	http://www.tvp.info/17741846/rosja-panstwem-terrorystycznym-moskwa-oburzona-wypowied-
zia-prezydent-litwy,	accessed:	10	April	2016.

36	 	Poczobut,	A.	(2014)	“Rosja	oburzona,	a	Litwa	murem	za	panią	prezydent”,	http://wyborcza.pl/1,76842,17027039,Rosja_oburzona__a_Litwa_
murem_za_pania_prezydent.html,	accessed:	10	April	2016.

37	 	“Prezydent	Litwy:	Rosja	terroryzuje	sąsiadów.	To	Putin	objął	przywództwo	w	Europie”,	http://wyborcza.pl/1,76842,16708848,Prezydent_Litwy__
Rosja_terroryzuje_sasiadow__To_Putin.html#TRrelSST,	accessed:	10	April	2016.
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By starting a hybrid war in Ukraine, Moscow has violated all the rules that Western societies have created over the 
past few decades, and has also changed Europe’s approach to security. Russia claims that it acts lawfully, but it tries 
to achieve its aims outside the framework of international law. A highly dangerous development is that the Krem-
lin, while conducting hybrid warfare, has started to blackmail the world with the possible use of nuclear weapons. 
For the first time, Russian politicians are beginning to claim that a conflict involving nuclear weapons could be won 
in the 21st century, and stress that Russia could use not just strategic, but also tactical nuclear weapons. After the 
annexation of Crimea, Vladimir Putin confirmed that he was prepared to use nuclear weapons if Russia’s strategic 
interests were threatened.

Russia will not curb its expansionist activities, just as it did not stop after its aggression against Georgia. Europe 
should expect new, well-disguised moves by Moscow aimed at producing confrontations in the Middle East, in 
Central Asia, around the Caspian Sea, in the South Caucasus, in the Balkans, in the Baltic states, in the Western 
Arctic, and even in Belarus – wherever there are strategic transport hubs and energy resources that could threaten 
Russian dominance.
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ABSTRACT

In this article, the author draws attention to the gaps in our understanding of the complexities of modern warfare 
and the extensive use of irregular forces. Russia is using new forms of waging warfare and overcoming resistance: 
overt and covert terror, subversion, and operations by underground groups consisting of people from the region as 
well as soldiers and mercenaries from different countries. The main problem with regulating hybrid warfare on the 
basis of international humanitarian law is that the latter concentrates exclusively on the physical dimension of the 
conflict, whose role is diminishing – it is gradually being replaced by economic and information warfare that is suc-
cessfully conducted by Russia. Non-military actions used within the context of hybrid conflicts are primarily aimed 
at influencing the civilian population and the international community. Their purpose is to weaken the will to 
resist, discourage the enemy, and breed social discontent, which is meant to bring the conflict to a conclusion that 
is in line with the aggressor’s interests. We can see that attrition warfare methods are being used against Ukraine in 
order to psychologically undermine the whole of society. The non-military methods used by Russia against Ukraine 
include: the broad use of political, social, humanitarian, economic, and energy instruments; the heightened activity 
of special services; new information technologies, including information attacks and offensive actions in cyberspa-
ce; and multipronged diplomatic activities.

Keywords: hybrid warfare, military actions, non-military methods of warfare, asymmetrical threats.
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THE TECHNOLOGICAL AND ECONOMIC TOOLS OF HYBRID 
WARFARE

Introduction

Hybridization, understood as “a combination of elements of different origins and/or structures”1 or “a thing that 
consists of different elements that frequently do not fit together”,2 is now starting to be present in completely 
unrelated areas and spheres of our lives. The term is increasingly used in relation to culture, literature, art, media, 
and communication, but it can also pertain to so-called “digital medicine”, the coordination and harmonization of 
processes, international economics and globalization, management strategies, system planning, tax optimization, 
engineering, crisis management, defence, armed conflicts, and finally warfare.3

The latter domain is of considerable importance, also due to the recent popularity of the term “hybrid warfare” 
(HW) in literature. Following Frank G. Hoffman and Artur Gruszczak, hybrid warfare may be defined as “an 
organized armed struggle between states, nations or social or religious groups, etc.”,4 which is distinguished by 
“the convergence between the physical and psychological, the kinetic and non-kinetic, between combatants and 
civilians, … between armed forces and communities, between states and non-state actors, and between the combat 
capabilities of the above”5.

According to another definition, hybrid warfare means “actions that use both military and non-military means 
in an integrated campaign to surprise the enemy and then take the initiative and reap psychological benefits. To 
this end, large-scale diplomatic, IT, signals intelligence, and cyberspace operations are undertaken. Military and 
intelligence activities remain hidden for the longest possible time, and this occurs in parallel with exerting strong 
economic pressure”.6 Costinela Anuta states that hybrid warfare is a combination of conventional and unconven-
tional tools: regular and guerrilla armed forces, special services, local support, politics, cyberattacks, agitation, and 
information warfare as well as economic warfare.7

In the concept of hybrid warfare, of considerable significance are the aforementioned economic and technological 
factors, including the elements of cyberwarfare, corruption, and lobbying mentioned by, for instance, Michał Wo-
jnowski. According to the author, long-term asymmetrical operations, which are typical of hybrid warfare, require 
the use of, among others, information and economic tools designed to reduce the enemy’s ability to wage war and 
to produce the conditions that facilitate armed aggression. Hybrid warfare operations are also based on contradic-
tions and on generating inaccurate data, including economic data, about the country that is the target of aggres-
sion. In hybrid warfare, the economic space serves to weaken the enemy’s economic potential, and information 
space and cyberspace are used to launch cyberattacks and to conduct other technical and information operations.8

The purpose of this paper is to describe the characteristics of two factors relevant to hybrid warfare: economic and 
technological. While the economic factor may result in hybrid warfare having consequences of greater or lesser sig-
nificance for both the attacker and the target, the absence of the technological factor (mainly the Internet) would 
completely change the character of this type of warfare.

“Militarization of the Internet” – a Return to Roots or a Sign of Our Times?

The ongoing progress in the field of military technology: the emerging planes, tanks and vehicles, and the already 

1	 	Banasik,	M.	and	Parafianowicz,	R.	(2015)	“Teoria	i	praktyka	działań	hybrydowych”.	Zeszyty	Naukowe	AON	2	(99):	10.
2	 	Skoneczny,	Ł.	(2015)	“Wojna	hybrydowa	–	wyzwanie	przyszłości?	Wybrane	zagadnienia”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybry-

dowa	–	WYDANIE	SPECJALNE”	12	(7),	p.	40.	Cf.:	Wielki	słownik	wyrazów	obcych	PWN	(2008)	Warsaw:	PWN,	p.	518.
3	 	Cf.:	Stawska,	M.	(2016)	“Nowe	technologie,	nowe	zawody”.	Nowe	Technologie,	http://magdastawska.innpoland.pl/118631,nowe-technolo-

gie-nowe-zawody,	accessed:	31	August	2016.
4	 	“Wojna”,	http://sjp.pwn.pl/szukaj/wojna%20.html,	Słownik	Języka	Polskiego”,	accessed:	31	August	2016.
5	 	Gruszczak,	A.	(2011)	“Hybrydowość	współczesnych	wojen	–	analiza	krytyczna”	in	W.	Sokała	and	B.	Zapała	(eds)	Asymetria	i	hybrydowość.	Stare	

armie	wobec	nowych	konfliktów.	Warsaw:	National	Security	Bureau,	p.	13.	Cf.:	Hoffman,	F.	G.	(2009)	“Hybrid	Warfare	and	Challenges”.	Joint	Force	
Quarterly	52:	34.

6	 	Wojnowski,	M.	(2015)	“Mit	‘wojny	hybrydowej’.	Konflikt	na	terenie	państwa	ukraińskiego	w	świetle	rosyjskiej	myśli	wojskowej	XIX-XXI	wieku”.	Prze-
gląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybrydowa	–	WYDANIE	SPECJALNE	12	(7):	8.

7	 	Anuta,	C.	(2016)	“Old	and	New	in	Hybrid	Warfare”	in	N.	Iancu,	A.	Fortuna,	and	C.	Barna	(eds)	Countering	Hybrid	Threats:	Lessons	Learned	from	
Ukraine.	Amsterdam:	IOS	Press,	p.	47.

8	 	Wojnowski,	op.	cit.,	pp.	30-31.
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present warships and balloons (zeppelins), have generated a need for navigational equipment and also for data sent 
from the ground about threats and targets…
The development of aviation in the Second World War will lead to computers: powerful machines whose electronic 
brains will allow positions and flight trajectories to be calculated in an instant at the speed of light. When the Soviet 
Union sends the Sputnik into space on 4 October 1957, this will ultimately contribute to the emergence of the Internet 
and also the concept of star wars.9

We may put forward the bold but nonetheless probably accurate claim that the Internet and modern technologies 
have become an inherent component of modern warfare. The use of means of mass communication, which became 
so popular in the last decade of the 20th century and at the beginning of the 21st century, has given wars a new di-
mension and rhetoric, and allowed them to spread into new areas.10 Jonathan M. House states that the commercial-
ization of the Internet that occurred in the final years of the last century as well as the launch of Facebook in 2004 
and the emergence of other electronic media have enabled people to act against state power much more freely; 
these developments have also led to an increasing number of amateur misdemeanours that are much more difficult 
to counteract and suppress than, for instance, fifty years ago. The Internet has also contributed to the lifting of 
almost all barriers to the flow of information compared to the past.11

Examples that illustrate this pattern include the war against the Islamic State, which started in June 2014, the war 
in Donbass in Ukraine, which broke out in April 2014, the war on the Israeli-Lebanese border in mid-2006, and the 
Arab Spring of 2010–2013. Those events revealed (or perhaps uncovered) the new face of electronic media, and 
in particular the Internet and its growing impact on the way in which these wars are fought. In each of the cases 
listed above, the “militarization of the Internet”12 and of the media takes on a different form; the degree of harm 
inflicted as a result of the subordination of all, or almost all, of elements of this computer network also varies from 
case to case. 

However, the aforementioned events were already the second occasion on which the Internet, the media, and 
modern technologies were leveraged by military forces and for military purposes. The first such occasion occurred 
in the 1960s in the U.S. At that time, the U.S. Department of Defense launched a project to establish a military 
research network – the world’s first decentralized communications network geared to the needs of the military. The 
project that started in 1969 was called ARPANET and was implemented by the Advanced Research Projects Agency 
(ARPA)13, set up in 1957 as a response to the Soviet Union’s launch of the first Sputnik; its task was to modernize 
the U.S. Army.14 The motivation for the project was primarily to develop a response to natural phenomena such as 
cataclysms, social phenomena such as wars and arms races, and to promote the steady development of information 
technology15, but also “to develop a method for exchanging scientific and intelligence information that would be 
resistant to a nuclear attack”.16

When discussing the 1960s Internet and its role in military forces and operations, one should also mention the 
so-called Revolution in Military Affairs (RMA) – an original concept put forward in the 1950s by Anglo-Saxon 
military scholars to describe the impact of technology on warfare. Currently, the position of those researchers is 
being criticised; the contentious issue is the “revolutionary change” that was supposed to be a consequence of the 
impact of technology on the military domain. Most of the doubts concern the number, character, and impact of 
those changes; there is also the issue of definition, since the aforementioned revolution may in fact be perceived as 
just another stage of evolution.17

9	 	Nieć,	M.	(2010)	Komunikowanie	społeczne	i	media:	perspektywa	politologiczna.	Warsaw:	Oficyna	a	Wolters	Kluwer	business,	pp.	139-140.
10	 	Lasoń,	M.	(2010)	“Bezpieczeństwo	w	stosunkach	międzynarodowych”	in	E.	Cziomer	(ed.)	Bezpieczeństwo	międzynarodowe	w	XXI	w.	Wybrane	

problemy.	Kraków:	Krakowska	Akademia	im.	Andrzeja	Frycza	Modrzewskiego,	p.	25.
11	 	House,	J.	M.	(2014)	“The	Past	and	Future	of	Insurgency.	Protracted	Warfare	and	Protracted	Counterinsurgency”	in	S.	M.	Miner	and	I.	Trauschweiz-

er	(eds)	Failed	States	and	Fragile	Societies:	a	New	World	Disorder?.	Athens:	Ohio	University	Press,	p.	56.
12	 	According	to	a	dictionary	of	the	Polish	language,	the	militarization	of	the	Internet	can	be	described	as	the	“subordination	of	all	areas	of	social	life	

[in	the	analysed	case	–	the	Internet	and	related	elements]	to	military	and	warfare	purposes”.	Słownik	języka	polskiego,	http://sjp.pl/militaryzacja, 
accessed:	20	September	2016.

13	 	The	Advanced	Research	Projects	Agency	(ARPA)	is	a	U.S.	government	agency	operating	within	the	Department	of	Defense	that	is	responsible	for	
developing	military	technologies.	Since	1996,	it	has	been	called	the	Defense	Advanced	Research	Projects	Agency	(DARPA).

14	 	Gołaczyński,	J.	(2007)	Umowy	elektroniczne	w	prawie	prywatnym	międzynarodowym,	Warsaw:	Oficyna	a	Wolters	Kluwer	business,	p.	11.
15	 	Szymański,	G.	(2013)	Innowacje	marketingowe	w	sektorze	e-commerce.	Łódź:	Monografie	Politechniki	Łódzkiej,	p.	22.
16	 	Gołaczyński,	op.	cit.,	p.	11.
17	 	Bania,	R.	(2012)	“Wojny	w	cyberprzestrzeni	–	przypadek	Iranu”	in	R.	Bania	and	K.	Zdulski	(eds)	Bezpieczeństwo	narodowe	i międzynarodowe	

w	regionie	Bliskiego	Wschodu	i	Północnej	Afryki	(MENA)	u	progu	XXI	wieku.	Łódź:	Uniwersytet	Łódzki,	Wydawnictwo	Naukowe	Ibidem,	p.	183.	
Another	example	of	an	ICT	network	solution	that	was	to	be	used	in	the	event	of	a	nuclear	war	in	the	1960s	was	the	design	for	a	communications	
network	developed	by	the	RAND	Corporation	–	a	U.S.	institution	dealing	with	national	security	issues.	The	network	in	question	was	supposed	to	
operate	even	in	the	event	of	significant	damage.	After:	Gołaczyński,	op.	cit.,	p.	12.
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Nowadays, the Internet and modern telecommunications technologies can be used for the purposes of hybrid 
warfare – both in tactical and strategic operations. Justyna Dńbrowska writes: “The emergence of social media as 
the modern sphere of communication expands our opportunities to use and develop the techniques already known 
from the 20th century. The 21st century brings social media to the arena of military operations.”18

In the event of war, the Internet and modern technologies are primarily used in order to improve command ef-
fectiveness and also to conduct misinformation, propaganda, and information operations (so-called propaganda 
warfare). This use of the Internet, including social media, has been mentioned by Håkan Gunneriusson and Rain 
Ottis, among others, who argue that these communication channels enable “quick and easy, free and anonymous 
campaigning, the identification and formation of recruits, the provision of training materials and collection of 
information, the planning and coordination of attacks, etc”.19 The tools most often used to pursue these goals are 
hosting platforms, websites, social networks,20 multilingual web platforms, but also so-called “Internet trolls” and 
“pseudoblogs”.

The use of the Internet and modern communication tools in hybrid warfare means, in a sense, that the assump-
tions behind ARPANET in the second half of the 20th century have been transferred to the present. The list of tasks 
and roles set for the 21st-century Internet in terms of defence, armed conflicts, and warfare is fairly extensive, but 
because of its significant role as a channel for conveying information and communicating, it would be hard not to 
consider this medium one of the most important tools of hybrid warfare as well. In an age of various conflicts and 
wars all over the globe, the “militarization of the Internet” has become a sign of our times, and even the law has 
been unable to set any limits to this phenomenon so far.

The Internet as a Component of Hybrid Warfare – Selected Case Studies

Using the example of the war with Islamic State (IS), Łukasz Skoneczny states that there are three main ways in 
which this Salafist terrorist organization uses modern means of communication, including the Internet, to wage 
hybrid warfare. Social networking sites are primarily used for sharing various electronic and visual materials, which 
include:

“films on how to construct bombs, rockets, handle weapons, etc.;
propaganda materials which: threaten terrorist attacks; encourage new members to join the organization and fight 
on its side in the Middle East; call for individual terrorist attacks; show films and photographs of executions of 
“infidels”, etc.;
online magazines addressed at Western, Russian, and Turkish readers, which contain extremist and religious con-
tent and describe living conditions in IS-occupied territories as an incentive for other radical followers of Islam to 
go there”.21

In addition, the Internet and other media have been used by Islamic State to direct attacks against its opponents, 
to conduct propaganda operations, and to construct a narrative in which Islamic State is fighting the Israel Defense 
Forces (IDF) and invariably wins.22

It appears that a “milder” form of the “militarization of the Internet” and of propaganda warfare can be discerned 
in Ukraine. This is mainly reflected in propaganda materials created by journalists that are made available and 
distributed through the Sputnik international network of information portals, which is sponsored by the Kremlin.23 
According to Konrad Wysocki, “Russia, through its mercenaries and terrorists, spreads lies and false information 
about the situation in Donbass, and also exploits loyal media for this purpose. Hybrid warfare involves massive 
hacker attacks against strategic facilities and government systems in foreign countries as well”.24 On the other 
hand, Daniel Ventre writes that the crisis in Ukraine is accompanied by diverse operations in cyberspace (and in in-

18	 	Dąbrowska,	J.	(2016)	“Jak	social	media	się	zmilitaryzowały?”.	Public	Relations,	http://publicrelations.pl/rola-social-mediow-w-wojnie-hybry-
dowej-cz-2/,	accessed:	5	September	2016.

19	 	Gunneriusson,	H.	and	Ottis,	R.	(2015)	“Cyberspace	from	the	Hybrid	Threat	Perspective”	in	J.	Ryan	(ed.)	Leading	Issues	in	Cyber	Warfare	and	
Security:	for	Researchers,	Teachers,	and	Students.	Reading,	UK:	Academic	Conferences	and	Publishing	International	Limited,	p.	29.

20	 	Skoneczny,	op.	cit.,	p.	41.
21	 	Skoneczny,	op.	cit.,	p.	48.
22	 	Murray,	W.	and	Mansoor,	P.	R.	(eds)	(2012)	Hybrid	Warfare:	Fighting	Complex	Opponents	from	the	Ancient	World	to	the	Present.	New	York:	

Cambridge	University	Press,	p.	15.
23	 	Szczepaniuk,	C.	(2016)	“Dziwna	wojna	na	Ukrainie	przykładem	wojny	hybrydowej”.	Centrum	Inicjatyw,	http://blog.centruminicjatyw.org/2015/03/

wojna_hybrydowa/,	accessed:	5	September	2016.
24	 	Wysocki,	K.	(2016)	“Wojna	hybrydowa	największym	zagrożeniem	dla	Europy”.	Gazeta	Polska,	http://gpcodziennie.pl/43657-wojnahybrydowana-

jwiekszymzagrozeniemdlaeuropy.html,	accessed:	17	September	2016.
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formation space) undertaken by both the Russian and Ukrainian sides, such as attacks against telecommunications 
and telephone networks, phishing and hacking attacks against enemy websites and servers using malware (e.g. 
Snake, etc.), taking down government websites, and the use of social networking sites such as Facebook, Twitter, 
and others to carry out propaganda campaigns.25

Tools typical of the “militarization of the Internet” in the Russian-Ukrainian conflict also include websites that 
contain untrue information that subsequently finds it way into the traditional media and/or websites and is spread 
by them, the use of false evidence, and the aforementioned “Internet trolls” and “pseudoblogs”.26 These tools make 
it possible to add comments and share false information using certain templates. Another tool used in the conflict 
was the “Snake” virus, which, according to Cezary Szczepaniuk, “was probably used for espionage and to disrupt 
the operation of IT systems”.27

An example of the militarization of the media and the Internet was the coup attempt in Turkey on 15 July 2016 
as described by Justyna Dńbrowska: “Within an hour, the entire world watched clashes between the military and 
President Erdońan on Twitter, Periscope, and Facebook. We could read the latest news and see the developments 
in the streets of Ankara as they unfolded on our smartphone screens. It was as if we were there, but in fact our 
participation was limited to commenting, retweeting, and watching the streams. On 15 July, we saw clearly how 
social media had become an arena of warfare”.28

Other operations that are part of the “militarization of the Internet” during hybrid warfare include hacker attacks 
against a country’s IT infrastructure (cyberattacks), spamming, “information fog”, publishing content based on 
speculation, creating fake blogs, vlogs, and websites in order to sway public opinion, and reporting content and 
publications that are not in line with the attackers’ point of view as abusive to website administrators.29

When analysing the tasks and role of the Internet and modern technologies in modern warfare, the issue of so-
called “cyberwarfare” emerges. Undoubtedly, the Internet, social networking sites, and other aforementioned 
communication tools have become part of cyberwarfare, although certain features that are common with hybrid 
warfare can be identified as well.

To sum up: the Internet and modern media are extremely important elements of communication (and communica-
tion channels) in the modern world. They also facilitate the conduct of warfare, including hybrid warfare. To quote 
Witold Orłowski: “In today’s world, you can bring an enemy state to its knees by attacking its system of informa-
tion flow. Without computers or the Internet, banks and stock exchanges would immediately come to a standstill, 
credit cards would become just pieces of plastic, transport would be paralysed, and complete blackout would 
follow”.30 Certainly, were it not for the Internet, hybrid warfare would be fought in a completely different fashion.

Economic Subversion in Hybrid Warfare vs Economic Warfare

This concept of slow but steady action has resulted in a violation of sovereignty and has become part of the strategic 
landscape that has been well known in Russia for quite some time. … Sometimes this involves more open and obvious 
actions, and sometimes the moves are more subtle – this is warfare that uses the economy and sometimes cyberat-
tacks that are carried out under the guise of actions by independent activists.31

Economic subversion is part of the definition of hybrid warfare and an inherent element of such warfare. The 

25	 	Ventre,	D.	(2016)	Information	Warfare.	London:	Wiley-ISTE,	p.132.
26	 	Mitu,	D.	E.	(2016)	“Information	and	Hybrid	Warfare:	Intelligence	Challenges,	Intelligent	Response	in	N.	Iancu,	A.	Fortuna,	and	C.	Barna	(eds)	Coun-

tering	Hybrid	Threats.	Amsterdam:	IOS	Press,	p.	62.
27	 	According	to	the	author,	“the	Russian	espionage	virus	attacked	84	public	administration	websites,	including	those	of	the	Prime	Minister	of	

Ukraine,	defence	industry	companies,	and	the	diplomatic	service.	A	month	earlier,	on	the	day	of	May	presidential	election,	the	Russians	carried	
out	a	cybersabotage	campaign	against	the	Central	Electoral	Commission	website.	This	attack,	which	was	the	work	of	“CyberBerkut”,	was	meant	to	
take	down	the	website,	making	the	outcome	of	the	election	unavailable	and	thus	destabilizing	the	country	on	the	day	of	the	presidential	election.	
Several	smaller	attacks	were	carried	out	by	the	Russian	“Quedagh”	group,	using	a	tool	called	Black	Energy.	Cyberwarfare	may	also	have	a	lighter	
dimension,	such	as	that	described	by	the	Infosec	Institute.	According	to	this	research	centre,	the	Russians	are	recruiting	and	training	“a	new	
army	of	Internet	trolls”,	whose	task	is	to	change	the	perception	of	the	invasion	of	Ukraine.	These	trolls	write	blogs	and	comments	in	which	they	
praise	Russia	and	denigrate	Ukraine;	they	also	take	part	in	discussions	on	major	Western	media	sites	such	as	Fox	News,	Huffington	Post,	The	
Blaze,	and	Politico.	After:	Szczepaniuk,	op.	cit.

28	 	Dąbrowska,	op.	cit.
29	 	Ibid.
30	 	After:	Bania,	op.	cit.,	p.	186.	Cf.:	Orłowski,	W.	(2016)	“Czy	możliwe	są	wojny	ekonomiczne?”.	Gazeta	Wyborcza,	http://wyborcza.

pl/1,75248,7060163,Czy_mozliwe_sa_wojny_ekonomiczne_.html,	accessed:	7	September	2016.
31	 	Banasik	and	Parafianowicz,	op.	cit.,	p.	11.
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manner in which it manifests itself was discussed by, among others, Kevin G. Coleman in 200832, Martin C. Libicki 
in 201133, and Sergei G. Chekinov and Sergei A. Bogdanov in 201334. The first author understands economic sub-
version in hybrid warfare as “inflicting economic harm”, the second links it to corruption, and the last two authors 
point to the use of so-called economic measures in hybrid warfare. 

Simplifying somewhat, one can assume that economic subversion (or sabotage) consists of “sabotage or propagan-
da operations conducted in the enemy’s territory in order to disrupt its war effort” or “insidious activity aimed at 
disrupting the economy of a state”.35 It is also among the elements (components) that are included in the definition 
of hybrid warfare.

It is difficult to unambiguously determine the relationship between the two terms used in the literature on the 
subject: “economic subversion in hybrid warfare” and “economic warfare”. “Economic warfare” is understood as 
“economic and military actions aimed at weakening or destroying the opponent’s defensive and economic capa-
bilities”.36 According to Krzysztof M. Ksińńopolski, economic warfare is based on the use of different tools that 
affect the targeted state’s economy and result in changes in the activities undertaken by relevant entities that are 
conducive to the achievement of the goals set by the state that unleashes such economic warfare.37

Essentially, the semantic scope of the terms “economic warfare” and “economic subversion in hybrid warfare” 
appears to be similar; nevertheless, a potential difference may be the context in which these two terms are used. 
In the present author’s view, the concept of “economic subversion in hybrid warfare” is considered narrower in its 
scope than “economic warfare”, although the individual components of both concepts are similar. This primarily 
concerns the set of economic tools (means of economic pressure) used in hybrid warfare, which is essentially the 
same as the instruments typical of economic warfare. Economic warfare is implicitly perceived as an organized mili-
tary and/or non-military struggle between states or nations that has an economic and financial background. Unlike 
economic subversion, it is generally an operation “in itself” (i.e. it is not a component of hybrid warfare). Hence, 
there is no need to refer to other accompanying conditions or operations.

Witold Orłowski states that economic wars have been fought since the dawn of history, which is why they are 
divided into different generations; the instrument of trade policy most frequently used when waging such wars 
was the imposition of high import tariffs on the attacked country, resulting in a reduction in that country’s global 
output.38 Economic subversion in hybrid warfare is a relatively recent development – such measures have been 
used since the term “hybrid warfare” entered widespread use.

Examples of first-generation economic wars include the ban on imports of Polish coal and the increase in tariffs 
on other goods imposed by Germany in 1925 or the ban imposed by Russia on the import of wine from Moldo-
va and Georgia. Second-generation economic wars involve preventing the attacked country from obtaining raw 
material supplies; examples include the oil embargo imposed in 1973 by the Arab states on Western countries that 
supported Israel, threats to discontinue supplies of crude oil and natural gas made in 1980-1981 by the Soviet 
Union against Poland, or the current conflict between the Russian Federation and Ukraine, which is dependent on 
supplies of Russian gas. Third-generation economic warfare involves an attack on the financial system of an enemy 
country and cutting it off access to foreign exchange. One example of such an operation is the mass production 
of counterfeit pound notes by the Nazis, which were meant to flood the British financial market and cause havoc 
and chaos in the economy. Another excellent example of such measures is the so-called draining of Soviet foreign 
exchange reserves in the 1980s by the United States, which manifested itself in an “expensive arms race, the USSR 
being cut off from new loans, and the paralysis of plans to build huge Siberian gas pipelines that were supposed to 
boost Soviet exports”.39

32	 	Coleman,	K.	G.	(2016)	“The	Cyber	Arms	Race	Has	Begun”.	CSO	Online,	http://www.csoonline.com/article/2122 353/critical-infrastructure/cole-
man--the-cyber-arms-race-has-begun.html,	accessed:	12	September	2016.

33	 	Libicki,	M.	C.	(2011)	“Sub	Rosa	Cyber	War”	in	K.	Geers	(ed.)	Cryptology	and	Information	Security	Series.	Volume	3:	The	Virtual	Battlefield:	Perspec-
tives	on	Cyber	Warfare.	Amsterdam:	IOS	Press,	pp.	53-65.

34	 	Wojnowski,	M.	(2015)	“Koncepcja	‘wojny	nowej	generacji’	w	ujęciu	strategów	Sztabu	Generalnego	Sił	Zbrojnych	Federacji	Rosyjskiej”.	Przegląd	
Bezpieczeństwa	Wewnętrznego	13:	16.	Cf.:	Chekinov,	S.	G.	and	Bogdanov,	S.	A.	(2013)	“The	Nature	and	Content	of	a	New	Generation	War”.	Mili-
tary	Thought	4:	12-23.

35	 	Słownik	języka	polskiego,	http://sjp.pwn.pl/szukaj/dywersja.html,	accessed:	22	September	2016.
36	 	Bomba,	A.	and	Kubisiak,	P.	A.	(2012)	“Wojna	ekonomiczna	i	jej	skutki	społeczne”.	Zeszyty	Naukowe	WSOWL	3:	49.
37	 	Księżopolski,	K.	M.	(2013)	“Wojny	ekonomiczne	w	stosunkach	międzynarodowych”	in	M.	Bodziany	(ed.)	Społeczeństwo	a	wojna.	Paradoks	wojny	

we	współczesnym	ładzie	międzynarodowym.	Wrocław:	Wydawnictwo	Wyższej	Szkoły	Oficerskiej	Wojsk	Lądowych	im.	Generała	Tadeusza	Kościusz-
ki,	p.	41.

38	 	Orłowski,	W.	(2016)	“Czy	możliwe	są	wojny	ekonomiczne?”.	Gazeta	Wyborcza,	http://wyborcza.pl/1,75248,7060163,Czy_mozliwe_sa_wojny_eko-
nomiczne_.html,	accessed:	16	September	2016.

39	 	Ibid.
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These types and examples of economic warfare (classified according to the means of economic pressure applied) 
are essentially the same as those encountered in connection with economic subversion in hybrid warfare. Thus, it 
may be concluded that the boundary between “economic warfare” and “economic subversion in hybrid warfare” is 
fluid, and in fact some authors disregard it completely.

Economic Tools Used in Hybrid Warfare – the Example of Ukraine

The economic tools used in hybrid warfare can be categorized according to different criteria. One of them is the 
so-called “military” criterion, which is the most functionally-oriented division of the economic tools used in hybrid 
warfare. It classifies those tools as either military (i.e. non-conventional and strictly military) or non-military (i.e. 
administrative, legal, diplomatic, and strictly economic).40 Selected economic tools used in hybrid warfare are pre-
sented in Table 1.

Table 1. Selected Economic Tools Used in Hybrid Warfare
Economic tools of hybrid warfare

Non-military Military

Administrative measures Diplomatic measures Economic measures Unconventional measures Strictly military measures

export embargos
import embargos
administrative repression
political pressure
creation of “blacklists”
preventive procurement

political pressure
boycotts
propaganda 

traditional tariff-based
traditional non tariff-based
financial / currency-related
corruption
lobbying
economic sanctions

counterfeiting money
international economic crime
escalating armament spirals
destabilization policy

strategic occupation of 
spheres of industry
attacks on merchant fleets, 
economic facilities, and 
technical, economic, and 
defence infrastructure

hostile takeovers
speculative attacks on stock exchanges
takeovers of assets
asymmetries in access to information
stock exchange manipulation
excessive leveraging
virtual assets
manipulating the value of money (price manipulation)
currency issue with no coverage in goods or services
counterfeiting currency
manipulation of the price of gold and silver
attacks on the banking system
support for the black economy

business intelligence
economic blockades
diversion
sabotage

Source: prepared by the author on the basis of: Bomba and Kubisiak, op. cit., p. 51; Nowak, M. (2016) “ńwiatowe 
Wojny Ekonomiczne?”. Przeglńd Finansowy, http://www.przeglad-finansowy.pl/2009/11/swiatowe-wojny-eko-
nomiczne.html, accessed: 14 September 2016.

The reader should note that the arsenal of possible tools is actually much more extensive than the table suggests 
and that each of them can be used to wage economic warfare. In addition, many of the economic tools used in hy-
brid warfare are anonymous. As a rule, they are similar to the tools typical of state interventionism, especially in a 
market economy where the state only acts as a night watchman, or they may be related to the nature and particu-
lar features of market processes in the modern world. It is also worth noting that the initiators and “beneficiaries” 
who use economic tools in political and economic rivalry may include international corporations as well as financial 
sector institutions (including banks), although the actions of such entities hardly fit within the concept of “hybrid 
warfare”.41

40	 	Księżopolski,	op.	cit.,	p.	42.	Cf.:	Frejtag-Mika,	E.,	Kołodziejak,	Z.	and	Putkiewicz,	W.	(1996)	Bezpieczeństwo	ekonomiczne	we	współczesnym	świecie.	
Radom:	Wydawnictwo	Politechniki	Radomskiej,	pp.	125-126.

41	 	Cf.:	Rojek,	A.	(2016)	“Wojna	gospodarcza”.	Głos,	http://glos.com.pl/Archiwum_nowe/Rok%202005/002/strona/wojna_gospodarcza.html, 
accessed:	14	September	2016.
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When analysing the economic measures used in hybrid wars involving Islamic State, Libya, Israel, and the Russian 
Federation, it should be noted that these were of particular importance in the case of Russia.

Keeping Ukraine within the Russian Federation’s sphere of influence is related to Russia’s wish to preserve the 
status quo in the geo-economic framework.42 Joanna Hyndle-Hussein notes that for many years Russia has sought 
to maintain its influence in the Baltic states and its presence in various spheres of political and economic life. The 
author writes about information warfare and economic pressure manifested in, among others, control over tran-
sit and energy infrastructure, blockades of raw material supplies, inflation of gas prices, political corruption, and 
cooperation between the political elites and Russian business, which results in a deteriorating sense of security.43 
Simona ńuńuianu and Nelu Bńrlń argue, in turn, that the war in Ukraine was preceded by long-standing Russian 
preparations: both military (combining economic intelligence and attacks on facilities) and non-military, i.e. eco-
nomic and information pressure as well as subversive political manoeuvring.44

The trade war against Ukraine chiefly involved unjustified increases in natural gas prices (the so-called gas wars of 
2006 and 2009), the export blockade of 2013, and the use of the Russian financial and banking system to destabi-
lize the Ukrainian currency and monetary system and engage in currency speculation.45 As a result of the Russian 
Federation’s response to Western actions concerning Ukraine, which involved economic sanctions, and also as a 
result of the Russians manipulating information, the treaties and agreements that underpin security in Europe have 
been undermined.46

Conclusion

Both the definitions and the characteristics of hybrid warfare are still in flux and will probably continue to evolve 
over the coming years. There are many objections to the term “hybrid warfare” itself, which has many synonyms in 
the literature, e.g. “hybrid operations”, “smart warfare”, “cyberwarfare”, “propaganda warfare”, and “information 
warfare”. In fact, these names do not reflect the essence of hybrid warfare; they provide only fragmentary defini-
tions, or otherwise go beyond its scope.

Economics and technology are important aspects of hybrid war, and their relative proportions and significance 
depend on the purpose and nature of the conflict. While the systematic use of economic tools in hybrid warfare 
has been chiefly the preserve of countries that enjoy a favourable geopolitical situation (e.g. the Russian Federa-
tion, despite the fact that its goal is to block Ukraine’s integration with the European Union and NATO), modern 
technologies and communication tools are used in hybrid warfare that focuses on achieving non-economic goals 
(e.g. the construction of a global Islamic caliphate by the Islamic State). In future, these differences may disappear. 

Economic warfare or the use of economic tools in hybrid warfare have a number of consequences – economic, 
social, and political. The most important among these are a deterioration in the attacked country’s economy, which 
results in a decline in various economic indicators that reflect economic growth (GDP, GNP, output growth rate, 
exports and imports, etc.) and thus also a decline in the country’s international economic position, the need to look 
for new sources of raw materials, the destabilization of political and economic relations, decreased social trust, 
higher dissatisfaction, etc. In the case of the conflict in Ukraine, high tariffs, embargos, and threats to cut off sup-
plies were among the main economic tools used in hybrid warfare.

Technological tools used in cyberspace contribute to disrupting the functioning of the target state. Whereas Russia 
launches various propaganda and information operations in order to build a positive image for itself and to em-
phasize its role in ensuring the stability of the international system, in the case of Islamic State technological tools 
(the Internet and modern information distribution channels) serve mainly information and instruction purposes in 
connection with the hybrid warfare being waged.

42	 	Cf.:	Jastrzębska,	O.	(2015)	“Geoekonomiczne	motywy	działań	Rosji	względem	Ukrainy”.	Ante	Portas	–	Studia	nad	Bezpieczeństwem	2	(5):	141.
43	 	Hyndle-Hussein,	J.	(2015)	“Państwa	bałtyckie	wobec	konfliktu	na	Ukrainie”.	Komentarze	OSW	158:	1.
44	 	Ţuţuianu,	S.	and	Bĭrlă,	N.	(2016)	“Reestablishing	a	Fault	Line	Between	Europe’s	East	and	West.	Russia’s	‘Hybrid	War’	and	How	Should	NATO	

Respond”	in	I.	Chifu	and	S.	Ţuţuianu	(eds)	Torn	Between	East	and	West:	Europe’s	Border	States.	London:	Routledge,	p.	227.
45	 	Ţuţuianu	and	Bĭrlă,	op.	cit.,	p.	227.
46	 	Fryc,	M.	(2015)	“Polska	strategia	obronności	wobec	zagrożenia	militarnego	z	elementami	‘wojny	hybrydowej’”.	Bezpieczeństwo	Narodowe	I:	61-

62. 
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ABSTRACT

Both the definitions and the characteristics of hybrid warfare are still in flux and will probably continue to evolve 
over the coming years. Economics and technology are important aspects of hybrid war, and their relative propor-
tions and significance depend on the purpose and nature of the conflict. While the systematic use of economic 
tools in hybrid warfare has been chiefly the preserve of countries that enjoy a favourable geopolitical situation 
(e.g. the Russian Federation), modern technologies and communication tools are used in hybrid warfare that focus-
es on achieving non-economic goals (e.g. the construction of a global Islamic caliphate by the Islamic State).

The use of economic tools in hybrid warfare has a number of consequences that are not only economic but also 
social and political: a deterioration in the attacked country’s economy, a decline in exports, and the destabilization 
of political and economic relations. Technological tools used in cyberspace also contribute to disrupting the func-
tioning of the target state. Whereas Russia launches various propaganda and information operations in order to 
build a positive image for itself and to emphasize its role in ensuring the stability of the international system, in the 
case of Islamic State technological tools (the Internet and modern information distribution channels) serve mainly 
information and instruction purposes in connection with the hybrid warfare being waged.
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ASSESSMENT OF HYBRID ACTIVITIES OF THE RUSSIAN  
FEDERATION IN THE UKRAINIAN CONFLICT IN THE LIGHT OF 
DOMESTIC AND INTERNATIONAL LAW 
 
HISTORICAL RIGHTS TO TERRITORY

Introduction
The theory of hybrid warfare developed in the United States since the nineties of the 20th century has significantly 
changed the perception of the contemporary armed conflicts1. The initial phase of defining that concept ended in 
the first decade of the 21st century and was finally reflected in the National Military Strategy of the United States 
of America 20152. Hybrid conflict is defined as a conflict where actors blend techniques, capabilities, and resources 
to achieve their objectives3. A significant contribution to the development of the concept of “hybrid warfare” and 
related “hybrid threats” had Frank G. Hoffman – a former officer of the US Army. In his subsequent publications, 
he perfected the theory of hybrid warfare and hybrid threats4 describing “hybridity” as a combination of many 
variants and models of combat. Hybrid conflicts can be conducted both by states and non-state actors blending 
diverse methods of warfare, including conventional capabilities, irregular tactics, irregular formations as well as 
terrorist acts5, including indiscriminate violence and criminal activity. Hybrid operations can be conducted by single 
formations or bigger groupings within one main battlefield to achieve the synergy effect. Apart from the use of 
modern technologies and guerilla warfare tactics a significant role plays criminal activity intensifying chaos and 
decomposition of the attacked state6.
The intellectually inspiring concept of hybrid warfare was reflected in the strategy of the Russian Federation in the 
Ukrainian conflict7. According to the Chief of the General Staff of the Russian Federation Armed Forces, General 
Valery Gerasimov the rules of war have significantly changed in favour of nonmilitary means. In the 21st century 
the focus of applied methods of conflict has altered in the direction of the broad use of political, economic and 
humanitarian measures applied in coordination with the protest potential of the population of the conflict area. 
Wars are no longer formally declared. The lines between the states of war and peace are blurring. The role of mo-
bile, mixed-type groups of forces that no longer get engaged into the frontal actions against the enemy has been 
strengthened8.
Hybrid warfare in the Russian-Ukrainian conflict and its impact on the European security have become the subject 
of the 51st (2015)9 and 52nd Munich Security Conference (2016)10. Hybrid warfare that blends conventional and 
unconventional tools of warfare entails:
1. information warfare and propaganda;
2. support of local unrest;

1	 	A	critical	analysis	of	the	American	concept	of	“hybrid	warfare”	presents:	A.	Gruszczak,	Hybrydowość	współczesnych	wojen	–	analiza	krytyczna,	
[in:]	Asymetria	i	hybrydowość	–	stare	armie	wobec	nowych	konfliktów,	ed.	W.	Sokała,	B.	Zapała,	Biuro	Bezpieczeństwa	Narodowego,	Warsaw	
without	date,	at	9	et	seqq.

2	 	M.	A.	Piotrowski,	Konflikt	nigdy	nie	jest	prosty:	amerykańska	teoria	i	doktryna	wojen	oraz	przeciwników	hybrydowych,	“Sprawy	Międzynarodowe”,	
2015,	no.	2,	at	7	and	21.

3	 	The	National	Military	Strategy	of	the	United	States	of	America	2015	<http://www.jcs.mil/Portals/36/	Documents/Publications/2015_National_Mili-
tary_Strategy.pdf>	(visited:	30.09.2016).

4	 	See:	F.	G.	Hoffman,	J.	N.	Mattis,	Future	Warfare:	The	Rise	of	Hybrid	Wars,	“Proceeding	Magazine”,	2005,	vol.	132,	no.	11,	at	18-19	<http://milnew-
stbay.pbworks.com/f/MattisFourBlockWarUSNINov2005.pdf>	(visited:	28.09.2016);	F.	G.	Hoffman,	Hybrid	Warfare	and	Challenges,	“Joint	Force	
Quarterly”,	2009,	no.	52,	p.	34	et	seqq.;	idem,	Hybrid	Threats:	Reconceptualizing	the	Evolving	Character	of	Modern	Conflict,	Institute	for	National	
Strategic	Studies,	National	Defense	University,	“Strategic	Forum”,	2009,	no.	240,	at	5	<https://www.files.	ethz.ch/isn/98862/SF240.pdf>	(visited:	
28.09.2016);	idem,	Conflict	in	the	21st	Century:	The	Rise	of	Hybrid	Wars,	Potomac	Institute	for	Policy	Studies,	Arlington,	Virginia	2007,	at	28-30	
<ht	tp://www.potomacinstitute.org/images/stories/publications/potomac_hybridwar_0108.pdf>	(visited:	28.09.2016);	idem,	On	Not-So-New	
Warfare:	Political	Warfare	vs	Hybrid	Threats	<http://warontherocks.	com/2014/07/on-not-so-new-warfare-political-warfare-vs-hybrid-threats/>	
(visited:	28.09.2016).

5	 	See:	K.	Rękawek,	P.	Tanchak,	“Nie	tylko	dla	orłów”.	Czy	terroryście	sięgają	po	hybrydowość?,	“Sprawy	Międzynarodowe”,	2015,	no.	2,	at	57	et	seqq.
6	 	Ł.	Skoneczny,	Wojna	hybrydowa	–	wyzwanie	przyszłości?	Wybrane	zagadnienia,	“Przegląd	Bezpieczeństwa	Wewnętrznego”	–	Wojna	hybrydowa	

WYDANIE	SPECJALNE,	2015,	no.	12	(7),	at	42	<http://www.	abw.gov.pl/pl/pbw/publikacje/przeglad-bezpieczenstwa-4/1213,Przeglad-Bezpiec-
zenstwa-Wewnetrznego-WYD	ANIE	SPECJALNE.html>	(visited:	30.09.2016).

7	 	V.	Gerasimov,	The	Value	of	Science	in	Prediction,	“Military-Industrial	Kurier”,	27	February	2013	<http://vpk-news.ru/sites/default/files/pdf/
VPK_08_476.pdf>,	cited	in:	R.	Coalson,	Top	Russian	General	Lays	Bare	Putin’s	Plan	for	Ukraine,	“The	Huffington	Post”,	2	September	2014	<http://
huff.to/1CmQRoc>	(visited:	30.09.2016);	Hybrid	Warfare:	Who	Is	Ready?,	Munich	Security	Report	2015,	at	35	<http://www.eventanizer.	com/
MSC2015/MunichSecurityReport2015.pdf>	(visited:	30.09.2016);	own	translation.	

8	 	Ł.	Skoneczny,	op.	cit.,	at	43-44.
9	 	Munich	Security	Report	2015:	Collapsing	Order,	Reluctant	Guardians?,	at	34	et	seqq.	<http://ww	w.eventanizer.com/MSC2015/MunichSecuri-

tyReport2015.pdf>	(visited:	01.10.2016).
10	 	Munich	Security	Report	2016:	Boundless	Crises,	Reckless	Spoilers,	Helpless	Guardians,	at	24	et	seqq.	<http://report.securityconference.de/.>	

(visited:	01.10.2016).
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3. diplomacy and economic warfare;
4. cyber attacks;
5. use of irregular forces;
6. use of special forces;
7. use of regular military forces. 

At the federal state level the catalogue of hybrid threats listed in the latest “Concept of Civil Defence” (Konzeption 
Zivile Verteidigung (KZV)) of 24 August 2016 developed by the Ministry of Internal Affairs of the Federal Republic 
of Germany entails the following elements:
a. variety of open and covered attacks;
b. combination of conventional and irregular forces / capabilities;
c. combination of military and civil means;
d. focus on sensitive infrastructure as target of attacks;
e. lack of transparency in relations to potential loss scenarios;
f. difficult identification and assignment;
g. short periods of early warning or their complete lack11. 

At the international level the list of actions in response to hybrid threats is defined, among others, in the “Joint 
communication of the European Parliament and the Council – Joint Framework on countering hybrid threats. A Eu-
ropean Union response” of 6 April 201612 and in the “Strategy of countering hybrid threats” adopted in December 
2015 by the foreign ministers of the NATO member states13.
As far as the Russian-Ukrainian conflict is concerned, the situation is unprecedented, as the aggressor has military 
and financial resources that significantly exceed the potential of Ukraine. The Russian Federation can transfer 
the conflict to the conventional level at any time, if it serves its interests. The following phases of conflict can be 
observed: I – internal riots, II – annexation of the Crimean Peninsula and Sevastopol by the Russian Federation, 
III – rebellion in the Donetsk and Luhansk regions stabilized by the Minsk Agreement. Since the end of 2013 the 
Russian activities in Ukraine are deliberately extended in time in order to be able to respond flexibly according to 
the developments. A step-by-step approach of the Russian Federation to the Ukrainian conflict has produced the 
intended effect in the form of a polarization of the international public opinion14. 

The Russian actions in the Ukrainian conflict entail the following attributes typical for hybrid methods: 
1. asymmetry;
2. activity below the threshold of war;
3. ambiguity;
4. warfare through intermediaries / irregularity;
5. information warfare;
6. psychological warfare;
7. economic warfare;
8. synergy effect and non-standard actions15.

The nonmilitary methods of hybrid warfare include: economic pressure, high activity of special forces, offensive 
actions in cyberspace as well as multi-directional actions in cyberspace16. The main weapon used by the Russian 
Federation during the annexation of the Crimean Peninsula were activities aimed at the ideological subversion as 
well as means of the so-called reflexive management, i.e. all techniques of manipulation and social control, includ-
ing power methods (force, compulsion, pressure, fear) as well as information and psychological methods (propa-
ganda, disinformation)17. The victim of such an aggression had no opportunity to oppose it, since the annexation of 

11	 	Konzeption	Zivile	Verteidigung	(KZV),	Bundesministerium	des	Innern,	24.08.2016,	at	13-14	<https://	www.bmi.bund.de/SharedDocs/Downloads/
DE/Broschueren/2016/konzeption-zivile-verteidigung.pdf?__blob=	publicationFile>	(visited:	02.10.2016).

12	 	Joint	communication	of	the	European	Parliament	and	the	Council	–	Joint	Framework	on	countering	hybrid	threats.	A	European	Union	response,	
European	Commission,	High	Representative	of	the	Union	for	Foreign	Affairs	and	Security	Policy,	Brussels	6.4.2016,	JOIN(2016)	18	final	<http://
eur-lex.europa.eu/legal-content/PL/TXT/?uri=CELEX%3A52016JC0018>	(visited:	03.10.2016).

13	 	Cited	in:	Konzeption	Zivile	Verteidigung	(KZV),	at	14.	More	about	NATO’s	response	to	hybrid	threats	see:	NATO’s	Response	to	Hybrid	Threats,	
ed.	G.	Lasconjarias,	J.	A.	Larsen,	NATO	Defense	College,	Forum	Paper	24,	2015,	passim	<https://www.files.ethz.ch/isn/195405/fp_24.pdf>	(visited:	
03.10.2016);	Hybrid	Warfare:	NATO’s	New	Strategic	Challenge?,	NATO	Parliamentary	Assembly,	Defense	and	Security	Committee,	Draft	General	
Report,	Julio	Miranda	Calha	(Portugal),	General	Rapporteur,	166	DSC	15	E,	August	2015,	passim	<http://www.nato-pa.int/default.asp?SHORT-
CUT=3778>	(visited:	03.10.2016).

14	 	K.	Wąsowski,	Istota	i	uniwersalność	rosyjskiego	modelu	wojny	hybrydowej	wykorzystanego	na	Ukrainie,	“Sprawy	Międzynarodowe”,	2015,	no.	2,	
at	47-49.	

15	 	Ibidem,	at	46-47.
16	 	Ł.	Skoneczny,	op.	cit.,	at	47.
17	 	M.	Wojnowski,	Mit	“wojny	hybrydowej”.	Konflikt	na	terenie	państwa	ukraińskiego	w	świetle	rosyjskiej	myśli	wojskowej	XIX-XXI	wieku,	“Przegląd	
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the territory (here: Crimea) took place with the participation of the Ukrainian citizens who had been subject to the 
appropriate psychological and information intoxication18.
Moreover, the supporters of the annexation of the Crimean Peninsula by the Russian Federation argue in favour 
of “centuries-old bonds between Crimea and Russia”. To assess the relevance of this argument, it is justified to 
present the factual history of the Crimean Peninsula and its population, including the development of the Crimean 
Tatar nation in that territory and its relations with Russia over the centuries. It is also vital to present the national 
and international regulations relating to territorial claims as a basis for incorporation of territory. 

Address by President Vladimir Putin to the Federal Assembly of the Russian Federation of 18 
March 2014 
The key arguments for the activities of the Russian Federation in the Ukrainian conflict are included in the address 
by President Vladimir Putin to the Federal Assembly of the Russian Federation of 18 March 2014. A special em-
phasis is put on the historic significance of the Crimean referendum of 16 March 2014 that was held “in full com-
pliance with democratic procedures and international norms”19. More than 82% of the electorate took part in the 
vote. Over 96% of them spoke out in favour of reuniting with Russia. Crimea and Sevastopol symbolise the Russian 
military glory. Crimea is inhabited by different ethnic groups with different cultures and traditions which makes 
it similar to Russia. Russians and Ukrainians, Crimean Tatars and people of other ethnic groups have lived side by 
side in Crimea. Incidentally, the total population of the Crimean Peninsula today is 2.2 million people, of whom 
almost 1.5 million are Russians, 350,000 are Ukrainians who predominantly consider Russian their native language, 
and about 290,000–300,000 are Crimean Tatars, who also lean towards Russia. There was a time when Crimean 
Tatars were treated unfairly, just as a number of other peoples in the USSR, but it’s time to make all the necessary 
political and legislative decisions to finalise the rehabilitation of Crimean Tatars, restore them in their rights and 
clear their good name. Russia has great respect for people of all the ethnic groups living in Crimea and thinks it 
is right for Crimea to have three equal national languages: Russian, Ukrainian and Tatar. Historically Crimea has 
always been an inseparable part of Russia. After the revolution, the Bolsheviks, added large sections of the histor-
ical South of Russia to the Republic of Ukraine. Then, in 1954, a decision was made to transfer Crimean Region to 
Ukraine, along with Sevastopol. This was the personal initiative of the Communist Party head Nikita Khrushchev. 
This decision was made in clear violation of the constitutional norms. Naturally, in a totalitarian state nobody both-
ered to ask the citizens of Crimea and Sevastopol. They were faced with the fact. The transfer of Crimea to Ukraine 
can be interpreted as a kind of atonement for the mass repressions of the 1930’s. This decision was treated as a 
formality of sorts because the territory was transferred within the boundaries of a single state. Historically Crimea 
and Sevastopol have always been a part of Russian territory20. 

In the mutual relations the Russian Federation has always proceeded according to the principle of good-neigh-
bourly relations hoping that Russian citizens and Russian speakers in Ukraine especially its southeast and Crimea, 
would live in a friendly, democratic and civilised state that would protect their rights in line with the norms of 
international law. Time and time again attempts were made to deprive Russians of their historical memory, even 
of their language and to subject them to forced assimilation. The authorities constituted as a result of the Maidan 
protests have no adequate legitimacy. Moreover, their actions are focused on repressions of their opponents – first 
of all of the Russian-speaking Crimea. In view of this, the residents of Crimea and Sevastopol turned to Russia for 
help in defending their rights and lives. Similar emotions can be observed in Kiev, Donetsk, Kharkov and other 
Ukrainian cities. Abandoning Crimea and its residents in distress would have been betrayal. The residents of Crimea 
for the first time in history were able to peacefully express their free will regarding their own future. However, 
Western Europe and the United States consider those actions as violation of international law. The question arises, 
which international norms have been violated by the Russian Federation? True, the President of the Russian Fed-
eration received permission from the Upper House of Parliament to use the Armed Forces in Ukraine. However, no-
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18	 	J.	Darczewska,	Wojna	informacyjna	Rosji	z	Zachodem.	Nowe	wyzwanie?,	“Przegląd	Bezpieczeństwa	Wewnętrznego”	–	Wojna	hybrydowa	WYDANIE	
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files/?id_plik=2715>	(visited:	04.10.2016);	J.	Darczewska,	The	Anatomy	of	Russian	Information	Warfare.	The	Crimean	Operation.	A	Case	Study,	
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19	 	Address	by	President	of	the	Russian	Federation,	Vladimir	Putin	addressed	State	Duma	deputies,	Federation	Council	members,	heads	of	Russian	
regions	and	civil	society	representatives	in	the	Kremlin,	March	18,	2014,	15:50	<http://en.kremlin.ru/events/president/news/20603>	(visited:	
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20	 	Ibidem.
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body has acted on this permission yet. Russia’s Armed Forces never entered Crimea; they were there already in line 
with an international agreement. They were only enhanced but did not exceed the personnel limit which is set at 
25,00021. As it declared independence and decided to hold a referendum, the Supreme Council of Crimea referred to 
the United Nations Charter, which speaks of the right of nations to self-determination. It should be reminded that 
when Ukraine seceded from the USSR it did exactly the same thing. Moreover, the Crimean authorities referred 
to the well-known Kosovo precedent – a precedent created by western countries in a very similar situation, when 
they agreed that the unilateral separation of Kosovo from Serbia, exactly like in Crimea, was legitimate and did not 
require any permission from the country’s central authorities. Pursuant to Article 2, Chapter 1 of the United Na-
tions Charter, the UN International Court agreed with this approach and made the following comment in its ruling 
of July 22, 2010 stating that “No general prohibition may be inferred from the practice of the Security Council with 
regard to declarations of independence,” and “General international law contains no prohibition on declarations of 
independence”22. In this context one more document should be quoted: the Written Statement of the United States 
America of April 17, 2009, submitted to the same UN International Court in connection with the hearings on Koso-
vo stating that “Declarations of independence may, and often do, violate domestic legislation. However, this does 
not make them violations of international law”23. The United States and Western Europe keep talking that Kosovo 
is some special case. The argument that the conflict in Kosovo resulted in many human casualties is no legal argu-
ment. On the other hand, if the Crimean local self-defence units had not taken the situation under control, there 
could have been many casualties as well24.

They keep talking of some Russian intervention in Crimea, some sort of aggression. It is difficult to recall a single 
case in history of an intervention without a single shot being fired and with no human casualties. The so-called 
“colour” revolutions take place in those nations, where people are sick of tyranny, poverty, and the lack of pros-
pects25. That’s the result of imposing standards that do not in any way correspond to their way of life, traditions, 
or these peoples’ cultures. Instead of democracy and freedom, there is chaos. The best example are the presiden-
tial elections in Ukraine in 2004 held in violation of the procedure defined in the constitution. In its actions the 
Russian Federation has never intended to harm the Ukrainian people respecting its territorial integrity. Russia does 
not want to divide Ukraine. Crimea was and remains a Russian, Ukrainian, and Crimean-Tatar land. It is historical 
legacy and an important factor of stability in the region. And this strategic territory should be part of a strong and 
stable sovereignty, which today can only be Russian. There are millions of Russians living in Ukraine. The Russian 
Federation will always defend their interests using political, diplomatic and legal means. But it should be above all 
in Ukraine’s own interest to ensure that these people’s rights and interests are fully protected. This is the only way 
to maintain stability and territorial integrity of Ukraine26.
The most recent public opinion surveys conducted in Russia show that 95% of people think that Russia should 
protect the interests of Russians and members of other ethnic groups living in Crimea. More than 83% think that 
Russia should do this even if it will complicate its relations with some other countries. A total of 86% of people see 
Crimea as still being Russian territory and part of Russian lands. Almost 92% support Crimea’s reunification with 
Russia, which corresponds exactly with the result in Crimea’s referendum. In accordance with the people’s will, it 
is legitimate to request the Federal Assembly to adopt a Constitutional Law on the creation of two new constituent 
entities within the Russian Federation: the Republic of Crimea and the city of Sevastopol, and to ratify the appro-
priate treaty27.

Russia’s historical right to Crimea 
The Crimean Peninsula was conquered by the Golden Horde in the 13th century28. After the break-up of the Golden 
Horde in 1427 a feudal state, the Crimean Khanate, was established that survived in an unchanged form until 1783, 
i.e. until the annexation by the tsarist Russia. The mass colonization of the peninsula with Russian people is dated 
to the period of reign of tsarina Catherine the Great that initiated a long expulsion and expropriation process of 
the indigenous people of Crimea. The largest influx of Russians into the Crimean Peninsula occurred after 1944. 

21	 	Ibidem.
22	 	See	more:	E.	Dynia,	Uznanie	Kosowa	w	świetle	prawa	międzynarodowego,	[in:]	Prawo	międzynarodowe	i	wspólnotowe	wobec	wyzwań	współcz-

esnego	świata,	ed.	E.	Dynia,	Wydawnictwo	Uniwersytetu	Rzeszowskiego,	Rzeszow	2009,	at	19	et	seqq.;	A.	Potyrała,	Niepodległość	Kosowa	w	
świetle	opinii	doradczej	Międzynarodowego	Trybunału	Sprawiedliwości,	“Środkowoeuropejskie	Studia	Polityczne”,	2010,	no.	3,	at	27	et	seqq.

23	 	Address	by	President	of	the	Russian	Federation.
24	 	Ibidem.
25	 	This	issue	in	the	Ukrainian	context	discribes:	Ł.	Donaj,	Pomarańczowa	Rewolucja	na	Ukrainie	z	trockizmem	w	tle,	“Środkowoeuropejskie	Studia	

Polityczne”,	2005,	no.	2,	at	39	et	seqq.
26	 	Address	by	President	of	the	Russian	Federation.
27	 	Ibidem.
28	 	The	history	of	the	Crimean	Peninsula	describe	in	detail:	V.	Zagórowska,	Status	prawny	Tatarów	krymskich,	Katedra	Ochrony	Praw	Człowieka	i	

Prawa	Międzynarodowego	Humanitarnego,	Uniwersytet	Kardynała	Stefana	Wyszyńskiego,	Warsaw	2015,	passim;	M.	Gołda-Sobczak,	Krym	jako	
przedmiot	sporu	ukraińsko-rosyjskiego,	Wydawnictwo	Naukowe	SILVA	RERUM,	Poznan	2016,	passim.
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Crimea was continuously part of Russia until 1953. In 1954, on the occasion of the 300th anniversary of the Treaty 
of Pereyaslav Crimea was transferred to the Ukrainian Soviet Socialist Republic. After the dissolution of the USSR 
Crimea became the Autonomous Republic of Crimea within newly independent Ukraine. In 1944 the Crimean Tatar 
nation was accused of collaboration with the Nazi occupant. On 18 May 1944 started mass deportations of Crime-
an Tatars to Uzbekistan and other republics of the USSR in Middle Asia29. The specific nature of the Autonomous 
Republic of Crimea results from the establishment of the so-called Soviet nation in the region after the expulsion 
of Crimean Tatars. Crimea became at the same time an exclusive resort for the governing elite of the USSR. Crimean 
Tatars believe that they are indigenous people of Crimea while Russians living in Crimea treat the return of Crime-
an Tatars to Crimea as an action against Russians in Crimea30. It should be noted that unlike other deported nations 
Crimean Tatars were not rehabilitated in 1956. That right was acknowledged only after 1989 due to a growing 
number of returns at the end of the eighties of the 20th century31. 
Since the both nations perceive their affiliation to the Crimean Peninsula in a different way, the region remains a 
hotbed of conflicts with increasing separatist tendencies. Crimean Tatars are a borderland community because they 
live between Russia and Ukraine. Inter-ethnic tensions in Crimea can be observed between Russians and Crimean 
Tatars as well as between Ukrainians and Crimean Tatars. In the history of independent Ukraine there were no 
significant conflicts between Ukrainians and Crimean Tatars unlike Russians who are biased against Tatars32. 
The annexation of Crimea by the Russian Federation raised the concerns among Crimean Tatars about their future. 
On 16 March 2014 Crimean Tatars boycotted the referendum and appealed to the Ukrainian Parliament and other 
Ukrainian bodies to immediately guarantee together with the United Nations (UN), the Organization for Security 
and Co-operation in Europe and the European Union (EU) the free exercise of the right to self-determination by 
Crimean Tatars in their historical territory. In this way the Parliament of the Crimean Tatar People (Mejlis) affirmed 
the sovereignty and independence of Ukraine within its internationally recognized borders and condemned the 
Russian aggression as well as the planned annexation of the peninsula33.
The dominant ethnic group of Russians in Crimea has always been regarded as the one that questions the terri-
torial integrity of Ukraine and serves Russia as a convenient tool for destabilization of Ukraine from outside. The 
key historical elements shaping the collective memory of Crimean Russians are: the conquest of Crimea by Cathe-
rine the Great at the end of the 18th century, the Crimean War 1854-1855, the Defence of Sevastopol in 1941 and 
Crimea liberation in 1944. Moreover, the prevailing view among Ukrainians is that Russians wrongly dominate 
politically and culturally in the Crimean Peninsula appropriating Crimea for their own history, building “Ukraine 
without the Ukrainians” in that territory, and pushing the Ukrainians living there to the cultural niches34.

Ethnic structure of the Ukrainian society 
The first and so far the only all-Ukrainian population census was conducted on 5 December 2001. With the decree 
of the Cabinet of Ministers of Ukraine of 16 December 2015 changing the decree no. 581 of 9 April 2008 the 
conduct of the next All-Ukrainian Population Census has been postponed to 2020 once again. Initially, the census’ 
date provided by the decree was 2011. However, its conduct was postponed in 2010 to 2012, in October 2012 to 
2013, and in September 2013 to 201635.

1. The ethnic structure of the Ukrainian society is very diverse in terms of:
2. nationality (national minorities, nationalities, indigenous peoples, ethnic groups);
3. language (the issue of native language and bilingualism);
4. religion. 

According to the census carried out in December 2001 there are over 130 nationalities in Ukraine. The most numer-
ous nationalities are: Ukrainians (77.8%), Russians (17.3%), Belarusians (0.6%), Moldavians (0.5%), Crimean Tatars 
(0.5%), and Bulgarians (0.4%). The census shows two tendencies that can be observed in the post-war censuses 

29	 	Order	no.	00419/00137	issued	by	Lavrentiy	Beria	the	People’s	Commissar	for	Internal	Affairs	and	the	USSR	People’s	Commissar	for	State	
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Chairman	of	the	State	Defence	Committee	on	the	Crimean	Tatars	of	11	May	1944	(Постановление	Государственного	комитета	обороны	№	
5859-сс	“Окрымскихтатарах”	11	мая	1944	года,	Москва)	<http://www.memorial.krsk.ru/DOKUMENT	/USSR/440511.htm>	(visited:	02.10.2016).
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30.06.2014,	no.	141,	at	1.
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at	108.
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carried out in 1959, 1970, 1979, and 1989, namely a decline of 4.8% in the Russian population in Ukraine com-
pared to 1989 and an increase of 5.1% in the Ukrainian population, and consequently, a decline in the share of the 
Russian language and a rise in the share of the Ukrainian language36. Baring in mind the proportion of Russians 
and Ukrainians in the regional structure, a clear division of Ukraine into western and south-eastern part can be 
observed. The highest percentage of Ukrainians can be found in the oblasts: Ternopil (97.8%), Ivano-Frankivsk 
(97.5%), Volyn (96.9%), Rivne (95.9%), Vinnytsia (94.9%), Lviv (94.8%), Khmelnytskyi (93.9%), Chernihiv 
(93.5%), Cherkasy (93.1%), Kiev (92.5%), Poltava (91.4%), Zhytomyr (90.3%), and Kirovohrad (90.1%). In the 
Donetsk Oblast the Ukrainians represent 56.9% of the population, whereas in the Luhansk Oblast 58%. In the 
Autonomous Republic of Crimea the Ukrainians are a minority (only 24.3%). Inverting the proportion, Russians 
represent a vast majority in the oblasts Luhansk (39%), Donetsk (38.2%), Kharkiv (25.6%), Zaporizhzhia (24.7%), 
whereas the highest number of them (58.3%) live in the Autonomous Republic of Crimea. The biggest changes 
in the proportion of nationalities in the period 1989-2001 were observed in the Autonomous Republic of Crimea 
where the number of Crimean Tatars increased 6.3 times37. 

The language structure of the Ukrainian society oscillates around three language groups: Ukrainian-speaking 
Ukrainians, Russian-speaking Ukrainians, and Russian-speaking Russians. According to the census carried out 
in December 2001, 67% of Ukraine’s population consider Ukrainian their native language, which is an increase 
of 2.8% compared to the results of the census conducted in 1989. Russian is the native language for 29.6% of 
Ukraine’s population, which represents a decline of 3.2% compared to 1989. 85.2% of ethnic Ukrainians consider 
Ukrainian their native language, whereas 14.8% of Ukrainians consider Russian their native language. By analo-
gy, over 95.9% Russians living in Ukraine consider Russian their native language, only 3.9% tend to the Ukrain-
ian language. It can thus be concluded, that Russians in Ukraine are a nationality group showing no assimilation 
tendencies. The linguistic diversity can be observed especially at the regional level. The percentage of people who 
consider Russian their native language is only 5% in the west, 10% in the centre, reaching 44-48% in the Kharkiv 
and Zaporizhzhia Oblasts, 69-75% in the Luhansk and Donetsk Oblasts, and over 79% in the Autonomous Republic 
of Crimea38. 

The disintegration factors within the religious structure can be observed especially in Kharkiv, Donetsk and Lu-
hansk that are dominated by irreligion or atheism. Only 28% of population of eastern Ukraine declare their affilia-
tion to the church or religious society. Arkadiusz Modrzejewski has rightly noted that the main factor of social and 
political divisions in Ukraine is not the religious affiliation but the level of social and economic development. The 
eastern part of Ukraine is a kind of a Soviet relic – also from an industrial perspective, where the homo sovieticus 
behaviour has consolidated over the years. The residents of eastern Ukraine are attached to the Soviet legacy. 
Therefore, there appear slogans of reintegration with Russia following the example of the USSR. The financial cap-
ital and the real power in the eastern part of Ukraine are gathered in the oligarchs’ and related powerful people’s 
hands. The free mass media operated only in western and central Ukraine, whereas the south and the east were 
subject to the large-scale propaganda39. The Ukrainian writer Mykola Riabchuk describes the social, political and 
economic identity of Donbass, the most densely populated region of eastern Ukraine, as follows: “[...] [it – add-
ed by K. P.] is inhabited by the Soviet people. It’s a classical post-colonial area that has never existed beyond the 
reach of the Russian Empire. It’s a region of terrible Soviet industrialization. Its residents feel they are important: 
in the USSR they were assured that the working class had been the most important one, now they have been led to 
believe they feed Ukraine. In Donbass the authoritarian system hasn’t become weaker, it has even become stronger. 
A kind of state within a state has arisen, where mafia and authority have been consolidated [...]”40. Undoubtedly, 
that nostalgia for the USSR has strengthened the separatist tendencies in south-eastern Ukraine providing a fertile 
ground for hybrid activities of the Russian Federation - with a special focus on the propaganda activities.
Noteworthy in the context of ethnic changes in the Ukrainian society is the Ukrainian legislation of 2014 adopted 
in connection with the conduct of hostilities. As a result, both the internal as well as external migration started to 
grow massively. The “Law of Ukraine on Securing the Rights and Freedoms of Citizens and the Legal Regime on 
the Temporarily Occupied Territory of Ukraine” of April 2014, adopted as the first one, defined the legal status of 
people resettled from the Autonomous Republic of Crimea and the city Sevastopol granting them, i.e. the exercise 

36	 	P.	Andrusieczko,	Zmiany	struktury	narodowościowej	i	językowej	na	Ukrainie	w	kontekście	wyników	spisu	z	2001	roku,	“Sprawy	Narodowościowe.	
Seria	Nowa”,	2004,	at	24-25,	Poznan-Warsaw	2004,	at	105-115,	cited	in:	I.	Sobieraj,	Problemy	wielokulturowości	na	Ukrainie,	“Środkowoeurope-
jskie	Studia	Polityczne”,	2005,	no.	2,	at	8.

37	 	I.	Sobieraj,	op.	cit.,	at	8-9.
38	 	A.	Jakubowski,	Struktura	etniczna	współczesnej	Ukrainy,	“Facta	Simonidis”,	2008,	no.	1	(1),	at	105	and	107.
39	 	A.	Modrzejewski,	Cywilizacyjno-kulturowy	kontekst	“pomarańczowej	rewolucji”	na	Ukrainie,	“Środkowoeuropejskie	Studia	Polityczne”,	2005,	no.	2,	
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40	 	Naród	i	jego	rewolucje.	Z	Mykołą	Ribaczukiem	rozmawia	Andrzej	Brzeziecki,	“Tygodnik	Powszechny”,	2005,	no.	3,	at	13,	cited	in:	ibidem,	at	30.
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of electoral rights and the right to receive unemployment benefits. The “Law on Ensuring of Rights and Freedoms 
of Internally Displaced Persons” of 20 October 2014 had a much larger territorial range. It covers each displaced 
person who is a citizen of Ukraine, permanently residing at the territory of Ukraine, that was forced or voluntarily 
left one’s residence place as a result or in order to avoid negative impact of armed conflict, temporary occupation, 
situations of generalized violence, mass violations of human rights and disasters of natural or human-made origin41. 
According to the Cabinet of Ministers’ Resolution no. 213 as of 25 June 2014 on temporary accommodation of 
families displaced from the Autonomous Republic of Crimea and the city of Sevastopol the compensation of costs 
of accommodation was provided only to internally displaced persons from the Autonomous Republic of Crimea and 
the city of Sevastopol with the reservation that they stayed in the collective accommodation establishments. Ac-
cording to the figures of the UN Office for the Coordination of Humanitarian Affairs (OCHA) the first movements 
of people within the territory of Ukraine started before the referendum in Crimea held in March 2014. The Crimean 
Peninsula left especially Crimean Tatars fearing discrimination on grounds of their culture, religion and support 
for the Ukrainian authorities, which turned out to be justified. People displaced from Crimea constituted 5% of all 
internally displaced – the remaining 95% came from the eastern regions of Ukraine42. 
 
Assessment of legitimacy of the change of power in Ukraine in 2014 
On 21 November 2013 in the Maidan Nezalezhnosti in Kiev began demonstrations in reaction to the decision of 
the then Ukrainian authorities to suspend the preparations for the signature of the Association Agreement with 
the EU. In the following days the scope of the protests expended to reach their climax on 20 February 2014, when 
as a result of the clashes between protesters and the government forces at least 70 people were killed and over 
500 people were injured. On 21 February 2014 the President Viktor Yanukovych and the opposition signed the 
agreement about settlement of political crisis in Ukraine. It provided, among others, return to the constitution of 
2004 within 48 hours limiting the rights of the president, drawing up a new Constitution of Ukraine until Sep-
tember 2014 ensuring a balance between the powers of the president, the government and the parliament as well 
as carrying out early elections of the president until December 201443. The political effect of Euromaidan was the 
removal of the President Viktor Yanukovych from his office. The change of the centre of power was carried out 
with non-constitutional methods, i.e. through use of force. According to Article 108 of the Constitution of Ukraine 
of 2014 the powers of the President terminate prior to the expiration of term in cases of: resignation, inability to 
exercise his or her powers for reasons of health, death or removal from office by the procedure of impeachment. 
The latter is initiated in case of commitment of state treason or other crime (Article 111). The parliament is obliged 
to establish a special investigatory commission to conduct the investigation. However, such measures hadn’t been 
taken. The Verkhovna Rada of Ukraine concluded that with leaving the territory of Ukraine and fleeing to the 
Russian Federation the President Viktor Yanukovych abandoned his office and thus withdrew from the exercise of 
the constitutional powers of the President. Although the Constitution of Ukraine of 2014 did not provide for such 
a procedure, it was assumed that the presidential office had been vacated. According to Article 112 of the Constitu-
tion of Ukraine of 2014 the execution of duties of the President is vested in the Prime Minister44.
While assessing the events in Ukraine from the perspective of domestic law, it can be concluded that the current 
political crisis is the result of a lack of respect for constitutional norms on the part of subsequent authorities and 
their instrumental treatment.

Attempts to legitimize Russia’s aggressive actions in the light of international law
The framework of this article does not allow for an in-depth analysis of all regulations of international law appli-
cable to the Russian-Ukrainian conflict. In the course of further deliberations only those concepts will be assessed 
that, in Russia’s opinion, legitimize use of armed force against Ukraine45. Those are among others:
1. right to self-determination of peoples;
2. humanitarian intervention;
3. responsibility to protect (R2P);
4. military intervention to protect nationals;
5. military assistance on request46.

41	 	A.	Adamczyk,	Uchodźstwo	w	dobie	kryzysu	na	Ukrainie,	“Środkowoeuropejskie	Studia	Polityczne”,	2015,	no.	4,	at	29.
42	 	Ibidem,	at	30-31.
43	 	A	list	of	events	in	the	Ukrainian	conflict	presents:	K.	Słowik,	Wojna	na	Ukrainie.	Historia	konfliktu	<http://wiadomosci.gazeta.pl/wiado-

mosci/1,143647,17689096,Wojna_na_Ukrainie__Historia_konfliktu__INFOGRAFIKI_.html>	(visited:	15.10.2016).
44	 	A.	Stelmach,	Legalność	zmiany	władzy	na	Ukrainie,	“Środkowoeuropejskie	Studia	Polityczne”,	2015,	no.	4,	at	20-22.
45	 	This	part	of	the	article	was	based	on:	K.	Parulski,	Współczesne	prawo	międzynarodowe	wobec	wojny	hybrydowej	na	przykładzie	konfliktu	rosy-

jsko-ukraińskiego,	Towarzystwo	Wiedzy	Obronnej,	“Zeszyt	Problemowy”,	2015,	no.	2	(77),	at	50	et	seqq.	See	also	the	cited	bibliography.
46	 	In-depth	analysis	in:	T.	Christakis,	Self-Determination,	Territorial	Integrity	and	Fait	Accompli	in	the	Case	of	Crimea,	“Zeitschrift	für	ausländisches	

öffentliches	Recht	und	Völkerrecht”	(ZaöRV),	2015,	vol.	75,	at	75-100;	A.	Kapustin,	Crimea’s	Self-Determinaton	in	the	Light	of	Contemporary	
International	Law,	“ZaöRV”,	2015,	vol.	75,	at	101-118;	V. Tolstykh, Three Ideas of Self-Determination in International Law and the Reunification 
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The Russian Federation is trying to justify the illegal annexation of Crimea with secession that took place on the 
basis of right to self-determination of peoples. The right to self-determination of peoples reserved for the decolo-
nization process includes the right of a people inhabiting a colonial territory to freely choose their political status, 
including the right to establish their own state47. International law provides neither factual nor legal basis, with 
reference to the right to self-determination of peoples, for granting independence to people of the Autonomous 
Republic of Crimea and the city Sevastopol. In Crimea no preconditions for domination or oppression against the 
population living there were met. Claiming that this territory remains under colonial domination of Ukraine, that 
as a foreign state uses oppression against people through ruling and exploitation on grounds of race, religion and 
colour seems to be unjustified. Crimea has never been a dependent territory and the Ukrainian authorities have 
never exercised colonial administration there. After the transfer to Ukraine in 1991 Crimea was granted the right to 
autonomy. The forced separation of Crimea from Ukraine does not constitute the exercise of the right to self-deter-
mination of peoples. The involvement of a third state (here: the Russian Federation) puts in question the legitima-
cy of separatist activities as violating the principle of non-interference in the internal affairs of another state and 
the principle of territorial integrity48. 

The aggressive actions of the Russian Federation cannot be legitimized by humanitarian intervention either. No 
mass violations of human rights were observed in the Ukrainian territory. Moreover, due to its controversial nature, 
the concept was finally rejected evolving into the responsibility to protect doctrine. As far as the annexation of 
Crimea and the military operations in the Donetsk and Luhansk regions are concerned, the Russian Federation have 
fulfilled the most undesirable criterion of humanitarian intervention carrying it out against the will of the legal 
Ukrainian authorities and without the UN Security Council’s authorization. The so-called “white humanitarian aid 
convoys” sent from Russia to the separatist oblasts of Ukraine carry no attributes of humanitarian aid. 
The concept of responsibility to protect is not applicable to the Russian-Ukrainian conflict, since Ukraine did not 
commit any serious violations against people living in the Crimean Peninsula. According to the Convention on the 
Prevention and Punishment of the Crime of Genocide of 194849 each state is responsible for the protection of its 
nationals from genocide, war crimes, ethnic cleansing, and crimes against humanity. Ukraine did not commit any 
crime under international law in Crimea. It did not commit any mass ethnic cleansing either. There was no threat of 
serious and irreversible harm to population. It was not subject to hunger, murders, forced evictions, acts of terror, 
rapes or civil war. The seizure of Crimea by the Russian Federation did not meet the preconditions for last resort, 
proportional means and reasonable prospects giving a reasonable chance of success in halting and altering the suf-
fering. Moreover, the R2P concept provides that a decision on use of force against a sovereign state will be taken 
by the United Nations or with its authorization. That precondition was not fulfilled by the Russian Federation.
Russian military operations against Ukraine do not fulfill legal preconditions for armed intervention aimed at pro-
tection of nationals, as they are based on domestic law of the Russian Federation referring to persons who in fact 
are not Russian citizens. Their legal status is defined by regulations on national minorities having ethnic, language 
or cultural ties with it.

The reference of the Russian Federation to the concept of military assistance on request is also wrong. To fulfill 
the criterion of legality, military assistance must be requested by constitutional authorities, should they only be of 
interim nature. Military assistance may take the form of peacetime occupation. However, it can never result in the 
annexation of any territory. Moreover, the requesting constitutional authorities must exercise effective control over 
the territory. No party requesting military assistance from the Russian Federation had legitimacy to do it. Hybrid 
activities of the Russian Federation resulted in its territorial acquisitions in the form of the Crimean Peninsula. Mil-
itary assistance on request is restricted to situations of internal disturbances and tensions, which did not happen in 
Ukraine.

of Crimea with Russia,	“ZaöRV”,	2015,	vol.	75,	at	119-131;	C. Marxsen, Territorial Integrity in International Law – Its Concept and Implications 
for Crimea,	“ZaöRV”,	2015,	vol.	75,	at	7-26;	V. Bílková, The Use of Force by the Russian Federation in Crimea,	“ZaöRV”,	2015,	vol.	75,	at	27-50;	A. 
F. Douhan, International Organizations and Settlement of the Conflict in Ukraine,	“ZaöRV”,	2015,	vol.	75,	at	195-214.

47	 	Advisory	Opinion	of	the	Legal	Committee	to	the	Minister	of	Foreign	Affairs	of	the	Republic	of	Poland	on	annexation	of	the	Crimean	Peninsula	by	
the	Russian	Federation	in	the	light	of	international	law,	Warsaw,	22	June	2014,	at	6	<https://www.msz.gov.pl/resource/382f0629-a114-442a-9cf4-
6456ca7b80c1:JCR>	(12.10.2016).	See	also	the	other	two	related	opinions:	C.	Mik,	Opinia	prawna	w	sprawie	statusu	prawnomiędzynarodowego	
przestrzeni	powietrznej	nad	Półwyspem	Krymskim	po	zajęciu	Krymu	przez	Federację	Rosyjską	(ze	szczególnym	uwzględnieniem	kompetencji	
ICAO),	“Zeszyty	Prawnicze.	Biuro	Analiz	Sejmowych	Kancelarii	Sejmu”,	2014,	no.	3(43),	at	81	et	seqq.;	idem,	Opinia	prawna	w	sprawie	prawn-
omiędzynarodowych	aspektów	dochodzenia	roszczeń	przeciwko	Federacji	Rosyjskiej	i	jej	przedstawicielom	w	związku	z	zestrzeleniem	w	dniu	17	
lipca	2014	r.	samolotu	pasażerskiego	malezyjskich	linii	lotniczych	marki	Boeing	777-200ER,	lot	370,	“Zeszyty	Prawnicze.	Biuro	Analiz	Sejmowych	
Kancelarii	Sejmu”,	2014,	no.	4(44),	at	77	et	seqq.

48	 	Advisory	Opinion	of	the	Legal	Committee	to	the	Minister	of	Foreign	Affairs	of	the	Republic	of	Poland	on	annexation	of	the	Crimean	Peninsula	by	
the	Russian	Federation	in	the	light	of	international	law,	at	7.	See	also:	P.	Grzebyk,	Aneksja	Krymu	przez	Rosję	w	świetle	prawa	międzynarodowe-
go,	“Sprawy	Międzynarodowe”,	2014,	no.	1,	at	19	et	seqq.

49	 	Convention	on	the	Prevention	and	Punishment	of	the	Crime	of	Genocide,	New	York,	9	December	1948	(Journal	of	Laws	of	1952	no.	2,	item	9).
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Conclusions and recommendations
The Russian-Ukrainian conflict is an example of a skillful use of nationalistic propaganda that “defrosted” the 
imperial homo sovieticus in the Russians’ awareness. Due to the annexation of Crimea and the operations in 
south-eastern Ukraine multinational Russian residents became nearly unanimous in supporting their president. 
As far as in March 2013 the President Vladimir Putin enjoyed 63% of support. In February 2014 Putin’s support 
rate was 69% to reach 80% in March 2014 after the annexation of Crimea with further upward trend (June – 86%, 
October – 88%). Russians are convinced that the legal and moral reason is on the Russia’s side50. 
At the same time, Russians show a growing aversion towards the United States and the UE51. Ukraine situated on 
the border of two worlds – between the East and the West – is a dangerous concept, since who is “between” hasn’t 
its own world. There are many hotspots in the relations between the nationalities in Crimea and in south-eastern 
Ukraine. The tense situation results from the Russia’s strive for territorial recoveries as well as from separatism of 
Russians living there. Russians in Ukraine don’t want to be called “national minority”. Their large percentage re-
sults in their significant impact on the cultural and linguistic identity of Ukraine. The Soviet people identity is clos-
er to Russians living in the south-eastern part of Ukraine. Hundreds of years of neighbourhood with Russia had 
an impact on the adaptation level of Ukrainians to Russians, so that it is very difficult nowadays to distinguish a 
Ukrainian from a Russian. Among Ukrainian Russians living in the south-eastern regions of Ukraine the dominant 
view is that “what migrate are borders and not them”. To maintain its historical influences the Russian Federation is 
running a campaign to transform Ukraine into a federal state52.

In the Russian thinking Ukraine, especially Crimea, is a part of Russia. The attempts to strengthen ties between 
Ukraine and the EU are regarded as an effort to weaken the Russian Federation and to expand the sphere of in-
fluence of the West53. The annexation of Crimea and subsequently, military support provided to the south-eastern 
regions of Ukraine have shown that Russia will not hesitate to violate international law to protect its own interests. 
Ukraine has always been politically divided. The population of the western regions is pro-European and national-
ist, whereas the residents of the eastern and south oblasts regard Russia as fraternal state or, in the minimalistic 
version, as the lesser evil. Undoubtedly, the long-term destabilization inside Ukraine poses a threat to security 
in the region. The Minsk II Agreement agreed in February 2015 did not significantly change the situation – the 
fighting in eastern Ukraine has been continued and the agreement conditions have been respected neither by sep-
aratists militarily supported by the Russian Federation54 nor by the Ukrainian government forces. The separatists 
are interested in full separation from Ukraine and affiliation with Russia rather than in autonomy. The acceptance 
of demands for the country’s federalization by the Ukrainian authorities is a sine qua non for the maintenance of 
territorial integrity of Ukraine and for the political settlement of the conflict. A further perspective is nothing but 
the continuation of the fighting in the eastern regions of Ukraine and the total loss of Donbass. Hence the growing 
pressure from Germany, France and the United States to implement the point of the Minsk Agreement concerning 
the federalization of Ukraine55.

It is not exaggerated to claim that the Russian-Ukrainian conflict was triggered largely by Ukrainians themselves. 
Ryszard Zińba writes that Ukraine became a victim at its own request becoming, through the ages, a kind of Rus-
sia’s protectorate, especially in Crimea, that has its political interests as well as cultural and economic influences56. 
The current political situation in Ukraine is the result of the weakness of democratic mechanisms. Many times the 
change of power took place in clear violation of the procedure defined in the constitution. It corresponds to an 
incoherent legal system developed according to the changing political preferences. 

The assessment of hybrid activities of the Russian Federation in the Ukrainian conflict in terms of international law 
is clear – the annexation of the Crimean Peninsula, that is a part of Ukraine, to the Russian Federation should be 
considered to be illegal acquisition of territory of another state through use and / or threat to use force. With the 
annexation of the Crimean Peninsula, the Russian Federation had violated the general principles of internation-
al law, i.e. the principle of territorial integrity, the principle of non-interference in the internal affairs of another 
state and the prohibition of use and / or threat to use force against another state. The concepts referred to by the 

50	 	A.	de	Lazari,	Tożsamość	Rosjan	po	aneksji	Krymu,	[in:]	Międzynarodowe	studia	polityczne	i	kulturowe	wobec	wyzwań	współczesności,	ed.	T.	
Domański,	Wydawnictwo	Uniwersytetu	Łódzkiego,	Łódź	2016,	at	192-194.

51	 	See:	M.	Milczanowski,	Zachód	wobec	kryzysu	politycznego	na	Ukrainie	(2013-2014),	„Bezpieczeństwo.	Teoria	i	praktyka”,	2014,	no.	3	(XVI),	at	25	
et	seqq.

52	 	B.	Wroniszewska,	op.	cit.,	at	111.
53	 	R.	Zięba,	Ukraina	jako	przedmiot	rywalizacji	między	Zachodem	a	Rosją,	„Środkowoeuropejskie	Studia	Polityczne”,	2015,	no.	3,	at	11.
54	 	See:	Antyukraiński	potencjał	w	Donbasie:	tysiące	rebeliantów	i	żołnierzy	z	Rosji,	29.10.2016	<http://	www.tvn24.pl/wiadomosci-ze-swiata,2/don-

bas-35-tys-rebeliantow-i-6-tys-rosyjskich-zolnierzy,687875.html>	(visited:	30.10.2016).
55	 	R.	Zięba,	op.	cit.,	at	16-17.
56	 	Ibidem,	at	20.
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Russian Federation to legitimize its aggressive activities against Ukraine, such as right to self-determination of peo-
ples, humanitarian intervention, responsibility to protect, military assistance on request, and military intervention 
to protect nationals, have no legal basis in international law. Ukraine has territorial sovereignty over Crimea and 
the city Sevastopol and maintains it in the separatist Donetsk and Luhansk regions as well. The annexed Crimean 
Peninsula has the status of the occupied territory. The actual transfer of power from the hands of the legitimate 
government into the hands of the occupant does not affect the legal continuity of an occupied state. The lack of 
the legitimate state or local authorities leading to the long-term occupation does not result in the loss of sovereign-
ty by a state57. The violation of the territorial integrity of Ukraine, the recognition of Russian activities as aggres-
sion as well as the violation of many legally binding treaties, entail the international responsibility of the Russian 
Federation. However, its enforcement is difficult due to the Russia’s veto in the UN Security Council. With its ag-
gression against Ukraine Russia has violated a peremptory norm of general international law (jus cogens)58 resulting 
in the aggravated responsibility regime. Pursuant to Article 41 of the Draft Articles on Responsibility of States for 
Internationally Wrongful Acts adopted by the International Law Commission (2001) states shall cooperate to bring 
to an end any serious breach, shall not recognize as lawful a situation created by a serious breach of peremptory 
norms nor render aid or assistance to the perpetrator59. The Kosovo case cited in the Address by President Vladimir 
Putin to the Federation Council of 18 March 2014 is a special case that according to the Advisory Opinion of the 
International Court of Justice of 22 July 2010 is not a precedent for any other situation. There are no similarities 
between the secession of the Republic of Kosovo and the Republic of Crimea justifying the resort to analogy that 
would legitimize the secession of Crimea based on decision under international law or factual circumstances typical 
for the secession of Kosovo.

The “European Parliament resolution on the situation in Crimea, in particular of the Crimean Tatars 
(2016/2556(RSP)” highlighted the deteriorating legal situation of Crimean Tatars after the annexation of the pen-
insula. The abuse of Crimean Tatars whose majority opposed the annexation of the peninsula by Russia boycotting 
the referendum of 16 March 2014 takes the form of enforcing unclear and broadly formulated Russian anti-dis-
crimination regulations that are used to intimidate and to silence criticism. Many cases of kidnapping, disappear-
ances, violence, torture and extrajudicial killings have been reported. Historical ties between Russian and the indig-
enous population of Crimea are a series of exterminations, deportations and plunders. As far as historical rights to 
territory are concerned, the year 1944, i.e. the date of forcible deportations of all Tatars as indigenous population 
of the Crimean Peninsula to other regions of the USSR, has been referred to. Their return into the territory of 
Ukraine was possible only after 1989. On 12 November 2015 the Verkhovna Rada of Ukraine adopted a resolution 
in which it recognized the deportation of the Crimean Tatars in 1944 as genocide60.
Let the words of the Russian writer Alexander Solzhenitsyn be the point of these deliberations. In his interview 
for the American biweekly “Forbes” (1994) he summed up the historical rights of the Russian Federation to Crimea 
as follows: “[...] In 1919, when Lenin imposed his regime on Ukraine, he gave her several Russian provinces to as-
suage her feelings. These provinces have never historically belonged to Ukraine. I am talking about the eastern and 
southern territories of today’s Ukraine. Then, in 1954, Khrushchev, with the arbitrary capriciousness of a satrap, 
made a “gift” of the Crimea to Ukraine. [...] As a result of the sudden and crude fragmentation of the intermin-
gled Slavic peoples, the borders have torn apart millions of ties of family and friendship. [...] The recent elections 
in Ukraine, for instance, clearly show the [Russian] sympathies of the Crimean and Donetsk populations. And a 
democracy must respect this. I myself am nearly half Ukrainian. I grew up with the sounds of Ukrainian speech. I 
love her culture and genuinely wish all kinds of success for Ukraine – but only within her real ethnic boundaries, 
without grabbing Russian provinces. [...] And the Ukrainian army is being indoctrinated with the propaganda that 
war with Russia is inevitable. [...] In her [Ukrainian – added by K. P.] current borders, 63% of the population con-
sider Russian to be their native language, a number three times larger than the number of ethnic Russians. And all 
these people will have to be re-educated in the Ukrainian language, while the language itself will have to be raised 
to international standards and usage. This is a task that would require over 100 years. [...]”61.

57	 	See	more:	R.	Kwiecień,	Okupacja	wojenna	w	świetle	prawa	międzynarodowego:	natura,	skutki,	nowe	tendencje,	“Annales	Universitatis	Mariae	
Curie-Skłodowska”,	2013,	vol.	LX,	1,	at	65	et	seqq.

58	 	J.	Kranz,	Kilka	uwag	na	tle	aneksji	Krymu	przez	Rosję,	“Państwo	i	Prawo”,	2014,	no.	8,	at	35.
59	 	J.	Crawford,	The	International	Law	Commission’s	Articles	on	State	Responsibility.	Introduction,	Text	and	Commentaries,	Cambridge	University	

Press,	Cambridge	2005,	at	249.	In-depth	analysis	in:	W.	Czapliński,	Odpowiedzialność	za	naruszenie	prawa	międzynarodowego	w	związku	z	konf-
liktem	zbrojnym,	Wydawnictwo	Naukowe	SCHOLAR,	Warsaw	2009,	at	197	et	seqq.

60	 	European	Parliament	resolution	on	the	situation	in	Crimea,	in	particular	of	the	Crimean	Tatars	(2016/2556(RSP)),	P8_TA(2016)0043	<http://www.
europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONS	GML+TA+P8-TA-2016-0043+0+DOC	+PDF+V0//PL>	(visited:	30.10.2016).

61	 	J.	Dobrzański,	Proroctwo	Sołżenicyna,	“Przegląd”,	22	June	2014	<http://www.tygodnik	przeglad.pl/jaroslaw-dobrzanski-proroctwo-solzenicyna/>	
(visited:	15.10.2016).	Cited	also	in:	K.	Kraj,	Operacja	Krym	Anno	Domini	2014,	„Bezpieczeństwo.	Teoria	i	Praktyka”,	2014,	no.	3	(XVI),	at	14.
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Summary
This article seeks to assess the hybrid activities of the Russian Federation in the Ukrainian conflict in the light of 
domestic law of the Russian Federation and Ukraine as well rules of international law. Baring in mind the Address 
by President of the Russian Federation Vladimir Putin to the Federation Council on 18 March 2014, the general 
emphasis is put on the argument of the centuries-old bonds with Russia as the ground for the incorporation of ter-
ritory. In this context the ethnic structure of the Ukrainian society was analysed, especially the formation process 
of the Crimean Tatar nation. The Crimean Russians are the dominant ethnic group in the Crimea that questions the 
territorial integrity of Ukraine. This group has a significant impact on identity, history and culture, building a kind 
of “Ukraine without the Ukrainians”. The ethnic-territorial problems are compounded by the fact that the Russian 
Federation is enjoying the economic advantage in the Autonomous Republic of Crimea. One of the key methods 
within the arsenal of hybrid warfare activities in the Ukrainian conflict turned out to be the information warfare 
aimed at convincing people living in the Crimean Peninsula of Russia’s historical rights to territory and of the 
threat posed by the Ukrainian central authorities.

Key words: hybrid warfare, information warfare, Crimean Tatars, historical rights to territory, right to self-determi-
nation, Kosovo precedent
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Marek ŻYŁA

UKRAINE’S RUSSIAN PROBLEM. RUSSIAN AND RUSSIAN-
LANGUAGE MINORITIES IN UKRAINE

Introduction

Ukraine has been an independent state for only twenty-five years and it has very modest tradition of statehood. 
Beginning with the fall of Kievan Rus’, the territories of today’s Ukrainian state became subjugated by more pow-
erful neighbours. Apart from a few short periods of relatively independent statehood (the Khmelnytsky Uprising 
of 1648–1654, the Ukrainian People’s Republic of 1917–1921, and the Western Ukrainian People’s Republic of 
1918–1919), this state of affairs continued until the dissolution of the USSR in 1991. Centuries of subordination 
have led to drastic changes in the ethnic composition of Ukrainian society. Initially, those changes resulted from 
the cultural and political influence of the Polish-Lithuanian Commonwealth. However, this influence only extend-
ed to the higher social strata, who were attracted by the myth of the rights and freedoms of the Commonwealth’s 
body politic, i.e. the nobility (szlachta). In the Commonwealth, noble status could be conferred by birth or by the 
parliament (sejm). Nationality, religion, and property were secondary factors and not of decisive importance. As 
a result, the Ruthenian nobility quickly assimilated, identifying themselves with the rest of the Commonwealth’s 
nobility. That process was accompanied by voluntary Polonization and often also by the adoption of Catholicism. 
Meanwhile, the lower social strata – the peasantry, the nascent bourgeoisie, and perhaps above all the Cossacks – 
remained under the influence of older traditions and Orthodox Christianity.

The ethnic and cultural situation of Ukrainian society deteriorated after Moscow subjugated the Ukrainian lands. 
The new system of government, which differed from that of the Commonwealth, and the completely different 
structure of social relations that prevailed in Muscovy, gave rise to far-reaching unification, which essentially 
boiled down to Russification. One factor conducive to this trend was the Orthodox faith, which had previously 
distinguished Ruthenians within the Polish-Lithuanian Commonwealth. Religion soon became a tool for building 
a uniform Russian statehood. Centuries of dependence on Russia, including during the period when Ukrainian 
national consciousness was awakened, effected further fundamental changes in the ethnic composition of Ukrain-
ian society. Unable to build their national identity within their own state, the Ruthenians (Ukrainians) were forced 
to act on the basis of their cultural and linguistic distinctiveness. The Czarist authorities considered that distinc-
tiveness and the ethnic differences it perpetuated to be centrifugal forces that undermined the state. As a result, 
the process of Russification got into full swing. Its purpose was to counter the Ukrainization of the peasantry and 
to marginalize linguistic differences, which were treated as a local dialect. Russification (now under the ideological 
guise of Sovietization) resumed, with short interludes, after the October Revolution. The authorities of the Soviet 
Union destroyed the nationally conscious Ukrainian intelligentsia and bourgeoisie alike. Once again, Ukrainian 
society was deprived of its elites.

Sovietization, which was supported by ethnic cleansing, and Russification, were both accompanied by the inflow 
of ethnic Russians into Ukrainian territory. This migration first became a mass phenomenon after the October 
Revolution, during the Red Terror and the Great Famine. Another big wave of Russians came to Ukraine after the 
end of the Second World War to make up for the human losses suffered during the war. The influx of Russians and 
extensive Russification (Sovietization) caused some parts of Ukrainian society to lose their sense of national identi-
ty. This process was accompanied by the marginalization of their mother tongue. In their attempts to create “Homo 
Sovieticus”, the Soviet authorities preferred Russian cultural models and the Russian language as a state-wide 
vehicle of communication. Deliberate Russian and Soviet ethnic policies resulted in the partial degeneration of 
Ukrainian society and in the decline, in percentage terms, of the Ukrainian population in the territory of Ukraine. 
On the other hand, those policies sharply increased the Russian and Russian-speaking population (Russified people 
who were not ethnic Russians), which has largely been the root of Ukraine’s current “Russian problem”.
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Nation – Ukrainians and Russians

The foundations of the Ukrainian nation were laid relatively recently. Since Ukrainians have chronically lacked 
statehood, it is accepted that their national consciousness only awakened properly in the second half of the 19th 
century. Some historians (especially Ukrainian ones) date the national revival to the end of the 18th and the be-
ginning of the 19th centuries, and some even to the second half of the 17th century, linking it to the Khmelnytsky 
Uprising.1 The emergence of independent national organisms in Eastern Slavic lands is usually associated with the 
fragmentation of Kievan Rus’, when the shaping of distinct local characteristics, particularly linguistic ones, be-
gan.2 That process progressed relatively quickly in the territories ruled by the Duchy of Moscow, because a highly 
centralized seat of government functioned there. In the remaining lands, it was accelerated by the subordination of 
the western and southern Ruthenian principalities to the Grand Duchy of Lithuania and to the Kingdom of Poland. 
It intensified in the era of the Polish-Lithuanian Commonwealth with the emergence of the Cossacks. Part of the 
territory of Ukraine – so-called Wild Fields3 – was inhabited by a peculiar group of free people4 who were not 
found in any other part in the Commonwealth – the Cossacks.5 Their social structures were formally established in 
in the first half of the 16th century and became fully organized in the late 16th and early 17th centuries.6

The processes that took place in the Ruthenian lands in the era of the Polish-Lithuanian Commonwealth were 
complex. In terms of national and ethnic identities, significant changes occurred there, particularly in the second 
half of the 17th century. The Cossacks and their rebellions, which in time transformed into uprisings and popular 
movements, helped inculcate a sense of ethnic distinctiveness.7 After the conclusion of the Union of Brest,8 the 
Cossacks, who had not attached much importance to their religion previously, began to see their religious distinc-
tiveness as the road to power.9 In time, this persuaded them to favour the Orthodox faith and thus also rapproche-
ment with Muscovy. They presented themselves as defenders of their fathers’ faith, which gained them the support 
of the masses. Combined with religion and nascent ethnic distinctiveness, the culture and customs of the popu-
lation that inhabited the Ruthenian lands became the basis for the Ukrainians’ national self-identification in the 
following centuries. After the conclusion of the Treaty of Pereyaslav10 in 1654, the Cossacks became marginalized 
by the Czarist regime and gradually lost their influence on that process. During the reign of Catherine the Great, 
vigorous efforts were made to eliminate their autonomy altogether.11 This was finally accomplished in April 1775, 
when Russian troops occupied the Zaporizhian Sich.12

Since it was not possible to build a sense of national consciousness on the basis of Ukraine’s own statehood, 
culture in the broad sense provided the foundation. As the social stratum capable of national self-determination, 
the intelligentsia was set the difficult role of providing an ideology for, and organizing, the national movement. 
The intelligentsia’s primary task was to awaken national consciousness among the masses and then to consolidate 
and integrate that consciousness to enable a distinct national organism to emerge.13 This was the trajectory of the 
national cause in Ukraine in the mid-19th century. Those processes involved. For instance, the activities of the 
Brotherhood of Cyril and Methodius, of Taras Shevchenko, and of other representatives of the emerging Ukraini-

1	 	Warchił,	A.	(2014)	“Jarosław	Hrycak	o	ukraińskim	micie	Kozaka”.	Interview	in	Newsweek.pl,	http://www.newsweek.pl/historia/jaroslaw-hry-
cak-wywiad-ukraina-newsweek-pl,artykuly,281935,1.html,	accessed:	16	December	2016.

2	 	Serczyk,	W.	(1990)	Historia	Ukrainy,	Wrocław-Warsaw-Kraków.	p.	57.
3	 	Wild	Fields	(Dzikie	Pola)	is	the	old	Polish	name	of	the	today’s	Zaporizhia	region.	The	term	was	used	to	denote	a	historical	land	from	the	15th	to	

the	18th	centuries.	It	was	situated	on	the	lower	Dnieper	River,	south	of	the	Kodak	Fortress	below	the	so-called	Dnieper	Rapids	(porohy),	and	east	
of	the	Dniester	River	in	the	Kyiv	Province.	To	the	east	and	south,	the	borders	of	the	Wild	Fields	were	delineated	by	the	Don	River	and	the	Ochakiv	
Fortress	on	the	Black	Sea	coast.

4	 	Markiewicz,	M.	(2002)	Historia	Polski	1492-1795.	Kraków.	pp.	437-438;	Pernal,	A.	(2010)	Rzeczypospolita	Obojga	Narodów	a	Ukraina.	Stosunki	
dyplomatyczne	w	latach	1648–1659.	Kraków,	p.	20;	Serczyk,	W.	(1984)	Na	dalekiej	Ukrainie.	Dzieje	Kozaczyzny	do	1648	r.	Kraków	1984,	pp.	38-40.

5	 	The	term	“Cossack”	has	Tatar-Turkish	origins	and	means	several	things:	an	armed	escort,	guard	or	sentry;	a	lightly	armed	volunteer;	or	a	man	
who	does	not	settle	anywhere	and	is	not	tied	to	anyone	or	anything,	who	lives	in	the	Steppe	outside	the	law.	Romański,	R.	(ed.)	(1999)	Kozaczyz-
na.	Warsaw,	pp.	18-19.

6	 	Serczyk,	Historia	Ukrainy,	op.	cit.,	pp.	69-70;	Bogucka,	M.	(1998)	Dawna	Polska.	Narodziny,	rozkwit,	upadek.	Warsaw,	pp.	302-303.
7	 	Olszański,	T.	(1994)	Historia	Ukrainy	XX w.	Warsaw,	pp.	13-14.
8	 	The	church	union	concluded	at	the	Synod	of	Brest	in	1596	between	some	of	the	Orthodox	bishops	of	the	Polish-Lithuanian	Commonwealth	and	

the	Catholic	Church.	Under	the	Union	of	Brest,	the	Orthodox	clergy	and	Orthodox	believers	recognized	the	Pope	as	the	head	of	the	Church	and	
accepted	Catholic	doctrine	while	retaining	the	Byzantine	Rite.	The	agreement	divided	the	Orthodox	community	into	those	who	accepted	the	un-
ion	and	those	who	rejected	it,	resulting	in	the	radicalization	of	social	relations	in	Poland	on	the	grounds	of	religion.	In	the	international	context,	
the	Union	of	Brest	was	a	success	of	the	papacy’s	policy	aimed	against	Russia.

9	 	Serczyk,	Historia	Ukrainy,	op.	cit.,	p.	79.
10	 	The	agreement	concluded	on	18	January	1654	in	Pereyaslav	between	the	Cossacks	and	Bohdan	Khmelnytsky	on	the	one	side	and	Vasiliy	Butur-

lin,	who	acted	as	the	plenipotentiary	of	the	Russian	Czar,	on	the	other	side.	Under	the	agreement,	the	Czars	gained	power	over	Ukraine.
11	 	Serczyk,	Historia	Ukrainy,	op.	cit.,	pp.	195-200.
12	 	Wiszka,	E.	“Likwidacja	i	odrodzenie	ukraińskiego	kozactwa	(Od	Czarnomorskiego	do	Kubańskiego	Wojska	Kozackiego)”,	http://uitp.net.pl/index.

php/opracowania/162-likwidacja-i-odrodzenie-ukrainskiego-kozactwa,	accessed:	11	January	2017.
13	 	Teleszyński,	J.	(1992)	“Historyczne	uwarunkowania	nacjonalizmów	w	Europie	Środkowej	i	Południowo-Wschodniej”	in	S.	Helnarski	(ed.)	Nacjonal-

izm	a	problemy	bezpieczeństwa	Europy	Środkowej	i	Wschodniej.	Warsaw,	pp.	81-89.
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an intelligentsia, both from Greater Ukraine (Russian Ukraine) and from Galicia (part of the Austrian Partition).14 
When independence was gained in 1991, the Ukrainian authorities faced the major challenge of rebuilding a sense 
of national identity. After many years of dependence, the components of cultural identity had become largely 
fragmented and the sense of national identity was split in two. At the birth of independent Ukrainian statehood, 
the Ukrainian nation was weak and lacked cohesion. The reasons for this state of affairs are to be found primarily 
in the period when Ukrainian national identity emerged while Ukraine was part of Czarist Russia and then part of 
the Soviet Union. The formation of Ukrainian national identity appears to be an ongoing process.15

The origins of the Russian nation are closely tied to the Grand Duchy of Moscow (Muscovy).16 It is accepted that 
Russian national distinctiveness emerged in the late 14th and early 15th centuries.17 This process was assisted by 
the transfer of the Orthodox see to Moscow.18 Greater Ruthenian distinctiveness was built on mythologized Old 
Ruthenian traditions and on Muscovite imperial ambitions. The Russian nation and state became distinct entities in 
the second half of the 15th century with the collapse of Constantinople and the Golden Horde.19

In the 15th and 16th centuries, the Grand Duchy of Moscow undertook considerable efforts, especially in the 
religious context, to realize the idea of “one Rus’” [one Ruthenia] that had been first formulated in Kievan Rus’.20 
Contradicting the existence of emerging national distinctions in the territory of Ruthenia, that concept justified the 
Russian conquest of Ukraine.21 In the 19th century, it resurfaced in Russian rhetoric and gained even more reso-
nance. At that time, the Czarist government intensified its efforts to consolidate Russian rule, justifying this by the 
legacy of Kievan Rus’ and the need to perpetuate its achievements. The Czarist authorities’ objective was to restrict 
the Ukrainian national distinctiveness.22 Ukrainian schools were abolished, and at the end of the 1850s local school 
societies were banned.

In the subsequent two decades, the prohibition was extended to any activities of a national or similar nature. From 
the point of view of the Czarist authorities and of Russian historiography, no Ukrainian language, and thus also 
no distinct Ukrainian culture existed.23 Russian historians of the time claimed that the Ukrainian language de-
rived directly from Russian and was merely a dialect of it. The Czarist interpretation of history bolstered the view 
that Russia was the continuator and sole heir of Kievan Rus’.24 In the second half of the 19th century, the Czarist 
government, supported by the elites, promoted the idea of the “all-Russian nation” [triune Russian nation].25 That 
was to consist of three ethnic-regional groups: Great Russians, Little Russians, and White Russians. Apart from the 
periods of cultural thaw in the 1920s and then in the late 1950s/early 1960s, the Soviet authorities approached the 
Ukrainian national question in a similar manner.26 Signs of Ukrainian cultural distinctiveness were eliminated from 
public spaces and efforts were made to unify the Ukrainian language with Russian, gradually transforming it into a 
local dialect.27 The issue of ethnic divisions was replaced by the ideology of “Homo Sovieticus”.

Seen from Western Europe, Ukrainians are usually not clearly recognized as a separate nation. This is for two rea-
sons. First, in Western Europe it was normally the state that created the nation. In Eastern Europe it was the other 
way round – the nation was the main driver of statehood. Second, West European states have uniform, universally 
recognized histories and historiographies, which facilitates the building of strong national and cultural identities. 
In the case of Ukraine, inconsistent and weak historical awareness hindered, and continues to hinder, the process 
of creating a Ukrainian national identity. Moreover, most West Europeans accept Russian historiography, which 
denies that Ukrainians are nationally distinct.

Ukrainian National identity
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The national and cultural identity of citizens is an important factor that strengthens statehood. Where political/
state traditions are weak, it is assumed that national identity expresses itself through culture. Cultural identity may 
exist without a developed national identity – it is then based primarily on tradition, language or religion, which 
shape cultural distinctiveness. Thus understood, distinctiveness renders an ethnic group coherent and allows it to 
survive as a separate community. Cultural identity is defined as the sense that the culture in question is distinct 
from others.28 Kazimierz Krzysztofek writes that cultural identity is “a set of characteristics specific to a given 
culture, which determine its specific character and autonomy vis-à-vis other cultures and persuade the people who 
are immersed in it to identify with the values of that culture, thereby making them feel distinct”.29 So, in many 
cases, it is a distinct culture that determines the existence of a national identity. This pattern is typical for countries 
of the Central and East European (CEE) subregion, which are for the most part ethnically and culturally heteroge-
neous. Many nations in the region were deprived of their own political organisms for a long time. This was often 
accompanied by repression targeted at national cultures.30

National identity is always determined by cultural elements. In this context, the claim that Ukrainian culture and 
national identity are interdependent appears to be fully justified. The lack of independent statehood, or only traces 
of its presence in Ukrainian history, have resulted in a national identity that is constructed on the basis of cultural 
identity. Mykola Riabchuk is right when he claims that “the national identity of the people … seems to be the 
major factor that largely determines the various trends of current Ukrainian (under)development.”31

Ukrainian cultural identity was shaped by Eastern Rite Christianity. The Union of Brest complicated the situation 
somewhat due to the geopolitical position of the Ukrainian lands – situated in the borderlands between Western 
cultural influences and the influence of Muscovite Orthodoxy.32 Therefore, the inconsistency of Ukrainian national 
identity was to some degree the outcome of the history of Christianity and the diversity of churches in the area that 
Ukrainians inhabited and continue to inhabit. Until the beginning of the 20th century, the largest group of Ortho-
dox faithful in Ukraine belonged to the Russian Orthodox Church. Those people were largely antagonistic towards 
Ukrainian national identity – influenced by the church hierarchy, they advocated the idea of “Holy Rus’”.33 The 
Russian Orthodox Church was supported by the Czarist authorities, who saw it as a tool for creating and consolidat-
ing the idea of the single All-Russian nation.34 After the collapse of the Polish-Lithuanian Commonwealth, the Greek 
Catholic (Uniate) Church showed sympathy to the Ukrainian national cause. As a result of its patriotic attitude, it 
was subject to repression and was systematically liquidated in the Russian Empire, starting from the first partition of 
the Commonwealth. In 1839, the Czarist authorities decided to incorporate it into the Russian Orthodox Church. The 
forcible unification took place from 1839 to 1841 and often involved the participation of the army. By contrast, the 
Uniate Church operated freely in Galicia. Priests of the Greek Catholic Church were unhindered, and even supported 
by the Austrian court, carrying out their ministry and simultaneously fighting for the “government of souls” among 
the Ruthenian peasantry. The clergy focused, among others, on actions aimed at raising national awareness among the 
masses. Those actions hugely contributed to the formation of the modern Ukrainian nation.35 That process continued 
in the lands which became part of the Second Polish Republic (interwar Poland). On the other hand, Ukrainians in the 
Soviet Union were subject to ideological indoctrination for several decades.

In Western Europe, the 19th century was the period when nation states dominated. In the case of such organisms, 
state identity was the same as national identity. The situation was different in the CEE region, which was divided 
between multi-ethnic empires. The only factor that defined the national identity of the Ukrainians at that time was 
their relatively homogeneous linguistic and cultural identity.36 In the late 19th and early 20th centuries, the Ukraini-
ans who lived in the Russian Empire and in Austria-Hungary searched for historical models, commencing a difficult 
process of national emancipation based on cultural distinctiveness. The dual nature of that process resulted from 
the completely different conditions that prevailed under the Romanovs and under the Habsburgs. The 19th-centu-
ry Ukrainian National Revival, which was based on culture, encountered the greatest obstacles in the lands that 
belonged to Russia. The Russian authorities saw it as a destructive phenomenon that could undermine the unity of 
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the state. Seen from Moscow, it was the opposite of the “one Rus’” idea.37 As a result, wide-ranging organizational 
and legal steps aimed at unification were taken at the state level. The objective was to impose uniform Muscovite 
cultural models, including in regard to language and religion. Meanwhile, in Eastern Galicia, the development of the 
Ukrainian national movement and Ukrainian cultural diversity was not opposed by the Austrian authorities, since 
they perceived Ukrainian national and cultural identity as a barrier to Russian influence.

The sense of Ukrainian national identity was deliberately marginalized in the Soviet Union. In trying to construct a 
homogenous society, the Soviet elites sought to replace individual national identities with all-encompassing Soviet 
identity that was infused with communist ideology and Russian culture. The authorities wanted the inhabitants 
of the USSR to be citizens of the communist state first and foremost. Ultimately, Soviet identity was supposed to 
supersede ethnic identities. The state decreed the cultural standards and views of its citizens in a top-down fash-
ion. But the “Soviet” identity was not synonymous with Russian ethnic identity. The Russians were a privileged 
nationality, and the assumption was that their homeland was not limited to the Russian Soviet Federative Socialist 
Republic (which was not designed as a quasi-nation state), but rather encompassed the entire Soviet Union.38 The 
migration of Russians to other republics was a way of disseminating Russian culture and sovietizing the periphery 
of the state. As a consequence, it was usually Russians who occupied key positions in party and administrative 
structures in each republic, including Ukraine. Russians could therefore feel at home across the entire Soviet 
Union. That feeling was reinforced by the nationwide official language, which was Russian, and by the cultural 
patterns it was used to convey.39 Throughout the USSR, belonging to the Soviet-Russian cultural circle became ever 
more attractive as time passed. After the collapse of the Soviet Union, “Homo Sovieticus” began to function in 
a different, national dimension. In many cases he called himself a Ukrainian while to some degree observing the 
values of the former era. It is primarily the older generation, whose personality was shaped during the Soviet pe-
riod, that adheres to that identity. Older people’s cultural and linguistic preferences are largely determined by the 
patterns of their youth. Some Ukrainian citizens still see themselves as “Soviet people”.

Heterogeneous national identity remains a problem in Ukraine. The process of Ukrainization is still ongoing and 
very dynamic, but it has been significantly impeded by historical, cultural, religious, and ethnic factors – and by 
the legacy of Sovietization. Levels of national awareness vary widely among Ukrainian citizens. According to 
sociological surveys dating from 1993, that awareness was relatively low in the early years of independence.40 Back 
then, 74% of Poles, 66% of Hungarians, 62% of Tatars, 52% of Ukrainians, 52% of Russians, 45% of Moldovans, 
45% of Jews, and 43% of Bulgarians unequivocally declared their national identities.

Ethnic Composition

The society of Ukraine is largely an immigrant one. In the 16th and 17th centuries, its present territory (with the 
exception of the western and central regions) was formally incorporated into the Polish-Lithuanian Common-
wealth, but was a “transition area” in geopolitical terms. Its transitional character was due to its location between 
competing powers. The Ukrainian lands were plagued by numerous wars, Tatar invasions, internal armed conflicts, 
and social unrest. When such negative phenomena reached their apex, population numbers dwindled rapidly and 
the lands became a settlement territory.41 The south and east of Ukraine were first colonized on a permanent basis 
in the late 18th and early 19th centuries. This process began during the rule of Catherine the Great, who promul-
gated a manifesto in 1762 that called on foreigners to settle in so-called Wild Fields in return for tax exemptions 
and freedom of religion.42 At that time, Ukrainians, Russians, Germans, Moldovans, Bulgarians, Jews, Poles, and 
representatives of other nationalities arrived there.

The western provinces of Russia, including the south-eastern provinces of the former Polish-Lithuanian Com-
monwealth (the Russian provinces of Volhynia, Podolia, and Kyiv), did not include a significant proportion of 
ethnic Russians until the mid-19th century. Those Russians were mostly government officials and soldiers, and they 
were marginal in terms of numbers. The situation changed in the final decades of the 19th century when industry 
developed and the demand for skilled workers from Russia grew. Immigrant labour usually settled in large urban 
agglomerations and newly-formed industrial districts. For example, in 1897 Kyiv had 120,300 inhabitants, of whom 
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53% were Russians.43 Additionally, the process of Russification had an increasing impact on the size of the Rus-
sian-speaking population. It is estimated that by the end of the 19th century, the number of Russified Ukrainians 
stood at around 1,000,000.44

According to the census conducted in 1897 in the Russian Empire, the territory of the future Ukrainian Soviet 
Socialist Republic was inhabited by 20,649,800 persons in total, including 15,824,800 Ukrainians and 2,085,400 
Russians.45 The first Soviet census from 1926 counted 28,996,000 inhabitants of the Ukrainian SSR within its 1922 
borders, including 23,219,000 Ukrainians and 2,677,000 Russians.46 According to the 1939 census, Soviet Ukraine 
within its 1938 borders was inhabited by 30,946,000 persons in total, of whom 23,667,000 were Ukrainians and 
4,175,000 were Russians.47 In 1939 and 1940, the borders of Ukraine shifted twice, and as a result the number of 
inhabitants changed as well.48 In November 1939, Western Ukraine, which had belonged to Poland, was incorporat-
ed into the Ukrainian SSR (ca. 8,000,000 inhabitants), and in June 1940 Ukraine gained part of Bessarabia 
(1,050,000 people) and northern Bukovina (500,000 people) at the expense of Romania. In addition, the Moldovan 
Autonomous Soviet Socialist Republic was removed from the remit of the Ukrainian administration, which reduced 
Ukraine’s population by 310,000 people. As a result of territorial changes, the population of Ukraine increased by 
9,240,000 in total; added to the results of the 1939 census, this gives a figure of 40,186,000 people in mid-1940. In 
terms of numbers, Russians, unlike Ukrainians, only constituted a small proportion of the population living in the 
annexed territories.

Figure 1. Territorial Changes in the USSR, 1922-1954
Source: http://powiewswiezosci.neon24.pl/post/106522,kto-skorzysta-a-kto-straci-na-rozpadzie-ukrainy, ac-
cessed: 11 January 2017.

In 1946, after the end of the Second World War, the number of inhabitants of the “old” Ukraine, excluding the 
areas annexed after 1939, was estimated at 25,000,000.49 According to the 1959 census, Ukraine within its 1954 
borders (after Crimea had been transferred to it), was inhabited by approximately 41,869,000 people.50 Of that 
number, 32,158,500 were Ukrainians and 7,091,300 Russians. Before the collapse of the USSR, three more censuses 
were conducted: in 1970, 1979, and 1989. According to the first, in 1970 the Ukrainian SSR was inhabited by 
47,126,500 people in total, of which 35,283,800 were of Ukrainian nationality and 9,126,300 of Russian nationali-
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ty.51 The next census showed a population of 49,609,000 people, including 36,489,000 Ukrainians and 10,472,000 
Russians.52 According to the final Soviet census conducted in 1989, Ukraine was inhabited by 51,452,000 people, 
including 37,419,000 Ukrainians and 11,355,000 Russians.53

Chart 1. Ukrainian and Russian Populations of the USSR
Source: prepared by the author on the basis of: Eberhardt, P. (1994) Przemiany narodowościowe na Ukrainie w XX 
wieku. Warsaw; Demoscope Weekly, http://demoscope.ru/weekly/2017/0711/index.php, accessed: 11 January 
2017.

In the years 1926-1989, the population of Ukraine grew by 77%, but the number of Russians increased by 324% 
and that of Ukrainians by just 61%. This comparison accounts for the areas annexed to the “old” Ukrainian SSR 
where ethnic Russians were marginal and Ukrainians were the dominant nationality. Such a rapid increase in the 
number of Russians was only possible thanks to inflows from elsewhere. The scale of this phenomenon has not 
yet been investigated thoroughly, but it is universally acknowledged that it was a mass phenomenon. Bohdan 
Kravchenko estimates that from 1939 to 1959, around 8,000,000 Russians emigrated to Ukraine, and in the years 
1959-1970 another 1,000,000 arrived; in total, this amounts to 9,000,000 ethnically foreign immigrants.54 Accord-
ing to Piotr Eberhardt, the number of ethnic Russians in the Ukrainian SSR (migrations and births) changed as fol-
lows based on population censuses (Chart 1): in the years 1897-1926 by 166,800 (a decrease of 0.8%), in the years 
1926-1937 by 545,000 (an increase of 20.3%), in the years 1937/1939-1959 by 3,660,300 (an increase of 106.6%), 
in the years 1959-1970 by 2,035,000 (an increase of 28.7%), in the years 1970-1979 by 1,345,700 (an increase of 
14.74%), and in the years 1979-1989 by 883,600 (an increase of 8.44%).55 For comparison, the percentage increas-
es in the Ukrainian population within the same time intervals were as follows: 1926 – 3.8%, 1937 – minus 4.3%, 
1959 – 15.2%, 1970 – 9.7%, 1979 – 3.41% and 1989 – 2.55%. In summary, the proportion of Ukrainians/Russians 
in relation to the total population of the Ukrainian SSR was as follows: 1897 (the last pre-revolutionary census) – 
76.7/10%, 1926 – 80.1/9.2%, 1937 – 78.2/11.3%, 1959 – 76.8/16.9%, 1970 – 74.9/19.4%, 1979 – 73.6/21.1% and 
1989 – 72.7/22.1% (Chart 2).
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Chart 2. Changes in the Ethnic Structure of the USSR

Source: prepared by the author on the basis of: Eberhardt, P. (1994) Przemiany narodowościowe na Ukrainie w XX 
wieku. Warsaw; Demoscope Weekly, http://demoscope.ru/weekly/2017/0711/index.php, accessed: 11 January 
2017.

Considerable changes in the ethnic composition of the future Soviet Ukraine took place during the First World War 
and in its immediate aftermath, but those changes are difficult to estimate today. They resulted primarily from the 
hostilities and also from the civil war triggered by the outbreak of the October Revolution. Piotr Eberhardt, who 
advises caution when interpreting the facts, states that the population of Ukraine within its 1921 borders declined 
from 27,680,400 to 26,001,800 between 1914 and 1920, i.e. by 1,678,600.56 More changes followed in the 1930s 
and 1940s, beginning with the mass deportations associated with forced collectivization and campaigns against the 
“kulaks” (affluent farmers). According to Russian data, 31,593 families (146,229 people) were deported in 1930 
alone.57 Another 63,720 families were resettled the following year.58 Irreparable human losses among Ukrainian 
SSR citizens during that period (as a result of the Great Famine, the purges in the 1930s, and the extermination 
of the population by the German occupiers) are estimated at one third of the total population, which means that 
around 10,000,000 people died, were murdered, or were killed on the battlefield.59 In fact, it is difficult to clearly 
determine, or even estimate, the actual decline in the population of Soviet Ukraine during the period between the 
Great Famine and the end of the German occupation. Estimates of the decline in the population as a result of the 
famine of 1932-1933 range from 2,500,000 and 5,000,000; apart from those who died, hundreds of thousands were 
deported to other parts of the Soviet Union.60 The international commission that was established to investigate 
the famine in Ukraine estimated that at least 4,500,000 people had died of malnutrition.61 According to Andrzej 
Chojnowski, the Great Famine killed 3,000,000 Ukrainian peasants, another 1,000,000 lost their lives during the 
campaign against kulaks, and 2,000,000 to 3,000,000 were resettled to other parts of the Soviet state.62 After the 
conclusion of the Polish-German agreement in 1934, which was interpreted as a sign of rapprochement between 
Warsaw and Berlin, the Soviet authorities decided to deport Polish and German populations from the border 
regions of Ukraine. In 1936, at least 19,583 families (96,071 people) were removed from the Ukrainian SSR.63 
According to official Russian data, in the Ukrainian countryside alone the population decreased from 24,674,000 
to 18,826,000, i.e. by 5,848,000, between 1932 and 1937 as a result of the Great Famine and, to some extent, the 
purges of the 1930s.64 According to Yaroslav Hrytsak, it is widely believed in Ukraine that between 1914 and 1945, 
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every second man and every fourth woman died; in his view, this is an exaggeration.65 It is justified to claim that 
the human losses suffered until the end of the Second World War affected mostly ethnic Ukrainians, and in certain 
cases Jews (extermination during the war), Poles (the Soviet anti-Polish campaign in the second half of the 1930s, 
forcible resettlement, and ethnic cleansing by the Ukrainian Insurgent Army), and also Germans. It is estimated 
that during the Second World War, the Nazis murdered around 3,200,000 civilians and 1,300,000 prisoners of war 
in Ukraine.66 Another 2,300,000 were sent to Germany for forced labour; some died or never returned.67 The end of 
the Second World War did not halt the population decline. Between 1944 and 1948, 787,700 people were deport-
ed from the Ukrainian SSR to Poland,68 and between 1944 and 1952 another 203,700 were removed (Ukrainian 
nationalists, kulaks, Jehovah’s Witnesses, and soldiers who served in the Polish army under General Anders).69 
In addition, it should be emphasized that in the first half of the 20th century, the population of the Ukrainian SSR 
was restored largely due to the influx of people from other parts of the Soviet Union. Among the immigrants, the 
overwhelming majority were ethnic Russians.

The ethnic policies pursued in the USSR and the human losses among ethnic Ukrainians, combined with steady 
Russification, resulted in significant changes to the ethnic composition of the Ukrainian SSR and independent 
Ukraine after 1991. According to the 2001 Ukrainian census (the only one conducted since independence), the 
population of Ukraine comprises 77.8% Ukrainians, 17.3% Russians, and around 5% other nationalities.70 Ukrain-
ians predominate in the west, especially in the regions annexed to Soviet Ukraine in 1939. In that area, they ac-
count for more than 95% of the local population (Figure 2). In central regions, a relatively high proportion (around 
90%) declare Ukrainian nationality. In eastern and southern regions, the share of Ukrainians gradually decreases, 
and that of ethnic Russians rises. The latter predominate in Crimea (58.3%) and account for a significant share of 
the population in the Donetsk (38.2%) and Luhansk (39%) regions. There are significant concentrations of Russians 
in large urban agglomerations, especially in the east and south. In Kyiv, the Russian minority accounts for 13.1%, 
and in Sevastopol for 71.6%, of the total population (Figure 3).

Figure 2. Ukrainians in Ukraine According to the 2001 Census (Declared Nationality)

Source: https://pl.wikipedia.org/wiki/Ukrai%C5%84cy#/media/File:Ukraine_census_2001_Ukrainians.svg, ac-
cessed: 11 January 2017.
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68	 	Czerniakiewicz,	J.	and	Czerniakiewicz,	M.	(2005)	Przesiedlenia	ludności	w Europie	1915–1959.	Warsaw,	p.	167.
69	 	Ciesielski	et	al.,	op.	cit.,	p.	305.
70	 	“Spis	powszechny	z	2001	r.”.	Państwowy	Komitet	Statystyki	Ukrainy.	http://2001.ukrcensus.gov.ua,	accessed:	11	January	2017.



99

Figure 3. Russians in Ukraine According to the 2001 Census (Declared Nationality)
Percentage of Ethnic Russians in Regions of Ukraine

Source: http://www.tvn24.pl/wiadomosci-ze-swiata,2/na-ukrainie-przesladuja-rosjan-kreml-zmys-
lil-pretekst-do-interwencji,422511.html, accessed: 11 January 2017.

Language

Demographic changes, Russification, and the clashing influences of different (Latin and Byzantine) cultures in 
present-day Ukraine are reflected in the linguistic diversity of the Ukrainian population. This adds to cultural het-
erogeneity and makes it more difficult to forge a national identity. From the point of view of a unitary state, such 
a situation leads to serious problems and risks. The Ukrainian language is marginalized, and a significant number 
of citizens, including ethnic Ukrainians, speak Russian or a mix of Ukrainian and Russian, commonly referred to as 
“surzhyk”, on a daily basis.71 The reasons for this state of affairs can be traced back to the period when the modern 
Ukrainian nation was formed. Ukrainians experienced their national awakening in the first half of the 19th century 
when they still had no state. As was the case with most subjugated peoples of the CEE region, cultural and lin-
guistic identity became the basis for that awakening. During the period in question, the language was codified and 
its literary form emerged. This was proof that a Ukrainian national identity had taken shape. The entire process, 
however, was violently opposed by the Russian authorities, who sought to obliterate the notion of “Ukraine” and 
to replace it with “Little Russia” [Malorossiya]. The Ukrainian language was presented as a local dialect that was 
characteristic of the lower and more poorly educated social strata. The purpose of those measures was to consoli-
date Russian dominance over the Eastern Slavs. In 1863, the Czarist authorities prohibited the printing of literature 
in Ukrainian.72

The status of the Ukrainian language could have been more favourable today had it not been for the processes of 
Russification and deliberate denationalization implemented during the Soviet era. Those processes brought yet 
more marginalization of the Ukrainian language, thus strengthening the status of Russian as the commonly used 
means of communication. So-called Greater Ukraine, i.e. the central, eastern, and southern regions of today’s 
Ukraine, suffered the most. In the western part, the percentage of the population declaring Ukrainian as its native 
tongue remained relatively high.73 In culturally Russified areas, Ukrainian was identified with backwardness and 
provincialism. This stereotype has preserved the differences between rural areas, where Ukrainian has always 
prevailed, and urban and industrial centres, which are dominated by Russian. As a result, the Russian language has 
a very high status in Ukrainian public life. This is particularly noticeable in the eastern and southern parts of the 
country where it is commonly used in administration, higher education, and the media.

71	 	Olchowski,	op.	cit.,	p.	21.
72	 	Kukuła,	J.	(1996)	Historia	współczesna	stosunków	międzynarodowych	1945-1996.	Warsaw,	pp.	505-506.
73	 	Maryański,	A.	(1994)	Narodowości	świata.	Warsaw,	p.	51.
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Figure 4. 2001 Census: Percentage of the Population who Declared Ukrainian as their Native 
Tongue

Source: https://pl.wikipedia.org/wiki/Ukrai%C5%84cy#/media/File:Ukraine_census_2001_Ukrainians.svg, ac-
cessed: 11 January 2017.

Apart from the western regions where the number of ethnic Russians roughly corresponds to the number of 
those who declare Russian as their native tongue, the ethnic situation of Ukraine is exacerbated by the significant 
proportion of non-Russians who consider Russian to be their native tongue as well. In many regions, those who 
claim Russian as their native tongue are twice as numerous as ethnic Russians. In the 2001 census, the Ukrainian 
language was indicated as a native tongue by 67% of citizens, and Russian was indicated by 29.6% of citizens.74 Es-
sentially, this means that 14.8% of the population who consider themselves non-Russian (according to the census, 
82.8% of the total population made such a declaration) indicated Russian as their native tongue. If we assume that 
one’s stated native tongue is a form of self-determination, it may be concluded that apart from the western and 
central regions (in central regions, the percentage of ethnic Russians ranges from 5% to 10% of the total popula-
tion, and the number of those who declare Russian as their native tongue ranges from 3.5% to 16%), the remaining 
parts of the country have a major problem with self-identification. In the eastern and southern regions, those who 
declare Russian as their native tongue usually account for more than 30% of the total. Russian is the native tongue 
of 77% of the inhabitants of Crimea, 75% of the inhabitants of the Donetsk region, and 69% of the inhabitants of 
the Luhansk region. In the case of Kyiv and Sevastopol, these figures are 30% and 90%, respectively (Figure 5).

74	 	“Spis	powszechny	z	2001	r.”,	op.	cit.
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Figure 5. 2001 Census: Percentage of the Population who Declared Russian as their Native 
Tongue

Source: https://pl.wikipedia.org/wiki/Ukraina, accessed: 11 January 2017.

Surveys show that much larger numbers of Ukrainian citizens use the Russian language on a daily basis. Accord-
ing to a poll conducted after the 2004 presidential elections, up to 48% of the total population of Ukraine use the 
Russian language, and only up to 39% use the Ukrainian language.75 Among the Russian speakers, 18% are ethnic 
Russians and 30% are Russian-speaking Ukrainians. Around 12% of Ukrainians and 2% of ethnic Russians are am-
biguous and declare that they use both languages. This is confirmed by the annual surveys conducted by the Insti-
tute of Sociology of the National Academy of Sciences. The studies carried out between 1994 and 2005 show that 
34% to 38% of the population of Ukraine (according to official data, in 2001 the Russian minority accounted for 
17.3% of the total population) consider Russian to be their native tongue (Table 1). The situation looks even worse 
when the criterion is “the language used at home”. Russian is the basic language of communication for a group of 
people similar in size to those who declare Russian to be their native tongue. Considerable divergence was recorded 
for undecided respondents who communicate in both Russian and Ukrainian in their everyday lives.76 Aggregating 
both categories, it may be stated that according to studies and surveys, 58% to 62% of Ukrainian citizens use the 
Russian language on a daily basis (Table 2).

75	 	“Портрет	электоратов	Ющенко	и	Януковича.	Тема:	Политические	предпочтения”,	18	January	2005,	http://www.analitik.org.ua/researches/
archives/3dee44d0/41ecef0cad01e/,	accessed:	11	January	2017.

76	 	Ibid.
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Table 1. Native Language (According to the Annual Surveys Conducted by the Institute of Sociolo-
gy of the National Academy of Sciences)

1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005

Russian 34.7 37.8 36.1 35.1 36.5 36.1 35.1 38.1 34.5 38.1 35.7 34.1

Source: Паніна, Н. (2005) Українське суспільство 1994-2005: соціологічний монітор. Київ, p. 68, http://web.
archive.org/web/20070927040907/http://dif.org.ua/modules/pages/files/us5.pdf, accessed: 11 January 2017.

Table 2. Language Used at Home on a Daily Basis (According to the Annual Surveys Conducted by 
the Institute of Sociology of the National Academy of Sciences)

1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005

Mainly Russian 32.4 32.8 33.1 34.5 33.4 33.6 36.0 36.7 33.2 36.0 34.3 36.4

Russian and 
Ukrainian

29.4 34.5 29.6 26.8 28.4 29.0 24.8 25.8 28.0 25.2 26.3 21.6

Total 61.8 67.3 62.7 61.3 61.8 62.6 60.8 62.5 61.2 61.2 60.6 58.0

Source: Паніна, Н. (2005) Українське суспільство 1994-2005: соціологічний монітор. Київ, p. 68, http://web.
archive.org/web/20070927040907/http://dif.org.ua/modules/pages/files/us5.pdf, accessed: 11 January 2017.

The secondary Russification of those strata of Ukrainian society that are poorly educated or have average edu-
cation levels is reinforced by Russian-speaking media, films, and literature.77 At the beginning of the 2010s, 90% 
of the annual magazine circulation and 70% of the newspaper circulation was published in Russian. In the case 
of electronic media, the breakdown by language is similar. In general, electronic media is geared towards urban 
consumers with average education levels – this is the audience for its advertising. According research, Russian-lan-
guage programming accounts for 47% of the total airtime of the eight leading television channels in Ukraine. 
Programmes that are broadcast in both Russian and Ukrainian account for 31% of airtime, and those in Ukrainian 
alone – for just 22%. In addition, after analysing the Ukrainian advertising market, advertisers have come to the 
conclusion that forgoing Ukrainian-language versions of advertising campaigns enables significant cost savings and 
does not substantially affect sales volumes. Financial considerations have also influenced the language versions of 
the foreign films screened at Ukrainian cinemas. Dubbing has not always been required in order for films to go on 
general release. As a result, in recent years only 69% of foreign films have had Ukrainian dubbing or voice-over. 
The rest only have subtitles in Ukrainian and there is usually Russian dubbing or voice-over. The popular book 
market looks equally bad. According to sociological studies, “active readers” prefer fiction in Russian: 42% read 
exclusively in Russian, 15% exclusively in Ukrainian, and the rest declare that they read in both languages.

In terms of language, Ukraine can be divided into several large regions. Five were identified in the study conducted 
in 2003: the western, central, central-eastern, southern, and eastern regions.78 Research shows that Ukraine’s lin-
guistic structure changes along the west-east axis – in terms of percentages, this is where the shift from Ukrainian 
to Russian occurs (Figure 6).

77	 	Olszański,	T.	(2012)	“Problem	językowy	na	Ukrainie.	Próba	nowego	spojrzenia”.	PRACE	OSW	40	(May):	29-34.
78	 	Kulyk,	V.	(2014)	“Soviet	Nationalities	Policies	and	the	Discrepancy	between	Ethnocultural	Identification	and	Language	Practice	in	Ukraine”	in	M.	

Beissinger	and	S.	Kotkin	(eds)	Historical	Legacies	of	Communism	in	Russia	and	Eastern	Europe.	Cambridge,	p.	204.
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Figure 6. Percentage of the Population that Prefers Russian in Macroregions of Ukraine

Source: http://www.wikiwand.com/pl/J%C4%99zyk_rosyjski_na_Ukrainie, accessed: 11 January 2017.

Russian-speaking citizens of Ukraine are the largest Russian-speaking community outside the Russian Federation. 
They are also the most numerous language group in Europe whose language does not have official status. The pro-
posal to recognize Russian as the second official language enjoys considerable support in Ukraine. In 2002, 40% of 
respondents supported it, 39% considered it possible for Russian to be introduced as the second official language at 
the request of local communities, and only 17% were against.79 In later years, those percentages remained essen-
tially unchanged. In 2010, when the question was worded slightly differently, 43% of respondents supported the 
idea of two official languages on a countrywide basis, 34% only in selected regions, and 17% were opposed.80 In 
western regions, the advocates of only Ukrainian prevailed, while in eastern regions those who supported Russian 
being given official status predominated (Figure 7). The compromise option enjoyed considerable support in the 
central, eastern, and southern regions.

79	 	Olszański,	“Problem	językowy	na	Ukrainie”,	op.	cit.,	p.	22.
80	 	Ibid.,	p.	22.
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Figure 7. Percentage of the Population that Supports Making Russian a Second Official Language

Source: http://www.wikiwand.com/pl/J%C4%99zyk_rosyjski_na_Ukrainie, accessed: 11 January 2017.

Nowadays, language dualism poses a serious threat to Ukraine from the point of view of its sense of national iden-
tity. The large bilingual population that is unable or unwilling to make a linguistic choice and come out in favour of 
either Russian or Ukrainian is increasingly using a dialect that combines both languages (Figure 8). This new lan-
guage is commonly referred to as “surzhyk” and is particularly popular among younger, less educated Ukrainians.

Figure 8. The Linguistic Map of Ukraine

Source: https://www.newcoldwar.org/from-russification-to-ukrainisation-a-survey-of-language-poli-
tics-in-ukraine/, accessed: 11 January 2017.
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Figure 9. The Second Round of the 2010 Presidential Election

[Legend:] 
[Title:] HOW UKRANIANS VOTED IN 2010 PRESIDENTIAL ELECTION BY REGION
[Top left:] The distribution of votes cast during the election is linked to linguistic divisions. In regions where the 
majority of people speak Russian, candidates perceived as being pro-Kremlin were the winners. This was true of 
both the parliamentary and presidential elections.]
[Top right:] Proportion of votes cast in the second round for:
Yulia Tymoshenko
above 70% 
from 50% to 69%
Viktor Yanukovych
above 70% 
from 50% to 69%
[Circle, top right:] Second round
[Middle left:] RUSSIAN-SPEAKING POPULATION
above 75% 
from 25% to 75%
from 5% to 24%
below 5%

Source: “Ukraina. Polityczna, militarna i ekonomiczna mapa kryzysu”, http://wyborcza.pl/maga-
zyn/1,124059,15588445,Ukraina__Polityczna__militarna_i_ekonomiczna_mapa.html?disableRedirects=true, 
accessed: 11 January 2017.

Ukraine’s ethnic and linguistic composition has a direct bearing on the country’s political life. The regions dominat-
ed by ethnic Ukrainians and by the Ukrainian language are a bastion of the defenders of national identity, repre-
sented by groupings that range from right-wing to extreme nationalist. On the other hand, regions with a signifi-
cant share of ethnic Russians, where the Russian-speaking population predominates, are areas where pro-Russian 
groups thrive. This political and national identity pattern, which is determined by language, was confirmed by 
the results of 2010 presidential election (Figure 9). In those elections, Ukrainians divided into two factions – the 
pro-Western one, concentrated in the west and centre of the country, and the pro-Russian one, which included its 
southern and eastern regions.
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Common Historical Ties

Ukraine has very little tradition of independent statehood. The absence of social cohesion based on common his-
torical traditions is a major problem that affects both the integrity and the security of the state.81 There have been 
attempts to construct a national identity around several periods (events) in the history of Ukraine. These include: 
Kievan Rus’, the Cossacks and the Khmelnytsky Uprising, the Ukrainian People’s Republic, the Western Ukrainian 
People’s Republic, the Great Famine of the 1930s, and the Organization of Ukrainian Nationalists together with 
its armed wing – the Ukrainian Insurgent Army.82 However, none of these historical events qualify as a universal 
element of the Ukrainian historical ethos that could be accepted by the majority. Historically, Ukraine consists of 
several different countries.83 Even the Cossack myth has at least two flavours: according to the first, the Cossacks 
were believers and defenders of the Orthodox faith and thus sought unification with Muscovy. According to the 
second, they fought for independence, also against Muscovy. This division is symbolized by the figure of Stepan 
Bandera and his Organization of Ukrainian Nationalists. For the population of Western Ukraine, extreme national-
ism was an expression of the heroic struggle for independence. In the east, on the other hand, Bandera’s supporters 
are perceived as fascists and criminals. President Viktor Yushchenko made Bandera a national hero, but his succes-
sor Viktor Yanukovych took away the title. In recent years, a popular symbol that unites Ukrainians has been the 
memory of the Great Famine, which most believe to have been a genocide engineered by Stalin.

The international community sees Ukraine through the prism of its dependence on Russia. However, the Russian 
factor has not been the only one to affect historical cohesion. Russia wielded influence over the Ukrainian territo-
ries for 70 years only – until the collapse of the Soviet Union in 1991. In many respects, the Polish factor in central 
Ukraine was stronger until 1914, and in Western Ukraine – until the Second World War. It should be stressed that 
Polish influence played a very important role in the history of Ukraine. It was the multifaceted Polish-Ukrainian 
antagonism that shaped the Ukrainian identity, and Western ideas reached Ukraine via the Commonwealth. Today’s 
social divisions are largely the result of the centuries-old dependency of the Ukrainian state, in whole or in part, 
on its stronger neighbours (Figure 10). These are supplemented by the aforementioned differences related to the 
sense of national and state identity, and also by ethno-linguistic diversity (and in some places the absence of eth-
no-linguistic distinctiveness).

81	 	Stryjek,	T.	(2014)	Ukraina	przed	końcem	Historii.	Szkice	o	polityce	państw	wobec	pamięci.	Warsaw,	pp.	167-182.
82	 	Szumiło,	M.	(2014)	“Ukraina	od	wieków	podzielona.	Czy	historia	się	powtórzy?”,	http://historia.org.pl/2014/03/03/ukraina-od-wiekow-podzielo-

na-czy-historia-sie-powtorzy/,	accessed:	17	March	2017.
83	 	Warchił,	op.	cit.
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Figure 10. The Rulers of the Ukrainian Lands in a Historical Perspective 

[Legend: Polska = Poland; Wńgry = Hungary; Hetmanat = Hetmanate; Rosja = Russia; Rzeczpospolita Polski i Litwy 
= Polish-Lithuanian Commonwealth; UKRAINA DO 1991 R. = UKRAINE UNTIL 1991; Turcja do 1792 = Ottoman 
Empire until 1792; Krym = Crimea; Białoruń = Belarus; Rumunia = Romania; Mołdawia = Moldavia]

Source: M. Agnosiewicz, „Słowiańskie dziedzictwo Polski”, http://www.racjonalista.pl/kk.php/s,10026/q,Slowian-
skie.dziedzictwo.Polski, accessed: 11 January 2017.

Since the events at Maidan Svobody (Liberty Square) in 2014, the new Ukrainian authorities have taken radical 
steps to “de-sovietize” historical policy. To a large extent this is an attempt to satisfy public demand. The measures 
taken in this regard have mainly involved the removal of communist monuments and symbols. The previously 
official terms “Great Patriotic War” and “Victory Day” are no longer used, but the end of Second World War is still 
celebrated. Given the official Russian rhetoric, which equates active Ukrainian patriotism with fascism, it is likely 
that many Ukrainians welcome the anti-Soviet and anti-Russian shift in official historical policy. This change has in 
some ways been dictated by present needs, which partly derive from the armed conflict in the east of the country, 
and partly from the need to counteract Russian historical rhetoric concerning Ukrainian statehood.
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Figure 11. Ukrainian Lands and Statehood in Russian Propaganda

Source: ВЫХОД ИЗ ТУПИКА, http://rnto.livejournal.com/294430.html, accessed: 11 January 2017.

Conclusion

Since the first days of independence, Ukraine has been a state with a bilingual population. A significant proportion 
of its citizens, including those who officially declare Ukrainian nationality, speak and write in Russian exclusively 
or usually. Many of them are not ethnic Russians, but they consider Russian to be their native tongue. Others, 
although they feel Ukrainian in national and linguistic terms, treat Russian as the primary means of communica-
tion. From the outset, the Ukrainian state, which is represented by post-Soviet elites, has tolerated the widespread 
presence of Russian in public and political life for pragmatic reasons. In the cultural sphere, the use of Russian is 
perpetuated by the Russian-language media, which dominates mass culture. Over the 25 years of independence, 
the percentage of those who admit to using Russian has declined, but the numbers of those who use “surzhyk” has 
increased, especially among the younger generation of ethnic Ukrainians. “Surzhyk” has a negative influence on 
the linguistic situation. Just as the carelessly transmitted Russian popular culture, which is ubiquitous in the media, 
it blurs linguistic standards.

The linguistic division of Ukraine remains clear. Ukrainian predominates in the west, while Russian prevails in the 
east and south. The official Ukrainization of political and social life is to a large extent a façade. In fact, significant 
areas of the Ukrainian state continue to be subject to spontaneous Russification. The indifferent (in the case of the 
first two presidents) or openly pro-Russian (in the case of Viktor Yanukovych) attitudes presented by the state 
authorities have largely contributed to this state of affairs. Studies on the language of communication in Ukraine 
show that the majority of the public is tolerant or indifferent when it comes to language policy. This is manifest-
ed, among others, in the considerable support for granting Russian the status of an official language alongside 
Ukrainian.

As regards linguistic issues, which fundamentally affect the sense of national and state identity, it must be recog-
nized that bilingualism in Ukraine is a fact. The situation after 25 years of independence, with Ukrainian as the sole 
official language, shows that this is a lasting phenomenon. In practice, matters of language are not fully controlled 
by the state. The Russian-speaking (post-communist) political elites did not regulate them in the early days of 
independence because they were unable or perhaps unwilling to do so. The linguistic situation was not changed 
by the Ukrainization of schools either (assuming that the process is now fully complete). The grassroots movement 
towards establishing two official languages and the rising importance of Russian in public life undermines one of 
the most important attributes of statehood, namely, the official language. In the opinion of the Ukrainian public, 
language does not cause serious problems with self-identification in most cases. Generally speaking, there is no 
perceived discrimination and no enforcement of language-based standards. This tolerant indifference makes society 
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susceptible to ubiquitous Russification, and thus denationalization. However, linguistic issues are very important 
for the intellectual elites and nationalist circles, especially Ukrainian ones. For them, language is the basic tool 
of ideological expansion and dominance. The Ukrainian language is an indispensable tool for restoring Ukrainian 
national awareness and thus strengthening Ukrainian statehood. Paradoxically, the elites – both Ukrainian and 
Russian combined – are a minority in Ukrainian society. However, it is precisely they who constitute the “two con-
flicted Ukraines”. It is important to realize that the conflict is about endowing society with a national character (its 
Ukrainization or Russification), and consequently the continued existence of an independent state is at stake.

The public’s liberal approach to linguistic issues does not mean that these do not pose a serious problem. From 
the point of view of the new Ukrainian political elites, the language issue has become more pressing, especially 
after the annexation of Crimea and the outbreak of the conflict in eastern Ukraine. Just as multi-ethnic Western 
states, Kyiv could accept bilingualism within Ukrainian society without much difficulty, but this very bilingualism 
has hindered the functioning of the state since its inception. The Russian language, which is at once a vehicle for 
Russian culture and tradition, has a negative impact on the consolidation of the state and society. The problem is 
exacerbated by the traditions of common Russian-Ukrainian statehood that date back to Kievan Rus’, and the cen-
turies-old presence of the Russian state within the territories of present-day Ukraine. Systematic Russification and 
Sovietization over the last two centuries have considerably degenerated a portion of the ethnic Ukrainian popula-
tion. In many cases, the sense of national identity has atrophied. The Russian Federation treats language as a tool 
that serves far-reaching reintegration both in the spiritual (cultural and symbolic) and political spheres. The idea of 
“one Rus’” and of a single proto-language also favours reintegration. Linguistic and historical issues are a constant 
presence in Russian ideological indoctrination, which finds positive reception in Ukraine due to the large ethnic 
Russian and Russian-speaking minorities who live there. This forces the Ukrainian authorities to undertake active 
pro-Ukrainian historical and linguistic policies, which are particularly important in the context of the growing Rus-
sian chauvinist movement in Ukraine.
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ABSTRACT

The aim of this article is to present selected factors that contribute to Ukraine’s so-called Russian problem. Among 
these factors, national identity issues occupy a special place and has been presented against the background of 
Ukrainian history and culture.

The article begins with a broad introduction that addresses the idea of national and state identity and the feelings 
associated with it. The author then presents the national and linguistic dependencies between Ukrainians and 
Russians. In the next section, the author discusses an array of historical and cultural factors that have led to the 
disintegration of Ukrainian national identity over the centuries. A key section of the article is devoted to changes 
in the ethnic structure of today’s Ukraine.

Keywords: nation, national awareness, national identity, language, history
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Introduction

The terms most commonly used to describe the complexity of modern conflicts are “unconventional”, “asymmetri-
cal”, “hybrid”,1 “new-generation warfare”, and “controlled chaos warfare”.2 An important characteristic of 21st-cen-
tury wars is the participation of both state and non-state actors who combine conventional methods of conducting 
warfare with methods that fall beyond the traditional understanding of military operations.

The term “hybrid warfare” refers primarily to the strategies pursued by non-state actors who are chiefly engaged in 
criminal or terrorist activities (e.g. Hezbollah), but it has also gained a new meaning after the annexation of Crimea 
and in connection with other activities conducted by Russian forces in eastern Ukraine.3

Virtually the entire international community identifies the term “hybrid warfare” with the invasion of Ukraine by 
the Russian Federation, although Russia used the same methods in its 2008 war with Georgia. Undoubtedly, the 
hybrid conflict has become a turning point in the evolution and implementation of the concept of Euro-Atlantic 
security, since modern hostilities make use of innovation and technology and have become the new challenge that 
states must face in the 21st century.4 There is no firm legal or political basis for establishing which types of attacks, 
e.g. on IT networks, or which acts of sabotage amount to acts of war, and this has led to the difficulties we current-
ly face in understanding and defining hybrid warfare. 

The consequences of Russia’s hybrid actions in Ukraine are of particular importance for the former satellite states 
of the Soviet Union, and especially for the Baltic states,5 which are considered to be most at risk from the Russian 
Federation’s expansionist policy, with its clearly revisionist overtones.6 It was for a reason that the North Atlantic 
Treaty Organization (NATO) committed to establishing new command posts in Estonia, Poland, Latvia, and Lithua-
nia from February 2015 onwards.7

1	 	With	regard	to	modern	conflicts,	“hybrid”	means	combining	old	(conventional)	and	new	(unconventional)	ways	of	conducting	warfare	in	order	to	
achieve	strategic	goals.	In	the	21st	century,	the	term	“hybrid”	is	no	longer	limited	to	the	character	of	warfare	itself	–	it	can	also	be	the	attribute	
of	a	combatant,	conflict	area	(battlefield),	or	even	the	source	of	the	conflict.	Gruszczak,	A.	(2011)	“Hybrydowość	współczesnych	wojen	–	analiza	
krytyczna”	in	W.	Sokała	and	B.	Zapała	(eds)	Asymetria	i	hybrydowość.	Stare	armie	wobec	nowych	konfliktów.	Warsaw:	National	Security	Bureau,	
pp.	10-11.

2	 	Controlled	chaos	warfare	aims	to	destabilize	the	opponent’s	state	politically	and	economically,	to	undermine	and	consequently	disintegrate	that	
state,	and	thus	to	bring	about	a	change	in	the	centre	of	political	power	and	its	subordination	to	the	occupying	power.	According	to	Olga	Wasiuta,	
controlled	chaos	warfare	leads	to	the	opponent’s	total	destruction,	stripping	the	state	of	its	internal	and	external	sovereignty.	Vasyuta,	O.	(2016)	
“Geneza	pojęcia	i	zmiany	podejścia	do	wojny	hybrydowej	w	zachodnim	dyskursie	politycznym	i	wojskowym”.	Przegląd	Geopolityczny	17:	28.

3	 	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://www.stratcomcoe.org/social-media-tool-hybrid-warfare,	“Social	Media	
as	a	Tool	of	Hybrid	Warfare”,	p.	9,	accessed:	17	January	2017.

4	 	Website	of	the	International	Centre	for	Defence	and	Security:	https://www.icds.ee/publications/article/the-challenges-of-hybrid-warfare/,	E.	
Hunter	and	P.	Pernik	(2015)	The	Challenges	the	Hybrid	Warfare,	Estonia,	p.	4,	accessed:	10	January	2017.

5	 	Russian	foreign	policy	towards	the	Baltic	states	(primarily	Latvia	and	Estonia)	has	radically	changed	as	a	result	of	disputes	over	significant	border	
and	nationality	issues	(the	1944	shifting	of	the	border	with	Latvia	and	Estonia	in	favour	of	the	former	USSR	and	the	subsequent	border	treaties	
of	2007	and	2014,	which	confirmed	that	parts	of	the	Latvian	Abrene	District	and	the	Estonian	Pechorsky	District	and	Ivangorod	belong	to	the	
Russian	Federation)	and	also	in	view	of	the	Baltic	states’	accession	to	NATO	and	EU	structures,	which	clearly	reflected	the	failure	of	the	Russia’s	
vision	to	create	a	new	superpower	within	the	borders	of	the	former	USSR.	Herasymenko,	V.	(2016)	“Polityka	Federacji	Rosyjskiej	wobec	obszaru	
postradzieckiego	w	świetle	paradygmatu	realistycznego”.	Przegląd	Geopolityczny	18:	127-128.

6	 	The	revisionism	of	the	Russian	Federation’s	foreign	policy	became	apparent	in	2006–2007,	and	this	was	reflected	in	the	Kremlin	changing	its	
rhetoric	and	its	model	of	contacts	with	the	West.	Russia’s	political	stability	and	its	successful	efforts	to	permanently	enhance	its	military	potential	
and	to	modernize	its	armed	forces	have	in	fact	determined	its	vision	of	global	order.	In	this	vision,	Russia	has	usurped	the	right	to	a	status	in	
the	international	arena	that	is	not	just	privileged	but	in	fact	superior	to	other	parts	of	the	world,	insisting	on	being	granted	a	decisive	role	in	
both	European	and	global	political,	economic,	and	military	affairs.	Identical	Russian	rhetoric	was	in	evidence	during	the	polemic	on	the	future	of	
the	Commonwealth	of	Independent	States	(CIS),	as	the	Russians	demanded	that	the	international	community	leave	the	area	within	the	Russian	
sphere	of	influence	and	ruled	out	the	possibility	of	CIS	member	states	acceding	to	NATO.	Website	of	the	Centre	for	Eastern	Studies:	https://
www.osw.waw.pl/pl/publikacje/prace-osw/2009-12-20/rosyjski-rewizjonizm-wobec-zachodu,	M.	Kaczmarski,	“Rosyjski	rewizjonizm	wobec	
Zachodu”,	OSW,	Warsaw	2009,	pp.	5-6,	accessed:	18	January	2017.

7	 	Website	of	the	International	Centre	for	Defence	and	Security:	https://www.icds.ee/publications/article/the-challenges-of-hybrid-warfare/,	E.	
Hunter	and	P.	Pernik	(2015)	The	Challenges	the	Hybrid	Warfare,	Estonia,	p.	4,	accessed:	10	January	2017.
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In this article, the author attempts to present the positions of the Russian Federation, NATO, and the European 
Union (EU) with respect to the conflict in Ukraine. The key question is how well NATO and the EU are prepared to 
respond to the challenges of hybrid warfare.

The Russian Federation’s Position

The arguments put forward by General of the Army Valery Gerasimov8 – Chief of the General Staff of the Armed 
Forces of the Russian Federation who presented the assumptions underlying so-called new generation warfare in 
2013 – have had a significant impact on the perception of hybrid warfare by the Russian Federation.9 Quoting the 
examples of the Arab Spring and the events in the Middle East, Gerasimov presented his views on trends and ma-
jor changes in the nature of 21st-century conflicts, pointing out that the line between peacetime and wartime has 
become very much blurred. In his opinion, unconventional (non-military) ways of conducting warfare have already 
superseded the classic approach. Among the most effective non-military tools, Gerasimov listed sabotage, surveil-
lance, propaganda, misinformation, psychological influence as well as political and economic activities consisting 
mainly of economic sanctions, the destabilization of society and state structures, political isolation, and the de-
ployment of international peacekeepers in enemy territory to counter alleged human rights violations. According to 
Gerasimov, the effectiveness of warfare depends on support from special forces and on conducting hostilities in the 
information space, which opens a broad spectrum of asymmetrical possibilities for reducing enemy capabilities.10

The unease among Western hybrid warfare researchers has been mostly caused by Gerasimov’s description of 
the individual stages of new-generation warfare, which is characterized by initiating hostilities during peacetime, 
without the need to declare war. Thus, new-generation warfare is about destroying the enemy’s military, political, 
and economic potential by precisely targeting critical infrastructure with the use of special forces and civilian par-
amilitary groups. Likewise of key importance in unconventional conflicts is the so-called indirect action strategy, 
which enables operations to be shifted towards a sphere in which the opponent has much smaller capabilities than 
the aggressor, thus ensuring that the conflict is resolved in favour of the stronger party. Gerasimov believes that 
unconventional methods of warfare do not represent a new approach to conflict, since they were already outlined 
in antiquity by the Far Eastern military strategist Sun Tzu.11

In a way, the vision of so-called new-generation warfare presented by General Gerasimov has prompted the Krem-
lin to take concrete steps to modify its 2010 war doctrine. In the amended doctrine signed by President Vladimir 
Putin on 29 December 2014, significant changes were introduced to the perception of Russia-NATO relations. 
While the 2010 doctrine incorporated Russia’s collaboration with NATO in order to strengthen the collective securi-
ty system, in the 2014 document the North Atlantic Treaty Organization became the Federation’s chief geopolitical 
opponent.12 This radical change of NATO’s status in its contacts with Russia was also upheld in the Russian Federa-
tion’s defence plan for 2016–2020, which was adopted on 1 January 2016.13

The Russian assessment of political reality, which is reflected in the new doctrine, appears to advocate a return to 
the Cold War world order, but based on a non-nuclear deterrent (containment) system. According to the Kremlin, 
the new war doctrine was developed as a response to the US missile defence system and the permanent enhance-
ment of NATO’s military capabilities together with NATO’s efforts to expand the alliance to include new East Euro-
pean states.14 The doctrine describes the material changes to the current relationships between international actors 

8	 	Wojnowski,	M.	(2015)	“Koncepcja	‘wojny	nowej	generacji’	w	ujęciu	strategów	Sztabu	Generalnego	Sił	Zbrojnych	Federacji	Rosyjskiej”.	Przegląd	
Bezpieczeństwa	Wewnętrznego	13:	14;	website	of	the	University	of	Helsinki:	http://www.helsinki.fi/aleksanteri/english/publications/presenta-
tions/papers/ap_1_2016.pdf,	B.	Renz	and	H.	Smith	(2016)	“Russia	and	Hybrid	Warfare	–	Going	Beyond	the	Label”.	Aleksanteri	Papers	1:	8-10,	
accessed:	21	January	2017.

9	 	Interest	in	new-generation	warfare	has	also	been	expressed	by	two	other	Russian	war	experts	–	Colonel	Sergei	Chekinov	and	General	Sergei	
Bogdanov.	They	have	focused	on	the	evolution	of	hostilities	in	the	21st	century.	Chekinov	and	Bogdanov	point	to	the	increase	in	the	role	of	
artificial	intelligence,	nanotechnology,	next-	generation	weapons,	beam,	laser,	plasma,	psychotronic	and	geophysical	weapons	(which	make	it	
possible	to	interfere	with	the	lithosphere,	ionosphere	and	atmosphere,	and	to	change	the	climate).	Those	experts	suggest	that	an	important	fea-
ture	of	21st-century	hostilities	will	be	the	fact	that	they	will	be	conducted	not	only	in	air	but	also	in	space.	According	to	Chekinov	and	Bogdanov,	
advanced	technologies	have	radically	altered	the	face	of	modern	armed	conflict,	significantly	shortening	the	time	needed	to	prepare	operations	
owing	to	the	presence	of	high	readiness	forces.	The	use	of	information	warfare	and	small	special	forces	has	produced	an	entirely	new	paradigm	
for	military	confrontation.	M.	Wojnowski,	op	cit.,	p.	16.

10	 	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://www.stratcomcoe.org/msnegovaya-putins-information-war-
fare-ukraine,	M.	Snegovaya,	Putin’s	Information	Warfare	in	Ukraine,	p.	12,	accessed:	22	January	2017.

11	 	B.	Renz	and	H.	Smith	(2016),	op	cit.,	pp.	8-10.
12	 	Website	of	the	online	newspaper	Wzglad:	http://vz.ru/politics/2014/12/29/722699.print.html,	“НАТО	–	наш	главный	геополитический	

противник”,	accessed:	21	January	2017.
13	 	Website	of	the	Polish	Press	Agency:	http://www.pap.pl/aktualnosci/swiat/news,452116,wszedl-w-zycie-rosyjski-plan-obrony-na-lata-2016-20.

html,	“Wszedł	w	życie	rosyjski	plan	obrony	na	lata	2016–2020”,	accessed:	21	January	2017.
14	 	Website	of	the	National	Security	Bureau:	https://www.bbn.gov.pl/ftp/dok/01/DoktrynaFederacjiRosyjskiej.pdf,	“Doktryna	Wojenna	Federacji	
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and enumerates the threats to the Russian Federation’s security along with a list of actions to be taken in order to 
neutralize these threats and prevent military conflict.

Although the Russian war doctrine does not formally include the term “hybrid warfare”, the examples of Russia’s 
activities to guarantee its own security are in line with Russian strategic thinking, which aims to eliminate potential 
threats by non-military, political, and diplomatic means.15 Thus, hybrid warfare, particularly where it is conducted 
in the information space, is to some extent “sanctioned” by the 2014 doctrine. 

A new element incorporated into the 2014 doctrine as compared with its predecessors is the emphasis on the 
importance of non-military organizational structures that support operations by shifting them into the information 
space and cyberspace.16 There is no doubt that the Russian hybrid warfare concept draws on the Western paradigm, 
but at the same time it takes into account Russian needs, traditions, culture, and historical experience. Western 
visions of hybrid warfare as modified by Russia include a highly selective approach to the concept of defence and 
attack that is compatible with the Russian Federation’s geostrategic interests.

It appears bizarre that the tactics which the Russian Federation itself meticulously exploits in its conflict with 
Ukraine by waging psychological and information warfare are seen by the Kremlin to be among key threats to the 
national security and sovereignty of the Russian nation (were such tactics to be used by other states against Rus-
sia). Paradoxically, hybrid actions that threaten the Federation’s sovereignty have become its basic tool in contacts 
with other members of the international community and have been recognized by the Kremlin as key to achieving 
the expansionist goals it has set itself.17

An analysis of the Russian Federation’s actions against Ukraine suggests that one facet of the hybrid warfare 
waged there has been information warfare (i.e. warfare in which information systems are treated as a weapon of 
war or as its target)18 – a term which has now acquired a new, broader meaning. While the West places emphasis on 
information operations as opposed to physical hostilities, in the Russian war doctrine there is a clear definition of 
modern warfare as a confrontation between two or more states in the information space, and the primary pur-
pose of this confrontation is to eliminate the potential enemy by:19 1) destroying IT systems and key resources; 2) 
undermining the political, social, and economic system; 3) indoctrinating Ukrainian society in order to destabilize 
the state; 4) eliminating key elements to prevent the opponent from carrying out any further actions (so-called 
decisive operations);20 and 5) forcing the state to take decisions that are favourable to Russia. 

Information warfare as waged by Russia is not limited to psychological operations, but is also aimed at command 
and control systems – it disrupts the proper functioning of logistics and government and military communications 
systems as was the case during the war against Georgia in 2008.21 

However, the vast majority of cyber attacks are of a psychological nature, since the Russians weaponize social 
media22 in order to use them as tools of hybrid warfare to spread misinformation and anti-Western sentiment.23 The 
term “weaponization of social media” refers to the use of social media to support military action. 

Rosyjskiej”,	p.	5,	accessed:	21	January	2017.
15	 	Ibid.
16	 	It	should	be	noted	that,	for	several	years	now,	Russian	military	experts	have	concentrated	on	cyberspace	and	cyber	threats.	This	new	trend	

found	confirmation	in	the	statement	made	in	March	2012	by	Russia’s	Deputy	Prime	Minister	Dimitri	Rogozin,	who	announced	that	a	Russian	
cyber	command,	a	counterpart	of	the	United	States	Cyber	Command,	would	be	established.	Website	of	the	Centre	for	Eastern	Studies:	https://
www.osw.waw.pl/sites/default/files/prace_57_pl_sily_zbrojne_net.pdf,	J.	Darczewska,	Rosyjskie	siły	zbrojne	na	froncie	walki	informacyjnej.	
Dokumenty	strategiczne,	p.	21,	accessed:	31	January	2017;	website	of	the	Tass	Russian	News	Agency:	http://tass.com/archive/672082,	“Russia	
May	Form	Cyber	Command	–	Rogozin”,	accessed:	3	February	2017.

17	 	Website	of	the	International	Centre	for	Defence	and	Security:	https://www.icds.ee/publications/article/the-challenges-of-hybrid-warfare/,	E.	
Hunter	and	P.	Pernik	(2015)	The	Challenges	the	Hybrid	Warfare,	Estonia,	p.	5,	accessed:	10	January	2017.

18	 	The	strategy	and	nature	of	information	warfare	is	discussed	in	detail	in	Gregory	J.	Rattray’s	monograph.	Rattray,	G.	J.	(2001)	Wojna	strategiczna	w	
cyberprzestrzeni.	Translated	by	J.	B.	Szporko.	Warsaw:	Wydawnictwa	Naukowo-Techniczne,	pp.	19-170.

19	 	E.	Hunter,	P.	Pernik	(2015),	op.	cit.,	p.	4.
20	 	Kaszuba,	M.	(2012)	“Nowy	wymiar	współczesnej	wojny”	in	M.	Kubiak	and	A.	Turek	(eds)	Współczesne	bezpieczeństwo	militarne.	Warsaw-Siedlce:	

Uniwersytet	Przyrodniczo-Humanistyczny,	p.	56.
21	 	In	the	2015	Worldwide	Threat	Assessment	of	the	US	Intelligence	Community,	Russia	was	identified	as	one	of	the	world’s	leading	powers	in	terms	

of	offensive	cyber	capabilities,	able	to	control	an	enemy’s	critical	infrastructure	systems	using	malware.	E.	Hunter,	P.	Pernik	(2015),	op.	cit.,	p.	5.
22	 	For	more	on	the	role	of	social	media	in	hybrid	strategies,	see	the	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://www.

stratcomcoe.org/social-medias-role-hybrid-strategies-author-thomas-elkjer-nissen,	T.	E.	Nissen,	“Social	Media’s	Role	in	‘Hybrid	Strategies’”,	pp.	
4-8,	accessed:	17	January	2017.

23	 	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://www.stratcomcoe.org/social-media-tool-hybrid-warfare,	“Social	Media	
as	a	Tool	of	Hybrid	Warfare”,	pp.	13-20,	accessed:	17	January	2017.
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Thomas Nissen, a specialist from the NATO Strategic Communications Centre (StratCom), has distinguished six 
ways of weaponizing social media, which are used by Russia and others, and which include:24 1) targeting – an 
integral part of cyber warfare, which is based on highly precise target selection using, for instance, IP address 
geolocation; 2) intelligence – the continuous monitoring of social media activities and of the information provided 
via social media, the systematic search for, and collection of, needed information, and the use of the data resources 
collected to mislead the opponent; 3) psychological warfare – activities that involve the dissemination of informa-
tion that affects the opponent’s morale, emotions, and values; the key tools of psychological warfare are misinfor-
mation and falsification of reality as well as broadly understood propaganda; 4) cyber-operations – Internet attacks 
that involve taking over accounts through denial of service, changing passwords, and then altering the contents 
of profiles, disrupting or preventing the functioning of existing websites, and capturing passwords and data; 5) 
defence – the identification of emerging threats, protecting accounts, profiles, platforms, and websites at the sys-
tem level by using technology; preventing leakage of confidential information by using encryption; anti-espionage 
activity; 6) command and control – social media as a tool to facilitate the decision-making process through internal 
communication, coordination, and synchronization of activities; social media provide an excellent opportunity for 
non-state actors to act with impunity, since their use in the command process to some extent blurs responsibility 
for illegal activities and makes it difficult to reach the main command centres in order to eradicate threats.

The use of social media by Russia in the war against Ukraine has been corroborated by hackers from the b0ltai.org 
group who leaked correspondence from the Internet Research Agency that confirmed its ties to the Kremlin. In ad-
dition, the Russians have made far-reaching attempts to falsify reality by, for instance, hacking – a few days before 
the Ukrainian parliamentary elections – electronic billboards to show a film that accused Ukrainian politicians of 
war crimes in eastern Ukraine. The “Cyber Berkut” groups were responsible for that action.25 There is no doubt that 
Russian attempts at misinformation have been shown to be extremely effective and have certainly served indoc-
trination. This should not be ignored by the international community, whose vulnerability to cyber attacks results 
primarily from the absence of binding regulations with specific guidelines on how to deal with cyberterrorism.26

The key themes of the Russian information campaign are, among others: 1) Ukraine’s social and economic prob-
lems and its inability to ensure statehood for its citizens; 2) the radicalization of the opposition, which is accused 
of spreading fear and panic; 3) the lack of social order and security, used as a justification for the formation of 
pro-Russian self-defence groups in eastern Ukraine; 4) treating the Euromaidan as a bridgehead for the US and the 
EU, and its supporters as traitors; 5) describing the West in terms of an evil that exerts influence over the Ukrainian 
authorities in order to conspire, promote violence, and cultivate extremists with the purpose of destabilizing the 
situation in Ukraine (here Russia accuses Lithuania and Poland in particular); 6) treating Russia’s and Ukraine’s 
common history and Orthodox religion as elements that unite the two nations.

As the above themes of the Russian information campaign demonstrate, the Russians are extensively using misin-
formation to discredit the US and the EU. The Russian message clearly mythologizes the Western international en-
vironment, which presents an obstacle to the rebuilding of Russia’s power. It should be remembered that the goal 
of the Russian information campaign remains to regain the former sphere of influence in the post-Soviet territories 
and to create a multipolar world. This is in conflict with the US vision and its efforts to preserve the unipolar order. 
The Russian strategy betrays a desire to emphasize the ideological character of this struggle. According to Vladimir 
Putin, NATO’s expansion threatens Russia rather than ensuring European security. Moreover, he claims that closer 
relations between Ukraine on the one hand and NATO and the EU on the other, seriously undermine the assump-
tions that underlie Russia’s strategic security interests and are contrary to democratic principles. These considera-
tions determine Russia’s behaviour and “justify” the pressure that the Kremlin puts on Ukraine. Russia makes no 
secret of its hostility towards any signs of Ukrainian integration with Europe and the US, especially in the political 
and military spheres.

The Russian Federation’s aggressive policy towards Ukraine is a deliberate strategy, and a justified one in the 
Kremlin’s view. Shortly after the annexation of Crimea, President Putin used the following arguments to explain 
the Russian Federation’s actions: 1) the historical, spiritual, and cultural unity of Russia and Ukraine; 2) nostalgia 

24	 	For	more	on	the	use	of	social	media	to	support	military	action,	see	the	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://
www.stratcomcoe.org/thomas-nissen-weaponization-social-media,	T.	E.	Nissen	(2015)	#TheWeaponizationOfSocialMedia.	Copenhagen,	pp.	
74-103,	accessed:	19	January	2017.

25	 	“Social	Media	as	a	Tool	of	Hybrid	Warfare”,	op.	cit.,	p.	12.
26	 	E.	Hunter,	P.	Pernik	(2015),	op.	cit.,	p.	7.
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for the USSR; 3) the historical injustice caused by Crimea being incorporated into Ukraine;27 4) the alleged abuses 
of Russian citizens’ human rights in Crimea; 5) the presentation of Euromaidan as a coup orchestrated by national-
ists, neo-Nazis, anti-Semites, and Russophobes; 6) the perception of NATO as a threat (especially the deployment 
of the NATO fleet around Crimea); 7) the fact that Russians consider Crimea to be historically Russian; 8) the right 
of nations to self-determination as enshrined in the Charter of the United Nations.28 Points 7 and 8 indicate that 
Putin made the recovery of Crimea an important element of his strategy, which was to reaffirm the strength of the 
Russian Federation and its unlimited ability to defend its vital geopolitical interests regardless of any sanctions 
imposed by the EU and NATO.

The North Atlantic Treaty Organization’s Position

Compared to the views of the Russian Federation on the situation in Ukraine, NATO has adopted a distinctly differ-
ent position. The differences in the assessment of the crisis result from the different strategic interests and goals of 
both actors. While Russia, which is determined to achieve its vision of superpower status, is trying to subjugate the 
former Soviet satellite states, the alliance insists on ensuring security in the Euro-Atlantic area, and therefore any 
activities by the Russian Federation aimed at destabilizing Europe are met with sharp opposition from NATO. 

According to NATO, the most unpredictable element of the hybrid conflict in Ukraine is Russian information war-
fare, which uses sophisticated and increasingly effective tools to exert pressure on the Ukrainians. The alliance has 
conducted a thorough analysis of the Russian information campaign in the context of the Russian government’s 
narrative, using its strategic documents – the 2007 Foreign Policy Review and the 2009 State Security Review, 
which include relevant information on the Kremlin’s policies aimed at legitimizing the Russian state’s obligation to 
defend its citizens, including those who live outside Russia.

According to NATO, the Russian Federation’s information campaign is focused on maintaining the so-called Russian 
world and Russian order, according to which a uniform rhetoric of media messages in the Russian language needs 
to be maintained, and these messages must reach territories beyond the borders of the Federation (and in particu-
lar the former Soviet satellite republics) in unchanged form.29

NATO believes that consistent control of the mass media by the Russian government is a sine qua non for conduct-
ing the information campaign targeted at Ukraine. Significantly, the main Russian television channels have been 
heavily involved in reporting fake news from Ukraine. Internet “trolling” has also served the mendacious narrative 
of the Russian government. In NATO’s opinion, the issue of control over the media has understandably hindered 
democratic states’ attempts to compete with the message coming from Russia.30

According to NATO, the Russian media narrative is focused on several key issues: 1) contrasting Russian Slavic Or-
thodox civilisation with a decadent and declining Europe; 2) treating Ukraine as an integral part of so-called Eurasia31 
and the establishment of a customs union (comprising Russia, Ukraine, Belarus, and Kazakhstan) to counterbalance 
Western markets; 3) promoting the Russian world as common to Eastern Slavs and thus suggesting that Russians, 
Belarusians, and Ukrainians are one nation in which Russia enjoys natural primacy;32 4) treating Ukrainians as a 

27	 	For	more	on	the	historical	fortunes	of	Crimea,	see	Gołda-Sobczak,	M.	(2016)	Krym	jako	przedmiot	sporu	ukraińsko-rosyjskiego.	Poznań:	Silva	
Rerum,	pp.	79-169.

28	 	Putin	saw	an	“analogy”	between	Ukraine	leaving	the	USSR	and	Crimea	leaving	Ukraine;	moreover,	he	cited	the	text	of	the	US	statement	of	17	
April	2009	on	the	independence	of	Kosovo,	stating	that	while	a	declaration	of	independence	often	violates	national	law,	it	does	not	violate	inter-
national law.

29	 	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://www.stratcomcoe.org/analysis-russias-information-cam-
paign-against-ukraine,	“Analysis	of	Russia’s	Information	Campaign	Against	Ukraine.	Examining	Non-military	Aspects	of	the	Crisis	in	Ukraine	from	
a	Strategic	Communications	Perspective”	(2014),	September,	p.	10,	accessed:	17	January	2017.

30	 	Ibid.,	pp.	11-12.
31	 	The	term	“Eurasia”	was	coined	by	the	Austrian	geologist	Edward	Suess,	who	explained	that	it	is	not	possible	to	draw	a	clear	geographical	

boundary	between	Europe	and	Asia.	At	the	beginning	of	the	20th	century,	the	new	academic	discipline	of	geopolitics	gained	importance,	and	its	
theoretical	foundations	were	laid	by	Halford	Mackinder.	He	believed	that	global	politics	was	dependent	on	the	so-called	heartland	(the	heart	of	
the	continent),	since	control	over	the	heartland	meant	control	over	the	entire	world.	Today,	Mackinder’s	ideas	have	been	revived	in	the	Eurasian	
realities	of	the	Russian	Federation	by	Aleksandr	Dugin	–	an	international	relations	expert	and	former	adviser	to	Vladimir	Putin.	Dugin,	who	is	
fascinated	by	Mackinder’s	geopolitical	model	of	the	world,	has	identified	Russia	as	the	heartland,	and	has	used	a	national	messianism	of	sorts	to	
explain	why	Russia	needs	to	expand	and	rebuild	its	former	empire.	He	has	juxtaposed	the	Russian	Federation	with	the	West	and	has	argued	that	
the	former	is	morally,	culturally,	and	politically	superior.	Discrediting	Western	civilization	and	condemning	its	hedonistic	lifestyle,	he	has	claimed	
that	Russians	are	the	only	people	capable	of	world	domination	–	they	should	regain	control	of	Central	Europe,	liberate	it	from	detrimental	
American	supervision	and	incorporate	it,	together	with	Asian	states,	into	the	perfect	creation	that	will	be	Eurasia.	Eberhardt,	P.	(2005)	“Rosyjski	
eurazjatyzm	i	jego	konsekwencje	geopolityczne”.	Przegląd	Geograficzny	72	(2):	171,	182-184.	The	Eurasian	Union	was	supposed	to	replace	the	
Commonwealth	of	Independent	States,	while	Ukraine’s	subjugation	was	to	guarantee	that	Russia	would	be	secure	and	free	to	control	the	rest	
of	Eastern	Europe.	“Analysis	of	Russia’s	Information	Campaign	Against	Ukraine.	Examining	Non-military	Aspects	of	the	Crisis	in	Ukraine	from	a	
Strategic	Communications	Perspective”,	op.	cit.,	p.	7.

32	 	Ibid.,	p.	7,	11.
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pseudo-nation that is unable to govern its state and maintain its sovereignty alone; 5) the conviction that EU Member 
States do not have common interests and that the US is the EU’s rival; 6) providing legal and historical justifications 
for the Russian Federation’s activities in Ukraine;33 7) blaming NATO and the EU for the situation in Ukraine and de-
fining Russia’s policy towards Ukraine in terms of a response to the West’s actions that undermine Russian interests.34

NATO experts think that the Russian information campaign was a key element of Russia’s activities in Ukraine. 
Both the information campaign and military operations were in line with the characteristic features of the new 
form of hostilities, in which the boundaries between peace and war are blurred. The main battlefield shifted, in 
a way, from the physical space to the society’s hearts and minds.35 On the other hand, Crimea became a testing 
ground for a completely new form of warfare in which hybrid and asymmetrical features are combined with inten-
sive (and effective) information campaigns, cybercrime, and operations by well-trained special forces.36

Observing Russia’s illegal activities in eastern Ukraine, the alliance presented its official stance on the hybrid con-
flict. At the Inter-Parliamentary Conference on Common Foreign and Security Policy and on Common Security and 
Defence Policy, which was held on 5 March 2015 in Riga, Deputy Secretary General of NATO Alexander Vershbow 
described 2014 as a turning point in the creation of a new strategic reality. Vershbow defined hybrid warfare as 
actions that combine conventional elements with next-generation tools in the form of: 1) covert interference; 2) se-
cret supplies of weapons and weapon systems; 3) economic blackmail; 4) diplomatic hypocrisy; 5) media manipula-
tion; and 6) misinformation. According to Vershbow, hybrid warfare, which combines soft and hard power policies, 
requires a multifaceted approach from NATO, consisting in, among others, strengthening social cohesion, improving 
intelligence and warning systems, and also protecting IT infrastructure. Reforming NATO defence sectors and build-
ing effective armed forces in cooperation with the EU, the United Nations, and the Arab League are also impor-
tant ways of counteracting hybrid warfare. Russia cannot be considered a partner in ensuring the security of the 
Euro-Atlantic area, since it strives to destabilize Ukraine and undermine its statehood. Therefore, the international 
community must bring about the de-escalation of the conflict in Ukraine in order to prevent Russian expansion.37

The conclusions of the NATO summit held on 8–9 July 2016 in Warsaw were also key to assessing the situation in 
Ukraine. During the meeting, participants mentioned numerous threats to the alliance’s eastern borders generated 
by state and non-state actors alike. They considered hybrid warfare to be one of the greatest challenges that NATO 
faces alongside terrorism and cybercrime. Russia’s aggressive actions, which largely consist of provocative military 
action and a readiness to achieve political goals by threatening the use of force, have undoubtedly been a source 
of instability in Central and Eastern Europe, thus conflicting with the basic principles of Euro-Atlantic security and 
NATO’s long-term goals of peace and freedom.38

NATO condemned the deliberate destabilization of eastern Ukraine, the illegal annexation of Crimea, and all provoc-
ative military actions near its borders as well as in the Baltic, Black Sea, and Mediterranean Sea regions. Responding 
to the volatile security environment, the alliance decided to increase its presence in Eastern Europe. Although civilian 
and military cooperation with Russia was suspended, political dialogue within the framework of the NATO-Russia 
Council was not ruled out. In NATO’s opinion, only mutual military transparency can help improve Euro-Atlantic se-
curity. This is why the alliance called on Russia to engage in the work of the Organization for Security and Co-opera-
tion in Europe (OSCE) in order to amend the Vienna Document.39 At the same time, NATO stated that it does not seek 
confrontation with the Russian Federation and does not pose a threat to it. However, it will not be possible to return 

33	 	Ibid.,	p.	19.
34	 	In	NATO’s	opinion,	the	Eastern	Partnership	summit	held	in	Vilnius	in	2013	was	the	turning	point	in	relations	between	the	Russian	Federation	and	

Ukraine	–	the	latter	adopted	a	clearly	pro-European	foreign	policy	direction,	seriously	undermining	the	Federation’s	efforts	to	realize	its	vision	of	
Kievan	Rus’	(the	first	medieval	Slavic	state	that	existed	from	the	9th	to	the	13th	centuries)	as	the	natural	basis	for	the	coexistence	of	both	Slavic	
nations.	“Analysis	of	Russia’s	Information	Campaign	Against	Ukraine.	Examining	Non-military	Aspects	of	the	Crisis	in	Ukraine	from	a	Strategic	
Communications	Perspective”,	op.	cit.,	p.	18.

35	 	Ibid.,	p.	21.
36	 	Ibid.,	p.	26.
37	 	NATO	website:	http://www.nato.int/cps/en/natohq/opinions_117919.htm,	“ESDP	and	NATO:	better	cooperation	in	view	of	the	new	security	

challenges”,	accessed:	22	January	2017;	“Deputy	Secretary	General:	NATO-EU	cooperation	is	more	important	than	ever”,	accessed:	22	January	
2017.

38	 	NATO	website:	http://www.nato.int/cps/en/natohq/official_texts_133169.htm#piracy,	“Warsaw	Summit	Communiqué.	Issued	by	the	Heads	of	
State	and	Government	participating	in	the	meeting	of	the	North	Atlantic	Council	in	Warsaw	8-9	July	2016”,	accessed:	30	January	2017.

39	 	Adopted	in	1999,	the	Vienna	Document	on	Confidence	and	Security-Building	Measures	includes	commitments	related	to	state	military	activities	
consisting	of	providing	information	on	armed	forces,	current	war	strategies	and	doctrines,	and	planned	armaments.	The	document	introduced	
a	procedure	for	inter-governmental	consultations	in	cases	where	excessive	military	activity	is	detected	or	dangerous	military	incidents	occur.	
The	Vienna	document	is	important	for	security	in	Europe	but	its	provisions	need	to	be	adjusted	to	current	challenges.	For	more	on	the	Vienna	
Document,	see	the	website	of	the	Polish	Institute	of	International	Affairs:	https://www.pism.pl/files/?id_plik=777,	R.	Śmigielski	and	M.	Terlikowski	
(2009)	“Wojskowe	środki	budowy	zaufania	i	bezpieczeństwa	w	Europie	–	stan	obecny	i	perspektywy”.	Biuletyn	PISM	70,	accessed:	30	January	
2017.
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to NATO-Russia relations on a business-as-usual basis until Russia begins to observe international law.40 In NATO’s 
opinion, an autonomous, sovereign, and politically stable Ukraine is a precondition of European security. Thus, the al-
liance has condemned all actions taken by Russia with the purpose of undermining the territorial integrity of Ukraine 
and criticised its excessive activity consisting in the provision of financial and armed assistance to militant groups.

An important NATO move that restrained Russia’s expansionist ambitions was the decision to strengthen the alli-
ance’s eastern flank by ensuring the presence of multinational forces in Poland, Estonia, Lithuania, and Latvia (the 
creation of four rotational battalions). 

In NATO’s view, the implementation of summit decisions on enhanced protection for the alliance’s eastern borders 
is a measure designed to prevent a potential Russian attack on Central and Eastern European countries and also to 
provide a warning of sorts about the possibility of other allied states getting involved in such a conflict. It should 
be stressed that the decision to strengthen NATO’s eastern flank was not meant as a proposal to resolve the conflict 
in Ukraine and was not even addressed to Ukraine, and thus its implementation could not bring any tangible bene-
fits for the Ukrainians. The rationale for ensuring enhanced protection for the alliance’s eastern rim was the Russian 
Federation’s aggression against Ukraine and also Russian military exercises that involved simulating an attack on 
Norway and Finland. Faced with the emergence of real threats from Russia, the alliance decided to increase securi-
ty guarantees for Central and Eastern European countries.

The arrangements related to the eastern flank prompted the introduction of fundamental changes to the alliance’s 
strategy, which involved replacing reassurance with deterrence.41 The announcement to increase the protection of 
NATO’s eastern borders was in line with the Baltic states’ expectations, and the consistent implementation of those 
plans was intended to improve their security status.

In addition, at the NATO summit in Warsaw, a Comprehensive Assistance Package (CAP)42 for Ukraine was ap-
proved, which offered support for implementing necessary reforms in many areas – primarily in the security and 
defence sectors. The main objective of the package was to reform the Ukrainian armed forces in line with alliance 
standards and make them interoperable with NATO forces. The key areas in which assistance was offered con-
cerned: 1) enhancing democratic oversight (a greater role for parliament and civil society) and civilian control over 
the security and defence sector (improving the quality of professional military education, including through the 
continuation of DEEP (Defense Education Enhancement Programme);43 2) command and control, communication, 
and IT infrastructure (strengthening the secure command and control abilities and situational awareness of the 
armed forces through the exchange of knowledge and experience between Ukraine and NATO); 3) logistics and 
standardization (creating a coherent, integrated logistics support system); 4) technical defence cooperation (ac-
tions aimed at achieving interoperability between NATO and Ukraine and transformation of the Ukrainian defence 
industry); 5) cyber security (increasing the capability to counteract cyber attacks); 6) energy security (supporting 
the protection of critical infrastructure); 7) medical rehabilitation (creating an efficient medical support system 
for the armed forces); 8) neutralization of improvised explosive devices and unexploded ordnance, anti-personnel 
mines, and radioactive sources located at former Soviet military bases; 9) scientific disciplines related to security 
(implementing the NATO Science for Peace and Security Programme; properly responding to emerging challenges, 
developing Ukraine’s capacities in the field of telemedicine – an innovative form of providing medical services, 
which, thanks to innovative solutions, would allow distance diagnostics, effectively combining IT, ICT, and medi-
cine); 10) communication strategies (developing strategic communication capabilities in the fields of security and 
defence); 11) counteracting hybrid warfare (setting up a platform to identify threats and verify experiences related 
to Russia’s hybrid operations against Ukraine); 12) reform of the security services sector; 13) civilian planning 
(supporting Ukraine’s capabilities in the field of civil protection and humanitarian aid through the operations of the 
Euro-Atlantic Disaster Response Coordination Centre – EADRCC).44

40	 	NATO	website:	http://www.nato.int/cps/en/natohq/official_texts_133169.htm#piracy,	“Warsaw	Summit	Communiqué.	Issued	by	the	Heads	of	
State	and	Government	participating	in	the	meeting	of	the	North	Atlantic	Council	in	Warsaw	8-9	July	2016”,	accessed:	30	January	2017.

41	 	Website	of	the	National	Centre	for	Strategic	Studies:	http://ncss.org.pl/pl/aktualnosc/781-flanka-wschodnia-a-postanowienia-szczytu-na-
to-w-warszawie-komentarz-narodowego-centrum-studiow-strategicznych.html,	“Flanka	wschodnia	a	postanowienia	szczytu	NATO	w	Warszaw-
ie	–	komentarz	Narodowego	Centrum	Studiów	Strategicznych”,	accessed:	4	February	2017.

42	 	NATO	website:	http://www.nato.int/cps/en/natohq/official_texts_133173.htm,	“Joint	statement	of	the	NATO-Ukraine	Commission	at	the	Level	
of	Heads	of	State	and	Government,	9	July	2016,	Warsaw,	Poland”,	accessed:	30	January	2017.

43	 	The	DEEP	programme	consists	in	helping	individual	states,	including	Ukraine,	reform	their	military	education	by	developing	curricula,	assisting	
in	the	development	of	defence	capabilities,	and	strengthening	democratic	institutions.	NATO	website:	http://www.nato.int/cps/en/natohq/top-
ics_139182.htm,	“Defence	Education	Enhancement	Programme	(DEEP)”,	accessed:	1	February	2017.

44	 	NATO	website:	http://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_09/20160920_160920-compreh-ass-package-ukraine-en.pdf, 
“Comprehensive	Assistance	Package	for	Ukraine”,	accessed:	2	February	2017.
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However, NATO’s aforementioned responses to Russian actions against Ukraine do not offer realistic solutions to 
the crisis. Rather, they exemplify a deterrence strategy and a typical aid plan intended to develop specific spheres. 
Thus, only a Russian attack on any NATO member in Central and Eastern Europe will cause the alliance to become 
involved in the conflict. Otherwise any military activity by NATO is unlikely. 

The European Union’s Position

The European Union, like NATO, is critical of the conflict in Ukraine. As an institution established to integrate 
the European community on the basis of respect for values, laws, and human and civic freedoms, it has strongly 
condemned the hybrid activities of the Russian Federation. In addition, the EU never supported the annexation of 
Crimea and considered the referendum proclaimed by Vladimir Putin on 16 March 2014 to be illegal and incompati-
ble with the provisions of the Ukrainian Constitution.45

Opposition to the annexation of Crimea and the destabilization of Ukraine was directly reflected in the EU’s deci-
sion to impose restrictive measures against the Russian Federation. Starting in March 2013, it introduced specific 
diplomatic, individual, and economic measures in order to restrain Russia’s ambitions and hinder its economic and 
political contacts with the West.46

The diplomatic measures included primarily: 1) the cancellation of the EU-Russia summit planned for 3 June 2014 
and the decision by Member States to discontinue regular bilateral meetings with Russia; 2) the decision not to 
hold the G-8 summit, which was to take place in Sochi, and to replace it with a G-7 meeting in Brussels, and also 
to hold further cyclical meetings without the participation of the Russian Federation; 3) the suspension of negoti-
ations on granting Russia membership of the Organization for Economic Co-operation and Development and of the 
International Energy Agency.

The individual measures consisted in the publication in September 2016 of a list of natural persons (152) and 
entities (37) subject to sanctions in connection with undermining the territorial integrity of Ukraine.47 Individual 
restrictions involved the freezing of assets and a visa ban.48 In March 2014, the European Council decided to freeze 
the assets of those responsible for the misappropriation of Ukrainian public funds, and in March 2016 the sanc-
tions were extended for a further period.

In response to the unlawful annexation of Crimea and Sevastopol, the European Council limited economic relations 
with the annexed areas, prohibiting the import of goods from Crimea and Sevastopol as well as imposing trade and 
investment restrictions in selected sectors of the economy and with respect to infrastructure projects. From De-
cember 2014, a ban was introduced on the provision of tourist services and investment in Crimea. An embargo was 
also imposed on exports of essential commodities in economic sectors linked to the prospecting, extraction, and 
production of crude oil, gas, and minerals. The prohibitions were to remain in force until 23 April 2017.

Additional, sectoral economic sanctions against Russia were imposed in July and September 2014. These consisted 
mainly of: 1) limiting access to primary and secondary EU capital markets for five major Russian financial entities 
whose majority shareholder is the Russian Treasury (Sberbank, Vneshtorgbank, Vneshekonombank), for their non-
EU subsidiaries in which those entities hold a majority stake, and for three Russian energy consortiums (Rosneft, 
Transneft, Gazpromneft) and three entities from the arms industry (Uralvagonzavod, Oboronprom, JSC United 
Aircraft Corporation); 2) introducing an embargo on arms and dual-use goods; 3) limiting Russia’s access to strate-
gically important technologies and services linked to the extraction and production of crude oil.

In March 2015, EU heads of government decided to make abolition of the sanctions conditional upon Russia’s 
complete fulfilment of the provisions contained in the Minsk agreements.49 Due to the Federation’s failure to im-

45	 	Website	of	the	Nasz	Dziennik	newspaper:	http://www.naszdziennik.pl/swiat/70772,ambasador-ue-zapowiada-odwolanie-szczytu-ue-rosja.
html,	“Ambasador	Unii	zapowiada	odwołanie	szczytu	UE–Rosja”,	accessed:	21	January	2017.

46	 	Website	of	the	European	Council:	http://www.consilium.europa.eu/pl/policies/sanctions/ukraine-crisis/,	“Unijne	sankcje	w	odpowiedzi	na	
kryzys	na	Ukrainie”,	accessed:	21	January	2017.

47	 	Website	of	the	European	Council:	http://www.consilium.europa.eu,	“List	of	Persons	and	Entities	under	EU	Restrictive	Measures	over	the	Terri-
torial	Integrity	of	Ukraine”,	accessed:	21	January	2017.

48	 	France	insisted	on	tightening	individual	sanctions,	which	would	hit	Russian	business	through	the	freezing	of	assets	or	visa	refusals.	Stricter	sanc-
tions	were	demanded	by	the	French	Foreign	Minister	Laurent	Fabius.	Forbes	website:	http://www.forbes.pl/francja-grozi-rosji-wprowadzeni-
em-ostrzejszych-sankcji,artykuly,172894,1,1.html,	“Francja	grozi	Rosji	wprowadzeniem	ostrzejszych	sankcji”,	accessed:	22	January	2017.

49	 	The	first	agreement	was	signed	on	5	September	2014	by	participants	of	the	trilateral	contact	group,	which	consisted	of	Ukraine,	Russia,	the	
OSCE,	and	the	separatists’	representatives.	The	subject	of	the	memorandum	was	a	ceasefire	and	the	demilitarization	of	eastern	Ukraine.	Anoth-
er	document	was	signed	on	12	February	2015	by	the	Presidents	of	Ukraine,	the	Russian	Federation,	and	France,	and	by	the	Chancellor	of	the	
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plement both agreements, the Council extended the restrictions until 31 July 2016. After the analysis conducted in 
July 2016 of Russia’s implementation of the Minsk provisions, the sanctions were extended until 31 January 2017. 
During the European Council summit held on 15 December 2016, the decision was taken to extend the sanctions 
until 31 July 2017 in view of Russia’s passive stance. 

On the other hand, the economic restrictions imposed in July 2014 involved: 1) submitting a request to the European 
Investment Bank to suspend approval for all new financing operations in Russia; 2) coordinating the positions of the 
Board of Directors of the European Bank for Reconstruction and Development to suspend the financing of new pro-
jects; 3) suspending certain EU programmes of bilateral and regional cooperation with the Russian Federation. 

There is no doubt that financial sanctions have been the most painful for the Russian Federation as they have 
reduced its ability to cope with the effects of the crisis related to structural issues (its dysfunctional commodi-
ty-based development model) and the sharp decline in oil prices in 2014 and 2015. The restrictions imposed by 
the EU have also reduced the ability to obtain foreign funding and thus increased demand for state support. The 
measures taken by the EU have led to capital outflows and to slower inflows of portfolio investment and foreign 
direct investment to the Russian real economy, especially in 2014. In addition, confidence in Russian capital has 
significantly decreased.50

Although the EU used multiple instruments to limit Russia’s activity in the international arena, European efforts 
have not resulted in an improvement in the situation in Ukraine. In addition, the official EU position on Russia’s 
aggressive policy was at odds with the views of certain Member States, such as Germany, which chose a clearly 
pro-Russian course and decided not to cooperate with the US. Notably, in Germany’s rhetoric, the issue of Ukraine 
was pushed to the margins, and comments by leading German politicians reflected their considerable scepticism 
towards NATO’s allegedly bellicose policy in relation to Russia, which, according to the German Foreign Minister 
Frank-Walter Steinmeier, could provoke the Kremlin and provide a dangerous pretext for war.51

Thus, EU economic sanctions as an expression of opposition to Russia’s imperialist policy have proved a fiction. 
This is evidenced by, for instance, the joint construction of the Nord Stream II gas pipeline in which Russia and 
Germany are both involved. This clearly political project will increase European dependence on Russian gas sup-
plies and is thus contrary to the interests of the Baltic countries. Any EU sanctions will become irrelevant if and 
when the Russian Federation dominates the EU energy market.

EU sanctions have also become insufficient in the face of the Russian Federation’s desire to implement the Eurasian 
integration project, which the Kremlin pursues in order to provide a genuine counterbalance to the US and the EU. 
After sanctions had been imposed on Russia, the Russian concept of integration with Asia gained a deeper geopo-
litical dimension and became an opportunity to forge new trade relations with Asian countries such as China.52

Federal	Republic	of	Germany.	The	main	objective	of	the	agreement	was	to	take	measures	in	order	to	resolve	the	conflict	in	the	east	of	Ukraine.	
The	document	identifies	thirteen	key	steps	whose	purpose	is	to	stabilize	the	situation:	1)	an	urgent	ceasefire	in	the	Donetsk	and	Luhansk	dis-
tricts;	2)	establishing	a	safe	buffer	zone	through	the	demilitarization	of	the	area	under	OSCE	supervision;	3)	monitoring	the	ceasefire;	4)	holding	
legitimate	local	elections;	5)	prohibiting	the	persecution	of	Ukrainians	involved	in	activities	in	the	Donetsk	and	Luhansk	Republics;	6)	releasing	
people	unlawfully	detained;	7)	implementing	international	humanitarian	aid;	8)	restoring	social	and	economic	relations	and	the	banking	system;	
9)	restoring	the	Ukrainian	authorities’	control	over	the	state	border	in	the	conflict	zone;	10)	removing	other	countries’	troops	and	illegal	militant	
groups	from	the	territory	of	Ukraine;	11)	carrying	out	constitutional	reform	in	Ukraine;	12)	holding	local	elections	in	the	Donetsk	and	Luhansk	
districts	according	to	Ukrainian	law,	taking	OSCE	standards	into	account;	and	13)	activating	the	trilateral	contact	group	and	establishing	working	
groups	for	the	implementation	of	the	provisions	of	the	Minsk	agreements.	In	spite	of	many	efforts	on	the	part	of	the	EU	and	OSCE,	Russia	has	
not	observed	any	of	the	provisions	contained	in	the	documents,	thus	reaffirming	its	strategic	objectives	for	Ukraine	and	permanently	blocking	
its	integration	with	the	West.	The	fulfilment	of	political	commitments	is	also	a	difficult	subject	for	the	Ukrainian	authorities,	since	conducting	free	
elections	in	the	self-proclaimed	Donetsk	and	Luhansk	Republics	would	most	probably	result	in	legal	autonomy	for	those	areas.	Similarly,	the	
point	about	amending	the	Constitution	of	Ukraine	threatens	to	deepen	divisions	within	the	state	on	account	of	the	proposal	to	grant	special	
status	to	Donbass.	Website	of	the	Centre	for	Eastern	Studies:	https://www.osw.waw.pl/pl/publikacje/analizy/2014-09-10/zawieszenie-bro-
ni-na-wschodzie-ukrainy,	R.	Sadowski	and	A.	Wierzbowska-Miazga,	“Zawieszenie	broni	na	wschodzie	Ukrainy”,	accessed:	22	January	2017;	
https://www.osw.waw.pl/pl/publikacje/analizy/2016-02-10/porozumienie-minskie-rok-gry-pozorow,	A.	Wilk,	T.	A.	Olszański	and	W.	Górecki,	
“Porozumienie	mińskie	–	rok	gry	pozorów”,	accessed:	22	January	2017.

50	 	Website	of	the	Centre	for	Eastern	Studies:	https://www.osw.waw.pl/pl/publikacje/komentarze-osw/2016-03-24/konsekwencje-zachod-
nich-sankcji-finansowych-dla-gospodarki,	M.	Domańska	and	S.	Kardaś,	“Konsekwencje	zachodnich	sankcji	finansowych	dla	gospodarki	Rosji”,	
accessed:	3	February	2017.

51	 	BBC	News	website:	http://www.bbc.com/news/world-europe-36566422,	“German	Minister	Warns	Nato	against	‘Warmongering’”,	accessed:	4	
February	2017.

52	 	Website	of	the	Polish	Institute	of	International	Affairs:	https://www.pism.pl/files/?id_plik=19044,	J.	Ćwiek-Karpowicz	and	S.	Secrieru	(eds)	(2015)	
Sankcje	i	Rosja.	Warsaw:	PISM,	p.	103.
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Conclusions

Summing up the discussion of the nature of hybrid warfare in Ukraine and analysing how this conflict is per-
ceived by NATO, the EU, and the Russian Federation, we can see that the NATO and EU positions are very similar, 
involving critical assessments of hybrid warfare and Russia’s imperial ambitions. Both the alliance and the EU have 
taken more or less effective measures that reflect their criticism of the Kremlin’s aggression. It cannot be unequiv-
ocally stated whether such actions (and which ones) will play a key role in resolving the crisis in Ukraine. Whereas 
the EU has applied direct measures in order to restrain Russia, NATO has opted for remedial measures targeted at 
Ukraine. The courses of action chosen by both actors cannot be assessed in a reliable manner since the measures 
introduced by each of them were aimed at achieving different goals, which excluded a military response.

None of the measures taken by NATO or the EU sent a clear and decisive message to Russia that the risks and costs 
associated with continued military action could significantly outweigh the potential benefits and therefore a new 
way of resolving the crisis should be sought.

Ineffective actions by the West and its military inactivity (dictated by a reluctance to exacerbate the conflict) have 
to some extent determined how the Russian Federation perceives the situation in eastern Ukraine. In Russia’s 
opinion, the hybrid warfare waged there has been the result of Western activities, which clearly undermine the 
Federation’s fundamental interests, threatening its security, survival, and freedom to develop.

The Russian perception of hybrid warfare tends to merge three important dimensions of hybrid actions: their 
1) propaganda; 2) technological; and 3) geopolitical aspects. Only when these three factors are combined do the 
Russians gain a decisive advantage over their opponent in the cyber, information, psychological, geographical, and 
economic spaces.53 In the Russian vision of hybrid warfare, all threats described by the West as asymmetrical are 
the Federation’s direct response to the United States’ efforts to maintain a unipolar division of the world. 

As seen from the Kremlin, Russian actions, which are considered by the international community to constitute 
hybrid warfare and are strongly condemned by NATO and EU Member States alike, are only examples of the legiti-
mate defence of Russian citizens’ security against the expansion of both NATO and the EU, which explicitly seek to 
extend their spheres of influence to include Asian states.

This mendacious Russian narrative is intended to elicit feelings of guilt among the international community and to 
present Russia as an embattled country that has the right to defend its national interests. Joanna Darczewska even 
writes of “siege syndrome” – seeking to ensure one’s own security at all costs, even at the expense of the stability 
of other states, without ruling out, in relation to those states, the use of force, the exertion of pressure, the weap-
onization of the social and political spheres, and the principle of limited sovereignty.54

These peculiar characteristics of Russia’s behaviour towards other actors of international relations have set the pa-
rameters of the academic debate, which devalues Russia’s status as a federative and democratic state, preferring the 
term “unitary military state” instead. The need for this change in Russia’s status results from the Kremlin’s overtly 
totalitarian, authoritarian, and centralist inclinations.55

Nevertheless, despite the fact that different visions of hybrid warfare in Ukraine exist, the general conclusion is 
that the key features and attributes of this new form of warfare undoubtedly include dominance, speed, escala-
tion, cunning, the use of computers, nonlinearity,56 and the general weaponization of social media. Furthermore, as 
NATO experts have rightly pointed out, the fear of potential threats usually results in an escalation of the conflict. 
By taking control of the information sphere, Russian forces gained a considerable advantage over their disoriented 
opponent in this regard.

53	 	Internal	Security	Agency	website:	http://www.abw.gov.pl/pl/pbw/publikacje/przeglad-bezpieczenstwa-4/1213,Przeglad-Bezpiec-
zenstwa-Wewnetrznego-WYDANIE-SPECJALNE.html,	Wojnowski,	M.	(2015)	“Mit	‘wojny	hybrydowej’.	Konflikt	na	terenie	państwa	ukraińskiego	w	
świetle	rosyjskiej	myśli	wojskowej	XIX-XXI	wieku”.	Przegląd	Bezpieczeństwa	Wewnętrznego.	Wojna	hybrydowa	–	WYDANIE	SPECJALNE	12	(7):	20,	
accessed:	20	January	2017.

54	 	Website	of	the	Centre	for	Eastern	Studies:	https://www.osw.waw.pl/sites/default/files/pw_50_pl_diabel_tkwi_net.pdf,	J.	Darczewska,	Diabeł	
tkwi	w	szczegółach.	Wojna	informacyjna	w	świetle	doktryny	wojennej	Rosji,	pp.	7-8,	accessed:	19	January	2017.

55	 	O.	Wasiuta,	op.	cit.,	p.	30.
56	 	Ibid.,	p.	28.
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Russian dominance was guaranteed by checkpoints installed across a large part of Ukrainian territory and by the 
demonstration of their modern equipment and capabilities. The operation was carried out extremely rapidly57 with 
the support of the local Russian-speaking population. The Russian side was also helped by the change of govern-
ment in Kyiv and its lack of willingness to respond to Russian military provocations.58 

It should also be mentioned that the war against Ukraine, and the consequent annexation of Crimea by the Russian 
Federation, were never formally declared. Crimea was occupied by Russian troops during peacetime, and Ukrainian 
soldiers were subjected to psychological pressure and forced to desert by Russian special forces. The Spetsnaz acted 
quickly and decisively, providing support for propaganda activities. Working with the local pro-Russian popula-
tion, it divided Ukrainian society in order to implement a sophisticated misinformation campaign. In addition, the 
Russians mobilized civilians to achieve specific goals. Self-defence groups established by mercenaries willingly 
engaged in military actions against Ukraine.59

Despite its cruelty and numerous Machiavellian traits (“the end justifies the means”), the war in Ukraine has 
ultimately become a valuable experience for the entire international community. Let us list the six most important 
observations60 that should be the subject of political and public discourse.

First, information is a powerful tool of influence that determines the outcome of modern conflicts and shapes 
relationships between actors in the international arena. The use of information warfare by the Russians is not a 
new tactic per se; however, there has been a marked increase in the so-called weaponization of information and 
this phenomenon has become a key threat to modern states.61 Therefore, both NATO and the EU must take decisive 
and effective steps to adapt their strategies to the new reality, which is characterized by the priority given to in-
formation warfare over conventional hostilities. Any signs of passivity from the West will only encourage Russian 
imperial ambitions and threaten countries to whose territories Russia may soon lay claim for historical reasons.

Second, the Russians have skilfully utilized modern means of warfare in the 21st century, supplementing traditional 
hostilities with information campaigns, cybercrime, and Spetsnaz activities.62 The unethical methods and tools used 
by the Russian Federation have revealed the legitimate steps taken by the West as an insufficient and ineffective 
means of confronting Russia. Decisive action is required in the form of military support for Ukraine that could 
realistically prevent aggression.

In its actions, Russia is guided exclusively by its own needs and resorts to untruths. It attempts to distract the 
West’s attention in order to postpone any processes that could be unfavourable to it. While NATO’s and the EU’s 
actions are based on transparency and truth, this does not force Russia to observe those rules. There is no doubt 
that the illegal and unethical acts perpetrated by the Russian Federation will require the entire international com-
munity to undertake long-term and carefully considered action that will necessitate considerable commitment and 
effort from NATO, the EU, and the Ukrainian government.

Third, Russia’s rhetoric and its ways and methods of waging war are reflected in its key policy documents and are 
principally based on historical memory and on a certain type of national messianism,63 which urges the unification 
of Eurasia with natural primacy afforded to the Russians – the chosen people capable of determining the world 
order. The doctrine of information warfare, which has been thoroughly analysed by Joanna Darczewska, “justifies” 
Russia’s hybrid actions and makes them ideological in character. This is because information warfare is seen by the 
Russian Federation in ideological terms, and the arsenal of overt and covert methods for waging it is unlimited. In 
the Russian doctrine, information warfare – understood as an autonomous measure but also as support for general 

57	 	When	planning	the	annexation	of	Crimea,	Putin	did	not	plan	in	the	long	term.	He	focused	on	the	blitzkrieg	strategy,	seized	Crimea,	and	held	a	
referendum.	Those	actions	were	dictated	primarily	by	a	desire	to	minimize	material	costs,	which	could	only	be	achieved	through	a	speedy	and	
decisive	operation.	Felsztinski,	J.	and	Stanczew,	M.	(2015)	Trzecia	wojna	światowa?	Bitwa	o	Ukrainę.	Poznań:	Dom	Wydawniczy	Rebis,	p.	328.

58	 	“Analysis	of	Russia’s	Information	Campaign	Against	Ukraine.	Examining	Non-military	Aspects	of	the	Crisis	in	Ukraine	from	a	Strategic	Communi-
cations	Perspective”,	op.	cit.,	p.	26.

59	 	Ibid.	p.	28.
60	 	Ibid.	pp.	32-34.
61	 	Website	of	the	Center	for	European	Policy	Analysis:	http://cepa.org/files/?id_plik=1896,	E.	Lucas	and	B.	Nim-mo	(2015)	“Information	Warfare:	

What	Is	It	and	How	to	Win	It?”,	CEPA	Infowar	Paper	No.	1,	November,	p.	5,	accessed:	31	January	2017.
62	 	Website	of	the	University	of	Helsinki:	http://www.helsinki.fi/aleksanteri/english/publications/presentations/papers/ap_1_2016.pdf,	B.	Renz	

and	H.	Smith	(2016)	“Russia	and	Hybrid	Warfare	–	Going	Beyond	the	Label”.	Aleksanteri	Papers	1:	7,	accessed:	21	January	2017.
63	 	Tatyana	Gracheva,	whose	interests	include	geopolitical	issues	and	the	dimensions	of	modern	warfare,	mentions	the	influence	of	the	éthnos,	

Russian	spirituality,	and	the	Orthodox	Church	on	Russia’s	war	strategy.	K.	Kraj,	K.	(2015)	“Kryzys	ukraiński.	Nowe	spojrzenie	na	wojnę	–	z	rosyjskiej	
perspektywy”.	Krakowskie	Studia	Międzynarodowe.	Przemiany	systemu	bezpieczeństwa	i	współpracy	międzynarodowej	w	drugiej	dekadzie	XXI	w.	
2:	31-32.
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armed hostilities – makes it possible to solve old problems with modern techniques,64 which are not necessarily 
sanctioned by international law.

Fourth, the crisis in Ukraine is the result of the long-term strategy pursued by the Russian Federation, while the 
Russians state that it the US and proponents of the American vision of a unipolar world who bear the blame for 
the region’s predicament.

Fifth, the hybrid nature of the conflict does not necessarily guarantee that Russia will be able to achieve its intend-
ed goals, particularly if the government in Kyiv refuses to participate in the Eurasian project on Russian terms and 
decides to cooperate with the West.

Sixth, it may be claimed that the so-called Cold War is not over, and it is only the tools for waging it and influ-
encing the opponent that have changed – nuclear weapons have been replaced with misinformation campaigns, 
psychological warfare, and cybercrime. The algorithm for exerting influence on the enemy’s decision-making 
process primarily involves the systematic distortion of information, the supply of false data, and other measures to 
neutralize the opponent’s operational thinking.65 Thus, the redefined paradigm of military action in the 21st century 
is reflected in the new Russian Federation military doctrine of 2014, which incorporates the mandatory (as seen 
by the Kremlin) modernization of armed forces and the adaptation of their capabilities to an uncertain geopolitical 
environment.

Since the bipolar world collapsed, the Russian authorities have made overt efforts to rebuild Russia’s power, both 
economic and military, which is evidenced by the constant manifestation of the military capabilities of Russia’s 
armed forces and by the reliance on unconventional solutions in conflicts, as it has been the case with hybrid 
activities in Ukraine since 2014. Russia’s desire to return to the glory days of the Soviet empire is the outcome of 
its increased economic and military capabilities, and it does not rule out seeking closer relationships with Asian 
countries.

NATO claims that Russia’s clear pivot to Asia is essentially a means of achieving the more ambitious goal of global 
power. However, before the Kremlin’s plan is realized, Russia must become a regional power with distinct advan-
tages in the political, social, economic, and military spheres. Only a Russian Federation that is a strong player in 
the region will be able to really rival the West. That is why the Russians are adeptly using all available policy tools, 
including both soft and hard power,66 resorting to, among others, effective psychological and information warfare.

The Russian Federation’s efforts are clearly aimed at a complete revision of the post-Cold War world order on the 
terms imposed by Russia; they should not be underestimated by NATO and the EU.

64	 	Website	of	the	Centre	for	Eastern	Studies:	https://www.osw.waw.pl/sites/default/files/pw_50_pl_diabel_tkwi_net.pdf,	J.	Darczewska,	Diabeł	
tkwi	w	szczegółach.	Wojna	informacyjna	w	świetle	doktryny	wojennej	Rosji,	pp.	15-16,	accessed:	19	January	2017.

65	 	NATO	Strategic	Communications	Centre	of	Excellence	website:	http://www.stratcomcoe.org/msnegovaya-putins-information-war-
fare-ukraine,	M.	Snegovaya,	Putin’s	Information	Warfare	in	Ukraine,	p.	14,	accessed:	22	January	2017.

66	 	Website	of	the	Institute	of	East-Central	Europe:	http://www.iesw.lublin.pl/rocznik/pliki/Rocznik_2014-217.pdf,	A.	Szabaciuk	(2014),	“Euroaz-
jatycki	projekt	integracyjny	Władimira	Putina:	szanse	i	zagrożenia”	in	T.	Stępniewski,	A.	Gil,	A.	Szabaciuk	and	A.	Visvizi	(eds)	Rosja	Putina	–	Ukraina	
–	Europa:	geopolityka,	bezpieczeństwo,	gospodarka.	Rocznik	Instytutu	Europy	Środkowo-Wschodniej	No.	5,	pp.	75-76,	accessed:	20	January	2017.



125

BIBLIOGRAPHY

Books and Monographs:

Felsztinski, J. and Stanczew, M. (2015) Trzecia wojna światowa? Bitwa o Ukrainę. Poznań: Dom Wydawniczy Rebis.

Gołda-Sobczak, M. (2016) Krym jako przedmiot sporu ukraińsko-rosyjskiego. Poznań: Silva Rerum.

Rattray, G. J. (2001) Wojna strategiczna w cyberprzestrzeni. Translated by J. B. Szporko. Warsaw: Wydawnictwa 
Naukowo-Techniczne.

Academic Articles

Eberhardt, P. (2005) “Rosyjski eurazjatyzm i jego konsekwencje geopolityczne”. Przegląd Geograficzny 72 (2).

Gruszczak, A. (2011) “Hybrydowość współczesnych wojen – analiza krytyczna” in W. Sokała and B. Zapała (eds) 
Asymetria i hybrydowość. Stare armie wobec nowych konfliktów. Warsaw: National Security Bureau.

Herasymenko, V. (2016) “Polityka Federacji Rosyjskiej wobec obszaru postradzieckiego w świetle paradygmatu 
realistycznego”. Przegląd Geopolityczny 18.

Kaszuba, M. (2012) “Nowy wymiar współczesnej wojny” in M. Kubiak and A. Turek (eds) Współczesne 
bezpieczeństwo militarne. Warsaw-Siedlce: Uniwersytet Przyrodniczo-Humanistyczny.

Kraj, K. (2015) “Kryzys ukraiński. Nowe spojrzenie na wojnę – z rosyjskiej perspektywy”. Krakowskie Studia 
Międzynarodowe. Przemiany systemu bezpieczeństwa i współpracy międzynarodowej w drugiej dekadzie XXI w. 2.

Wojnowski, M. (2015) “Koncepcja ‘wojny nowej generacji’ w ujęciu strategów Sztabu Generalnego Sił Zbrojnych 
Federacji Rosyjskiej”. Przegląd Bezpieczeństwa Wewnętrznego 13.

Vasyuta, O. (2016) “Geneza pojęcia i zmiany podejścia do wojny hybrydowej w zachodnim dyskursie politycznym i 
wojskowym”. Przegląd Geopolityczny 17.

Internet Sources:

BBC News website: http://www.bbc.com/news/world-europe-36566422, “German Minister Warns NATO against 
‘Warmongering’”, accessed: 4 February 2017.

Forbes website: http://www.forbes.pl/francja-grozi-rosji-wprowadzeniem-ostrzejszych-sankcji,artykuly,172894,1,1.
html, “Francja grozi Rosji wprowadzeniem ostrzejszych sankcji”, accessed: 22 January 2017.

Internal Security Agency website: http://www.abw.gov.pl/pl/pbw/publikacje/przeglad-bezpieczenstwa-
4/1213,Przeglad-Bezpieczenstwa-Wewnetrznego-WYDANIE-SPECJALNE.html, Wojnowski, M. (2015) “Mit 
‘wojny hybrydowej’. Konflikt na terenie państwa ukraińskiego w świetle rosyjskiej myśli wojskowej XIX-XXI wieku”. 
Przegląd Bezpieczeństwa Wewnętrznego. Wojna hybrydowa – WYDANIE SPECJALNE 12 (7), accessed: 20 January 
2017.

NATO website:

http://www.nato.int/cps/en/natohq/official_texts_133169.htm#piracy, “Warsaw Summit Communiqué. Issued by the 
Heads of State and Government participating in the meeting of the North Atlantic Council in Warsaw 8-9 July 2016”, 
accessed: 30 January 2017.

http://www.nato.int/cps/en/natohq/opinions_117919.htm, “ESDP and NATO: better cooperation in view of the 
new security challenges”, accessed: 22 January 2017; “Deputy Secretary General: NATO-EU cooperation is more 
important than ever”, accessed: 22 January 2017.



126

http://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_09/20160920_160920-compreh-ass-package-ukraine-
en.pdf, “Comprehensive Assistance Package for Ukraine”, accessed: 2 February 2017.

http://www.nato.int/cps/en/natohq/official_texts_133173.htm, “Joint statement of the NATO-Ukraine Commission at 
the Level of Heads of State and Government, 9 July 2016, Warsaw, Poland”, accessed: 30 January 2017.

http://www.nato.int/cps/en/natohq/topics_139182.htm, “Defence Education Enhancement Programme (DEEP)”, 
accessed: 1 February 2017.

NATO Strategic Communications Centre of Excellence website:

http://www.stratcomcoe.org/social-media-tool-hybrid-warfare, “Social Media as a Tool of Hybrid Warfare”, accessed: 
17 January 2017.

http://www.stratcomcoe.org/social-medias-role-hybrid-strategies-author-thomas-elkjer-nissen, T. E. Nissen, “Social 
Media’s Role in ‘Hybrid Strategies’”, accessed: 17 January 2017.

http://www.stratcomcoe.org/thomas-nissen-weaponization-social-media, T. E. Nissen (2015) 
#TheWeaponizationOfSocialMedia. Copenhagen, accessed: 19 January 2017.

http://www.stratcomcoe.org/analysis-russias-information-campaign-against-ukraine, “Analysis of Russia’s 
Information Campaign Against Ukraine. Examining Non-military Aspects of the Crisis in Ukraine from a Strategic 
Communications Perspective” (2014), September, accessed: 17 January 2017.

http://www.stratcomcoe.org/msnegovaya-putins-information-warfare-ukraine, M. Snegovaya, Putin’s Information 
Warfare in Ukraine, accessed: 22 January 2017.

Website of the Centre for Eastern Studies:

https://www.osw.waw.pl/pl/publikacje/komentarze-osw/2016-03-24/konsekwencje-zachodnich-sankcji-finansowych-
dla-gospodarki, M. Domańska and S. Kardaś, “Konsekwencje zachodnich sankcji finansowych dla gospodarki Rosji”, 
accessed: 3 February 2017.

https://www.osw.waw.pl/pl/publikacje/prace-osw/2009-12-20/rosyjski-rewizjonizm-wobec-zachodu, M. Kaczmarski, 
“Rosyjski rewizjonizm wobec Zachodu”, OSW, Warsaw 2009, accessed: 18 January 2017.

https://www.osw.waw.pl/sites/default/files/prace_57_pl_sily_zbrojne_net.pdf, J. Darczewska, Rosyjskie siły zbrojne na 
froncie walki informacyjnej. Dokumenty strategiczne, accessed: 31 January 2017

https://www.osw.waw.pl/sites/default/files/pw_50_pl_diabel_tkwi_net.pdf, J. Darczewska, Diabeł tkwi w szczegółach. 
Wojna informacyjna w świetle doktryny wojennej Rosji, accessed: 19 January 2017.

https://www.osw.waw.pl/pl/publikacje/analizy/2014-09-10/zawieszenie-broni-na-wschodzie-ukrainy, R. Sadowski 
and A. Wierzbowska-Miazga, “Zawieszenie broni na wschodzie Ukrainy”, accessed: 22 January 2017.

https://www.osw.waw.pl/pl/publikacje/analizy/2016-02-10/porozumienie-minskie-rok-gry-pozorow, A. Wilk, T. A. 
Olszański and W. Górecki, “Porozumienie mińskie – rok gry pozorów”, accessed: 22 January 2017.

Website of the Center for European Policy Analysis: http://cepa.org/files/?id_plik=1896, E. Lucas and B. Nim-mo 
(2015) “Information Warfare: What Is It and How to Win It?”, CEPA Infowar Paper No. 1, November, accessed: 31 
January 2017.

Website of the European Council:

http://www.consilium.europa.eu, “List of Persons and Entities under EU Restrictive Measures over the Territorial 
Integrity of Ukraine”, accessed: 21 January 2017.



127

http://www.consilium.europa.eu/pl/policies/sanctions/ukraine-crisis/, “Unijne sankcje w odpowiedzi na kryzys na 
Ukrainie”, accessed: 21 January 2017.

Website of the Institute of East-Central Europe: http://www.iesw.lublin.pl/rocznik/pliki/Rocznik_2014-217.pdf, A. 
Szabaciuk (2014), “Euroazjatycki projekt integracyjny Władimira Putina: szanse i zagrożenia” in T. Stępniewski, A. 
Gil, A. Szabaciuk and A. Visvizi (eds) Rosja Putina – Ukraina – Europa: geopolityka, bezpieczeństwo, gospodarka. 
Rocznik Instytutu Europy Środkowo-Wschodniej No. 5, accessed: 20 January 2017.

Website of the International Centre for Defence and Security: https://www.icds.ee/publications/article/the-
challenges-of-hybrid-warfare/, E. Hunter and P. Pernik (2015) The Challenges the Hybrid Warfare, Estonia, accessed: 
10 January 2017.

Website of the National Security Bureau: https://www.bbn.gov.pl/ftp/dok/01/DoktrynaFederacjiRosyjskiej.pdf, 
“Doktryna Wojenna Federacji Rosyjskiej”, accessed: 21 January 2017.

Website of the National Centre for Strategic Studies: http://ncss.org.pl/pl/aktualnosc/781-flanka-wschodnia-
a-postanowienia-szczytu-nato-w-warszawie-komentarz-narodowego-centrum-studiow-strategicznych.html, 
“Flanka wschodnia a postanowienia szczytu NATO w Warszawie – komentarz Narodowego Centrum Studiów 
Strategicznych”, accessed: 4 February 2017.

Website of the Nasz Dziennik newspaper: http://www.naszdziennik.pl/swiat/70772,ambasador-ue-zapowiada-
odwolanie-szczytu-ue-rosja.html, “Ambasador Unii zapowiada odwołanie szczytu UE–Rosja”, accessed: 21 January 
2017.

Website of the online newspaper Wzglad: http://vz.ru/politics/2014/12/29/722699.print.html, “НАТО – наш 
главный геополитический противник”, accessed: 21 January 2017.

Website of the Polish Institute of International Affairs:

https://www.pism.pl/files/?id_plik=777, R. Śmigielski and M. Terlikowski (2009) “Wojskowe środki budowy zaufania 
i bezpieczeństwa w Europie – stan obecny i perspektywy”. Biuletyn PISM 70, accessed: 30 January 2017.

https://www.pism.pl/files/?id_plik=19044, J. Ćwiek-Karpowicz and S. Secrieru (eds) (2015) Sankcje i Rosja. Warsaw: 
PISM.

Website of the Polish Press Agency: http://www.pap.pl/aktualnosci/swiat/news,452116,wszedl-w-zycie-rosyjski-plan-
obrony-na-lata-2016-20.html, “Wszedł w życie rosyjski plan obrony na lata 2016-2020”, accessed: 21 January 2017.

Website of the President of the Russian Federation:

http://en.kremlin.ru/events/president/news/20603, “Address by President of the Russian Federation”, 18 March 2014, 
accessed: 18 January 2017.

http://en.kremlin.ru/events/president/transcripts/24034, “Speech and the Following Discussion at the Munich 
Conference on Security Policy”, 10 February 2007, accessed: 18 January 2017.

Website of the Tass Russian News Agency: http://tass.com/archive/672082, “Russia May Form Cyber Command – 
Rogozin”, accessed: 3 February 2017.

Website of the University of Helsinki: http://www.helsinki.fi/aleksanteri/english/publications/presentations/papers/
ap_1_2016.pdf, B. Renz and H. Smith (2016) “Russia and Hybrid Warfare – Going Beyond the Label”. Aleksanteri 
Papers 1, accessed: 21 January 2017.



128

ABSTRACT

Hybrid warfare, which combines conventional and non-conventional methods of waging war, has gained major 
significance since Russia’s information campaign against Ukraine. Undoubtedly, information warfare, the weaponi-
zation of social media, propaganda, and disinformation have become the most effective tools of warfare in the 21st 
century. By using these tools, Russia has gained a clear advantage over Ukraine.

This paper looks at the nature of hybrid warfare in Ukraine, taking into account the position of NATO, the Euro-
pean Union, and the Russian Federation. Particular attention is paid to the non-military aspects of the crisis in 
Ukraine. The analysis of Russia’s perception of hybrid warfare suggests that the Federation’s information warfare 
against Ukraine is by no means over, and it is likely that Russia is preparing to strike again with more sophisticated 
and effective techniques.

The author attempts to analyse the degree to which NATO and European Union can respond to the challenges of 
hybrid warfare that fall beyond the traditional understanding of armed conflict.

Keywords: hybrid warfare, weaponization of social media, propaganda, information warfare, disinformation
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Ireneusz CIOSEK

PSYCHOLOGICAL CONSIDERATIONS OF HYBRID WARFARE AS 
EXEMPLIFIED BY THE UKRAINE-RUSSIA CONFLICT

“The supreme art of war is to subdue the enemy without fighting”
Sun Tzu (544 BC–496 BC)

War is a social phenomenon that humanity has known since the dawn of history. The origins of military science, 
similarly to military literature, are to be found in antiquity when the first armed forces were created to defend 
borders and to conquer neighbouring nations and states.1At that time, the first treatises on war were also written, 
laying the foundation for later discussions on the subject. Among the oldest surviving grand theories of war are 
Sun Tzu’s The Art of War (6th/5th century BC) and Thucydides’s History of the Peloponnesian War (5th/4th century 
BC). Another important theoretical contribution is Carl von Clausewitz’s On War (1832–1834), which many scholars 
of military history consider to be the most outstanding work in the field.2

Over the centuries, the meaning of the term “war” has changed. Initially, war was treated as an “organized armed 
struggle between states, nations or social groups”.3 From the above definition it follows that war consists of armed 
hostilities undertaken by at least two belligerent sides that fight with the use of weapons. However, in later years, 
owing to the new means and methods of waging warfare, this definition proved to be incomplete and was gradually 
abandoned.

In current international law, no further attempts are being made to define. This is due to the impossibility of com-
bining the diverse situations, behaviours, actions, and attitudes that are encompassed by this term into a single 
definition.4 The term “armed conflict” is increasingly used instead. The latter is a concept broader than that of war, 
covering all manifestations of hostilities such as armed intervention, armed incidents, military coups, blockades, 
and others.5

According to one classification, wars may be divided into two categories: energy wars and information wars. In 
the case of an energy war, the hostile parties engage in physical combat along a clearly defined front, and the side 
effects of this type of war are human casualties and material destruction. In an information war, the opponent is 
defeated slowly and gradually through the use of information.6

The term “information warfare” was introduced into widespread use in the mid-1980s and rapidly gained popular-
ity. Soon, the first works on the subject – both theoretical and practical – appeared. The first serious definition of 
“information warfare” was proposed in 1996 by the RAND Corporation, a U.S. research organization, which defined 
it as warfare in the information space.7 Since then, to the three spaces in which warfare can be waged (land, sea, 
and air), a fourth, equally dangerous space has been added – the information space.

Russian military analysts offer a broad definition of information warfare: “measures used mainly in peacetime 
and directed not so much against armed forces as against the civilian population and its morale, against the state 
administration system, the system of supervision of industrial production, the supervision of science, culture, etc.” 
In a narrower sense, information warfare consists of actions whose purpose is to achieve a significant advantage 
over the enemy in three spheres: 1) the effectiveness of information; 2) the comprehensiveness of information; 
3) the credibility of information during the reception, processing, and use of information in the process of making 
significant and effective administrative decisions and in implementing those decisions.8

1	 	Wyszczelski,	L.	(2009)	Teorie	wojenne	i	ich	twórcy	na	przestrzeni	dziejów.	Myśl	wojskowa	od	powstania	do	końca	lat	osiemdziesiątych	XX	wieku.	
Warsaw:	Wydawnictwo	Neriton,	p.	18.

2	 	Krupa,	A.	(ed.)	(2007)	Encyklopedia	wojskowa.	Dowódcy	i	ich	armie.	Historia	wojen	i	bitew.	Technika	wojskowa:	N-Ż.	Warsaw:	Wydawnictwo	Nau-
kowe	PWN,	p.	458.

3	 	Ibid.,	p.	456.
4	 	Ibid.
5	 	Słownik	terminów	z	zakresu	bezpieczeństwa	narodowego	(2002).	Warsaw:	AON,	p.	158.
6	 	Brzeski,	R.	(2011)	“Wojna	informacyjna”.	Fronda	60:	75.
7	 	“Эволюция	понятия	‘информационнаявойна’”,	http://psyfactor.org/psyops/infowar46.htm,	accessed:	20	November	2016.
8	 	Brzeski,	op.	cit.,	p.	76.
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A strictly military definition has been put forward by U.S. researchers, according to whom information warfare is 
“the integrated use of operational resources, misinformation, psychological operations, electronic hostilities, and 
physical destruction, supported by intelligence activities, in order to deprive the enemy of information, distort and 
degrade the information it receives, and destroy its command and control capabilities”.9

Adam Lelonek distinguishes two levels of information warfare – civil and military. These encompass all the activities 
undertaken in order to gain information advantage and to influence processes based on information processing.10

The main focus of information warfare is its non-military and covert component. In information warfare, hostilities 
are not about defeating the enemy’s armed forces, but rather about destroying or distorting the knowledge held 
by the enemy and manipulating that knowledge so that the attacked nation starts to behave in the manner desired 
by the aggressor. In wars of this type, the enemy is the entire nation, including its state administration, ruling 
elites, opinion leaders, and its economic, cultural, and scientific spheres, etc. The intention of the aggressor is to 
deprive the enemy of truth about itself and to distort its thinking in order to take control of the enemy’s mind, 
decision-making processes, and information resources.11 This can only be achieved through the use of social control 
techniques.

Social control means exerting a desired effect on a given society in order to achieve an intended goal. Social control 
can be used in good or bad faith. Social manoeuvring is a form of conscious control over a society that affects it 
adversely.

Social manoeuvring is most often used when a country intends to subordinate the citizens of another country 
and, using their assistance and mediation, aims to take control over the entire state apparatus. Social manoeuvring 
means manipulating people in order to achieve specific goals. This is a particular form of control in which both the 
true purpose of control and the fact that it is exercised at all are concealed from the victims of the manipulation. 
The tool most commonly used to effectively control people and manipulate them is misinformation, i.e. the dissem-
ination of information that has been already manipulated and/or fabricated in order to influence its recipients and 
induce them to behave in a certain manner that is beneficial to the party spreading the misinformation. The goal 
of the manipulating party is to misinform the largest possible number of people and to make them behave in the 
desired manner. This state of affairs gives an advantage to the aggressor who uses information as a weapon. It also 
brings the aggressor closer to its strategic goal of reducing the capability of the enemy’s decision-making centres 
by affecting the way in which the structures of attacked state function.12 

Usually, manipulation consists of using real information but in a manner that distorts the true state of affairs and 
prevents an objective understanding of the message. To this end, important but inconvenient facts may be omitted 
or information may be selected in such a way so as to evoke false associations among the intended audience. An-
other method that is slightly more risky from the aggressor’s point of view is fabrication, which involves deliber-
ately creating false information and presenting it as genuine; this is possible where the aggressor who uses infor-
mation as a weapon has already gained control of most of the enemy’s media and opinion leaders.

Destructive information, which is the primary weapon in information warfare, performs two functions:
• first, it weakens the enemy structures, primarily by disorganizing the flow of information between those who 

lead and those who execute orders;
• second, it leads to incorrect decisions by the enemy leadership and erroneous actions by those who execute 

orders, which weakens the enemy, and sometimes also results in its self-destruction.13

According to Rafał Brzeski, the most dangerous form of information warfare is subversion, which consists of long-
term, secret control over the enemy in order to engineer its self-destruction. This goal is achieved through social 
manoeuvring, manipulating people, and misinformation.14

9	 	Ibid.
10	 	Lelonek,	A.	“Rosyjska	wojna	informacyjna	na	Ukrainie”,	http://www.defence24.pl/361059,rosyjska-wojna-informacyjna-na-ukrainie,	accessed:	

20	November	2016.
11	 	Brzeski,	op.	cit.,	p.	77.
12	 	Ibid.,	pp.	78-79.
13	 	Ibid.,	pp.	79-80.
14	 	Ibid.,	p.	80.
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The key tools of information warfare are15 propaganda, intelligence, counterintelligence, and agent channels.
Propaganda means exerting a deliberate impact on an individual or society by means of images, slogans, and 
symbols, which are designed to induce certain behaviours and views.16 Intelligence is a specialized service tasked 
with obtaining the necessary data and information about the enemy and conducting information warfare. Counter-
intelligence, in turn, is a service tasked with defending against the enemy’s hostile actions in the information space. 
What is crucial in information warfare, however, is control channels that affect the enemy’s state structures and 
may take the form of:
• agent channels;
• collaboration channels;
• or inspiration channels.17

Agent channels execute the orders of their “superior” (aggressor) in return for material or other benefits, or for 
ideological, ethical or legal reasons. These channels include intelligence agents18 or covert police and counterintelli-
gence collaborators. One type of agent is an agent of influence, who is considered the most dangerous opponent in 
information warfare. An agent of influence is defined as a person who disseminates information that is either real 
but accompanied by destructive comments or that is manipulated or fabricated. Agents are also used to discreetly 
influence the opinions of politicians, the mass media, and pressure groups in a direction favourable to the foreign 
state’s intentions and goals. Collaboration channels are those that execute the aggressor’s orders in information 
warfare because those orders coincide with their personal goals and beliefs.19 A common feature of both channels is 
that they deliberately act against the structures of their own state by working for a foreign state.

Inspiration channels also carry out the tasks set by an aggressor who engages in information warfare, but in con-
trast to agent and collaboration channels, they do so unknowingly or semi-consciously. In the process, they create 
chaos in the enemy’s structures, provoke actions and decisions that are contrary to its interests, and provide the 
enemy with information that effectively causes it to make uninformed and self-destructive decisions.20

The most frequent targets of information warfare are:
• opinion leaders;
• the media;
• political parties;
• state structures.21

In the case of opinion leaders, initial recruitment targets persons who fulfil three functions simultaneously: they 
select subsequent valuable recruitment targets, they manipulate influential persons, and they win over public 
opinion by publishing their views in the media under their own names. Young and ambitious people without a 
clear career path are the most valuable recruitment targets. These characteristics make it easier to embed them in 
planned locations within the structures of the attacked state while using different methods to build their positions 
as “authorities”.22

Owing to the hierarchical nature of political parties and the demands of party discipline, it is easiest to subordinate 
political parties by gaining control over individual activists and the party’s finances. In the case of an attack that 
is the final act of information warfare aimed against state structures, the main goal is to introduce chaos and cause 
the erosion of state institutions or to distort their functioning to a degree that prevents the state from working in 
accordance with its national interests and the interests of its citizens. This incapacitates the country and provides a 
simple way of subordinating it to the aggressor’s will and interests.23

Among the aforementioned targets that are attacked in information warfare, of special interest is the media, which 
is heavily involved in such hostilities. In addition to transmitting information about events and people, the es-
sence of information warfare in the media is to create situations that make it difficult for the enemy to learn the 

15	 	Ibid,	p.	82.
16	 	Kacała,	T.	(2015)	“Dezinformacja	i	propaganda	w	kontekście	zagrożeń	dla	bezpieczeństwa	państwa”	in	Przegląd	Prawa	Konstytucyjnego	2:	53,	

http://www.marszalek.com.pl/przegladprawakonstytucyjnego/ppk24/03.pdf,	accessed:	23	November	2016.
17	 	Brzeski,	op.	cit.,	p.	82.
18	 	An	agent	is	a	recruited	citizen	of	another	country.
19	 	Brzeski,	op.	cit.,	pp.	86-87.
20	 	Ibid.,	p.	87.
21	 	Ibid.,	pp.	90-91.
22	 	Ibid.,	p.	93.
23	 	Brzeski,	op.	cit.,	pp.	94-95.
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facts about those events and people. This prevents the enemy from knowing the truth and from making the right 
decisions.24 

The real power of the media lies in the fact that it determines what is considered normal. In this way, cleverly con-
structed images can be used to manipulate the human mind.

The media affects the human psyche, using various methods and techniques of persuasion and manipulation, such as:
• ingratiation – a method of winning favour with the target of manipulation, gaining full acceptance and recog-

nition and ensuring that the target’s feelings towards the manipulating party are positive;
• attractiveness – one of the most salient characteristics of propaganda. The easiest way to manipulate the so-

ciety is by e.g. presenting it with an image that uses irony. This allows the manipulator to win favour with the 
audience and make their attitude towards the presented content less positive;

• grey propaganda – this is where the true source of information remains concealed or is only identified as 
“well-informed circles”, “public opinion” or “experts who wish to remain anonymous”;

• camouflage – as a propaganda tool, this consists in presenting a person, an institution, an ideology, etc., in a 
manner that masks its positive qualities and only presents it in a negative light;

• implication – an utterance with the following structure: the first part of the sentence describes the actual situ-
ation, while the second part contains a suggestion aimed at the recipient;

• fragmentation – a technique that prevents reality from being perceived in full on account of its selective pres-
entation;

• the negative technique – this consists in masking or hiding positive qualities and presenting the event in ques-
tion in negative terms only;

• information noise – a system of misinformation that is extremely difficult to detect. It is characterized by 
information overload, which makes it hard to distinguish between true and false information;25

• selection – a technique that consists in presenting a subjective position by selecting only those views that 
concur with the beliefs of the message sender.26

• direct lie method – this means telling deliberate untruths in such a way that the lies sound as plausible. Lies 
are frequently mixed with facts in order to create a logical whole;

• emotional background method – the content of the message is no longer important, because it is overshad-
owed by the circumstances in which the message is presented. They key elements are: atmosphere, location, 
the sender and its attractiveness, message length, etc.

Acting as a player, the media may participate actively in both offensive and defensive information warfare. In 
the former case, the media tries to obtain certain information, while in the latter case, it tries to defend itself. The 
information used in warfare is provided to the media by institutions such as centres of power, politicians, politi-
cal parties, special services, research and opinion-forming organizations, agency newsletters, radio and television 
news, interviews, debates, press conferences, opinion pieces, etc. Once the information has been collected and 
processed, it is used in the journalists’ work.27

Information warfare that leverages the media is most often directed against a precisely defined entity. The target of 
attack may be, among others:
• the parliament;
• the head of the state;
• heads of governments;
• foreign and domestic government decision-making centres;
• the functioning of state security agencies;
• political parties and their leaders;
• public figures;
• international organizations;
• competing media, both foreign and domestic.28

24	 	Żebrowski,	A.	and	Żmigrodzka,	M.	(2012)	“Media	uczestnikami	walki	informacyjnej”.	Doctrina.	Studia	Społeczno-Polityczne	9:	359.
25	 	“Od	komunikacji	do	manipulacji”,	http://www.dailymotion.com/video/xrkcb6_od-komunikacji-do-manipulacji_news,	accessed:	22	November	

2016.
26	 	Pabijańska,	M.	(2007)	Psychomanipulacja	w	polityce.	Metody,	techniki,	przykłady.	Wrocław:	Wydawnictwo	ASTRUM,	p.	43.
27	 	Żebrowski	and	Żmigrodzka,	op.	cit.,	pp.	361-362.
28	 	Ibid.,	p.	364.
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The media is a very important participant of information warfare. Without its involvement, it is virtually impossi-
ble to conduct information warfare effectively. Not without reason the media is referred to as the “fourth estate” or 
the “fourth branch of government”. It can easily create reality by providing viewers or listeners with information 
on any subject. The huge amount of daily news makes its recipients unable to verify which news is true and which 
is false. Umberto Eco’s assessment remains accurate: “in democracies, there is no political dictatorship, but there is 
a media dictatorship. The latter is the political force that controls people’s emotions and thus determines who will 
win the election and who will assume power”.29

One of the most active participants of information warfare is the Russian media, which has repeatedly demon-
strated its strength and capabilities. During the Second World War, the Soviet Union used propaganda against the 
United States. At that time, a huge amount of material on public opinion leaders was gathered. The list included 
publishers, editors, journalists, authors, educators, members of Congress, representatives of business circles, etc.30 
The USSR sought to orchestrate a process that was referred to at the time as ideological subversion.

In the Soviet understanding, ideological subversion was associated with the notion of psychological warfare and 
meant distracting the audience’s attention from activities that were undertaken to destroy a hostile country, popu-
lation or territory. It was an open and lawful activity and therefore difficult to detect. The main weapon of ideolog-
ical subversion involved manipulating the meaning of words.31

Ideological subversion consists of three successive stages:
1. the process of demoralization takes from 15 to 20 years. During this time, the “A” society is demoralized, i.e. 

the worldview and personalities of a single generation of students or children are shaped. This is done by 
exerting influence using such means as:

• infiltration;
• propaganda;
• direct contact;
• other activities. 

There are several areas that shape society:
• religion;
• education;
• social life;
• the state administration;
• the judiciary;
• the military;
• work and employer-employee relations;
• the economy.32

Among these areas, some are particularly vulnerable to ideological subversion. These are:
• religion – the goal of hostile actions is to destroy and ridicule religion and to replace it with various sects and 

cults whose task is to distract people from the true faith in favour of many different denominations;
• education – in the case of education, constructive, pragmatic, and competent teaching is discontinued;
• social life – in this area, traditional institutions and social structures are replaced with artificially created ones. 

The objective is to destroy the natural bonds between individuals, groups, and society as a whole, and to 
replace them with artificially created bodies of bureaucratic control;

• the structure of power – the subversion consists in substituting elected government bodies with artificial creations;
• the judiciary – law and public order are slowly dismantled. Generalizations are used to incite hatred and un-

dermine confidence in the institutions responsible for public security;
• the labour sphere – this stage takes from 15 to 20 years, during which time the traditional contract between 

the employer and employee is destroyed.33

29	 	“Od	komunikacji	do	manipulacji”,	op.	cit.	
30	 	Bezmienow,	J.	“Nawrócony	dywersant”,	https://www.youtube.com/watch?v=rDcNF9garwc,	accessed:	22	November	2016.
31	 	Bezmienow,	J.	“Jak	napaść	na	państwo”,	https://www.youtube.com/watch?v=lWIpFvGrNak,	accessed:	22	November	2016.
32	 	Ibid.
33	 	Ibid.
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2. the process of destabilization begins when lawful state authorities cease to function. At that point, foreign 
agents in the form of various self-appointed collegial bodies enter the society and seek to take control of the 
state. This usually results in a crisis, and society ceases to function productively.

3. the process of normalization – at this stage, the new self-proclaimed authority assigns the public a new role, 
imposing “stabilization” of the country by force. All activists, social workers, professors, and liberals start to 
be eliminated. Normalization can only be fought using the country’s armed forces as no other force is able to 
reverse the process at this stage.34

Methods of information warfare were refined after the end of the Second World War. During the 44-year-long Cold 
War, both sides decided to include propaganda manipulation combined with intelligence operations in their arsenals.35 
The United States and the USSR intended to undermine each other’s authority in international relations while ex-
panding their own spheres of influence as far as possible. Both sides of the conflict resorted to “dirty tricks” (or, as the 
Soviets used to call them, “active measures”) in order to achieve the aforementioned political objectives. The Cold War 
was a battle for people’s hearts and minds. In the Russian bloc, no pluralist media could exist, and the information 
that was broadcast was highly unreliable. However, despite the efforts of the State Security Committee affiliated to 
the Council of Ministers of the Union of Soviet Socialist Republics, and despite the fact that the United States’ credi-
bility was frequently undermined, the USSR failed to achieve its main goal, namely, to win over the general public.36

The Soviet Union’s defeat in the Cold War did not discourage the Russians from waging further wars. A significant 
conflict from the point of view of this paper was Russia’s intervention in Georgia, which provided the motivation 
for Russia to engage in hybrid warfare during the conflict in Ukraine. 

Russia’s involvement in the war in South Ossetia37 came as a surprise to the U.S. and EU. The five-day Russian- 
Georgian war opened a new chapter in Russia’s strategic drive to act unilaterally in areas that were significant to its 
security, even if those areas were situated outside its borders.

Prior to the outbreak of the war, Russia had suffered one of its greatest political defeats of recent years – in 
February 2008, against its wishes, most Western states recognized the independence of Kosovo. Moreover, at the 
Bucharest summit on 3 April 2008, NATO members agreed that Georgia and Ukraine would be able to join NATO 
in future, and gave them the status of candidate countries.38 The Western states’ actions offended the ambitions 
of Russia, which could not accept its weakened international position. As a result, Russia successfully exploited 
Georgia’s desire to annex South Ossetia, contributing to the exacerbation of hostilities in the region. After a short 
time, the conflict in South Ossetia turned into a Russian-Georgian war. Neither side formally declared war or 
broke off diplomatic relations. Russia’s primary goals in the conflict were to weaken the pro-Western direction of 
Georgia’s foreign policy, destroy its economy, sow political instability, and replace its government with a pro-Rus-
sian one.39 Russia pursued these goals using various means and methods, with propaganda activities given a fairly 
high priority. From the outset, Russia tried to convince the international community that its intervention in South 
Ossetia had been undertaken to protect Russian citizens. Russia stated that Georgia had initiated hostilities against 
the defenceless Ossetians and Russian peacekeepers, and therefore it was necessary to respond with force to Geor-
gia’s aggression.40 Those propaganda activities ensured that the Russian public considered the military intervention 
in Georgia to be the appropriate course of action, while the outrage and criticism from the U.S. and Europe were 
perceived as incomprehensible and aggressive towards Russia.41

Russia’s marginalization as a world power by the Western states, which turned their attention to China after the 
end of the Cold War, persuaded it to undertake unilateral actions and observe Western reactions to them. 

34	 	Ibid.
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The relaxed vigilance of the world powers enabled Russia, which had changed its priorities in international politics, 
to change the rules of the game and to challenge the West by attacking Georgia. In this way, it announced a new 
direction in its strategic thinking – its actions, especially in certain regions, were to be compatible with its national 
interest without the need to offer any explanations to international opinion.42

From October 2013 to February 2014, the Russian media engaged in a large-scale operation aimed at discrediting 
the “Euromaidan” by painting it as a revolt inspired by an external “third force” against the legitimate authorities 
of Ukraine. Subsequently, from February to March 2014, the goal was to demoralize the civil and military authori-
ties in Crimea and to disseminate historical and legal arguments among world public opinion that justified Russia’s 
annexation of those territories.43

The annexation of the Crimean Peninsula and the “Novorossiya war” in its aftermath caused a considerable stir and 
caught the attention of the Western media as well as professional analytical centres operating within NATO and 
in western Ukraine. Most of them believe that the actions undertaken by Russia represent a new form of threat, 
which has been referred to as “hybrid warfare”.44 The term was first used on 26 April 2014 (in an unofficial setting) 
by the Dutch general Frank van Kappen to denote Russian activities in eastern Ukraine. He described the Russian 
operations as “hybrid”. On 3 July 2014, in an official statement, NATO announced that Russian activities in the 
south-east of Ukraine constituted hybrid warfare.45

The definition of “hybrid warfare” continues to give rise to considerable controversy among military experts and 
analysts, primarily due to its ambiguity and the constant changes in its scope.

In terms of etymology, the term “hybrid” derives from the Latin term denoting an organism created by crossing 
two genetically different organisms belonging to different species, breeds or races.46 “Hybridity” may be seen as 
a property arising from the crossing or mixing of characteristics or elements that are frequently associated with 
structurally distinct and genetically distant objects, organisms, or states.47 In the context of modern armed con-
flicts, the term “hybrid” can be understood as the coexistence of “old” and “new” warfare, classic armed conflicts 
and “postmodern” wars, clashes between national armies and asymmetrical conflicts, primitive weapons and state-
of-the-art military technologies, and the confrontation between the provincial and the cosmopolitan.48

The concept of “hybrid warfare” first emerged in U.S. military thought and became popular in connection with 
narratives about the Israeli-Lebanese crisis of 2006.49 Among the many American definitions of hybrid warfare 
is the following: “…the combined, sequential application of various modern warfare strategies (conventional, infor-
mation, economic, and psychological) to paralyse the enemy’s forces and resources, achieve geopolitical dominance 
over the enemy, and force it to conclude peace on terms favourable to the aggressor”.50

Another definition of hybrid warfare has been put forward by the International Institute for Strategic Studies, 
which defines this type of warfare as actions that use both military and non-military means in an integrated cam-
paign to surprise the enemy and then take the initiative and reap psychological benefits. To this end, large-scale 
diplomatic, IT, signals intelligence, and cyberspace operations are undertaken. Military and intelligence activities 
remain hidden for the longest possible time, and this occurs in parallel with exerting strong economic pressure.51

In the opinion of Ukrainian researchers, hybrid warfare should be defined as a set of multifaceted actions carried 
out against an enemy in accordance with a specific algorithm, i.e. a finite sequence of precisely defined actions 
required to perform specific tasks. A characteristic feature of hybrid warfare is the primacy of non-military means 
over armed hostilities, and the main type of operations utilized in this type of warfare are information and propa-
ganda, intelligence and sabotage, and political, diplomatic, and economic operations. During this type of conflict,
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military action may be pursued as well with the assistance of a regular army or guerrilla forces and the limited 
tactical use of nuclear weapons.52

The above definitions suggest that the main characteristic of hybrid warfare is the maximum synchronization and 
convergence of means, methods, and ways of conducting military and non-military activities in order to increase 
synergies, which translates into a relatively permanent advantage over the enemy.

On the other hand, for the Russians the notion of “hybrid warfare” serves propaganda rather than classification 
purposes: when attempts are made to formulate a precise definition of this term, tactical elements that were sup-
posed to be new turn out to have been known and practiced for a long time. According to the Russians, the afore-
mentioned Western definitions of “hybrid warfare” and – above all – the description of Russia’s actions in 2014 are 
completely abstract.53 The Kremlin is attempting to demonstrate that the West uses the notion of “hybrid warfare” 
to exaggerate Russia’s role, portraying it as an aggressor in the eyes of the international public while at the same 
time playing down the importance of internal factors (i.e. the threat to the security of the Russian population 
posed by Ukrainian nationalists). In this manner, Russia automatically assumes the role of the defender of its own 
citizens’ rights rather than the initiator of the conflict. This is how the Kremlin’s propaganda explains to the public 
and to international opinion the purpose of the West’s use of the concept of “innovative hybrid warfare”, which 
Russia is allegedly waging against Ukraine.54

In fact, the Winter Olympics in Sochi effectively absorbed the world’s attention, allowing Russia to deploy military 
units near the south-eastern border of Ukraine. Those actions were justified by the need to ensure the security of 
Olympic athletes and did not raise any suspicions abroad. In effect, those troops were used to provide protection 
for Russian special forces operations in Crimea during the invasion. The Russians were very well prepared for op-
erating in the eastern regions of Ukraine: they had a thorough knowledge of the headcounts of Ukrainian military 
units, the location of regional offices of the Ukraine’s Security Service, and the location Ukrainian critical infra-
structure; they also conducted human and signals intelligence as well as psychological intelligence operations in 
Ukraine. The timing of the operation was not accidental either – it was carried out during the period of destabiliza-
tion and disorganization of the Ukrainian state caused by the coup in Kyiv. The new authorities were established in 
haste and in chaos, and Ukrainian society was becoming increasingly polarized ethnically and politically, to which 
process the Russians effectively contributed.55

The main weapons used by the Russians during the Crimean operation were ideological subversion and so-called re-
flexive management activities.56 For many months, Russia engaged local and international media in a huge information 
campaign whose purpose was to persuade and convince its own society, and the public abroad, that Russia’s demands in 
respect of part of Ukraine’s territory had a solid legal basis and were justified by the course of events. Both traditional 
and innovative methods and forms of propaganda were used in order to present Russia’s goals as legitimate.57 The pri-
ority of the Kremlin’s propaganda was to achieve a permanent position of strength. This was accomplished primarily by 
controlling and managing the media message and thus disorganizing and paralysing Western societies.58

All federal radio and television channels, newspapers, and numerous online resources were involved in misinfor-
mation activities on an unprecedented scale in relation to the situation in Ukraine. The information front was sup-
ported by the most important people in the state: diplomats, politicians, political scientists, experts, and academic 
and cultural elites. The primary purpose of the anti-Ukrainian information battle was to destabilize the situation 
in Ukraine and to put pressure on its authorities and citizens to adopt the systemic solutions proposed by Russia. 
Those actions were meant to ensure that the Russian Federation had control over Ukraine and that the country 
remained in the Russian sphere of influence.59 After the military seizure and annexation of Crimea by Russia, 
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the purpose of propaganda activities was to legitimize the Russian Federation’s intentions and to conceal the gaps 
in its arguments pertaining to military activities and the very act of incorporating Crimea.60

Moscow uses a variety of methods to win the information battle against the West. These include:
• deception (internet trolls);
• homegrown techniques (reflexive control, cognitive weapons);
• overt lies (there are no Russian forces in Ukraine);
• creating an alternative reality (in the mass media);
• responding to threats to its own security (reflected in conspiracy theories, warnings against colour revolutions, 

and statements to the effect that Russia is besieged and in fact a victim).61

For some time, Russia has been using online trolls who anonymously post half-truths or falsehoods in order to 
persuade others or to affect their thinking or emotions. The trolls’ task is to publish and distribute approved arti-
cles and to set up fictitious accounts on social media sites in order to spread malicious information and denigrate 
opponents online.62 

Another method of deception used by Moscow is the reflexive control theory, which is defined as follows: “the 
means of conveying to a partner or an opponent specially prepared information to incline him to voluntarily take 
the predetermined decision desired by the antagonist”.63 In its propaganda activities, the Russian Federation also 
uses the “cognitive weapon” method, which involves introducing into a hostile state an intellectual circle whose 
task is to spread false theories, paradigms, concepts, and strategies that affect the targeted state and its authorities, 
undermining its defensive potential.64 

Vladimir Putin’s basic tool is the self-determination concept, which is used to justify the current territorial expan-
sion and to create a new reality. The Russian president promises protection to Russian citizens abroad and support 
for them in the struggle against the stereotypes that are used against them. Putin provokes ethnic Russians who 
live in other states to mobilize and complain about the way they are treated – sometimes with the assistance of 
Russian agents. Psychological pressure is often applied as well, e.g. by giving an ultimatum. Russian citizens, 
supported by the president of their homeland, are used as a self-perpetuating mechanism for Russian intervention 
when favourable conditions arise (as in the case of Crimea). Thus, Putin creates a new reality abroad that is favour-
able to him and to his interests.65

Preparation and information security measures proved necessary not only during the Crimean operation but also 
in the subsequent stages of Russia’s expansion into Ukrainian territory. The information activities included the 
following:
1. fomenting conflicts between national and ethnic groups within the state on historical identity grounds by 

awakening and strengthening Soviet sentiment and simultaneously highlighting the importance and role of 
radical nationalist groups. Due to the Russian mass media’s monopoly in Ukraine, a closed information field 
was easily created; as a result, the public was exposed solely to the uniform, biased Russian narrative that 
showed the Ukrainian state as weak, bankrupt, and geopolitically pointless;

2. the use by the Kremlin of the overthrown President Viktor Yanukovych to undermine the legitimacy of the 
new Ukrainian authorities and to create an alternative, pro-Russian centre of power within the state;

3. the use of various misinformation measures on the radio, in the press, and on television to mislead the public;
4. widely disseminating photographs of killed Ukrainian soldiers, destroyed military equipment, and civilian 

casualties, which was intended to intimidate Ukrainian citizens and discourage them from joining the army;
5. highlighting in the media any political tensions in Kyiv, and any conflicts and disputes within the ruling party, 

in order to undermine Ukrainian society’s confidence in the new authorities.66

The scenario used during the Crimean operation was then repeated in the eastern regions of Ukraine. The annex-
ation of the Crimean Peninsula as well as the subsequent stages of the conflict demonstrated to the international 
community the innovative use of modern technology by Moscow – both in the sphere of information warfare and 
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in conventional armed hostilities.67 In effect, however, the West was not surprised by the “new” modus operandi, 
but rather by the attitude of the Russian president, who had successfully caused Western analysts and strategists 
to relax their vigilance in the previous few years, only to unscrupulously seize further imperial gains. Western 
countries were also surprised by the attitude of Russian society, which fully supported Putin’s actions from the 
start. The capabilities of the Russian military were misjudged as well – analysts tended to overestimate Russian 
armaments, which turned out to be primitive and unrefined. Russian commanders, in turn, were underestimated: as 
the events in Crimea demonstrated, they were able to adjust their methods to the circumstances and to use unor-
thodox and diverse techniques, which allowed them to take Crimea virtually without casualties.68
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ABSTRACT

This article discusses the characteristics and components of information warfare. The author describes the role of 
media as a direct and indirect participant in information warfare as well as the methods employed by the media 
to effectively shape people’s worldviews. The author also discusses the image of Russia and its operations in the 
international arena, with particular emphasis on Ukraine, where novel tactics known as hybrid warfare have been 
used.

Keywords: information warfare, hybrid warfare, media, propaganda, manipulation, hybrid warfare in Ukraine



141

Konstantin VASYUTA

THE FEATURES OF RUSSIAN HYBRID WAR AGAINST UKRAINE. 
PSYCHOLOGICAL ASPECTS, NEW APPROACHES IN THE USE OF 
WEAPON SYSTEMS AND THEIR IMPACT

Hybrid warfare is open in all possible directions. It is not only informational warfare but also economical, repu-
tational and ideological warfare. Everyone who has influence on population should take part in actors, singers, 
writers, producers. Military actions are just a background for a bigger war, war in human minds.

Special features
Hybrid warfare is not something brand new. It is combination of well-known elements that have been already 
used. This war is unusual. It is irregular and involves guerrilla forces. Russian operations in Ukraine are comparable 
with Chinese conception of war without limits. It includes number of non military tools. 

They are:
• investments;
• buying mass media companies; 
• support of political parties;
• infiltration in European facilities;
• establishing connections between different religious institutes;
• using ethnic conflicts;
• support of informational projects like “Russia Today”;
• directed cyber attacks.

In Crimean operations had been used:
• preventive destabilization;
• disinformation;
• informational operations;
• limited military intervention.

Tasks of hybrid warfare must be carried out primarily by undermining the military and economic potential of ene-
my, psychological pressure, active support of insider opposition, guerilla methods. Nowadays, not the size of forces 
(AF) has main role, but their possibility to provide fast and effective operations in heavy conditions at any part of 
the world. Especially in times of rapid growth of non-military methods of struggle: “integrated application of polit-
ical, economic, informational and other non-military measures implemented with the support of military force”.
It is difficult not to agree, so it is with one of its most important conclusions: „the combination of traditional and 
hybrid methods are already a feature of any armed conflict”.

Today, we can clearly identify a number of key components, which clearly relate to measures in the framework of 
“hybrid warfare” in the current Russian practice, but they can be allocated in three broad groups.

1. Traditionally military means (the use of traditionally military units and weapons, as well as Special Forces).
2. Kvazimilitary activity (creation and support of illegal armed groups, support and radicalization of separatists’ 

formations).
3. Operations of “nonmilitary influence”, especially in way of special information and “active measures” (in-

cluding economic pressure, operations in cyberspace, diplomacy, manipulation of information space). Within 
these three groups Russia sets up its actions to implement the hybrid attack techniques to specific countries 
or regions. In each case, at various stages, preference is given to a particular group, depending on the current 
military- political and economic situation. Moreover, conscious (or rather - unconsciously) Russia is increas-
ingly unable to achieve synergies in the various arenas of confrontation hybrid activating some form of hybrid 
war in other arenas [1].
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What is new is rather elaborate (most often - in advance) the relationship of asymmetric methods used and the in-
tensity of their use in order to achieve the strategic goal. Now we are witnessing, at least three large-scale „hybrid” 
operations, which have much in common, despite some differences in the external representation of Syria (Turkey), 
the European Union, Ukraine.

Psychological aspects
The main feature of a hybrid war impact on the consciousness of citizens, with the help of information (extensive 
propaganda and counter-propaganda with the use of information technologies, the confrontation in cyberspace), 
the economic, political (in the formal preservation of ties between the two countries) and military pressure. The 
principal characteristics of hybrid warfare include: non-recognition of the country – aggressor of its participation in 
the conflict, aggression without a formal declaration of war, and it is done by separatist groups, neglect aggressor 
international rules of warfare and the existing agreements and agreed. All of the above characteristics of a hybrid 
war very psychotraumatic for military personnel, especially when it comes to the younger generation of future of-
ficers. According to the survey, which was conducted in Kharkiv National Air Force University named by Kozhed-
ub, almost 100 % of officer cadets answered that they are ready to take part in the fighting in the east of Ukraine, 
if the need arises [2]. 
In our opinion, this psychological readiness was formed, primarily through the work of the officers, educators and 
university teachers, as they are in their classrooms aim to not only provide knowledge on the subject that has been 
studied, but also to instill in officer cadets a love of the motherland, sense of duty and an officers` honor. At the 
same time many officers of the institution are members of the ATO, show an example to cadets and a reason for 
pride for their teachers. A clear understanding of what” love of country – this is not what you feel to it – and what 
you’re doing to her!” Allows competently educate the defenders of their country.
Also, the psychological readiness of students depends on the professional training, one component of which is 
precisely the psychological training. This includes the study of stress factors that affect the psyche of a soldier in a 
combat zone, and methods of their correction pass a psychological obstacle course and the formation and strength-
ening of the psychological stability of personnel during the fight with the enemy and application of fire damage 
his artillery. So, unfortunately psychological training, in our opinion, is not perfect, but now measures are taken to 
improve its effectiveness.

Problematic issues of psychological training:
1. Not understanding the essence of the concept of psychological readiness;
2. Not understanding the fact that war is already going;
3. Fear of leaders to take responsibilities for the possible failure of the psychological training;
4. Our lack of pride for university as for “survival school”;
5. Ignoring the possibility of “emotional devastation”;
6. A distorted understanding of psychological training funds;
7. Young officers are not aware of the fact that they are persons who decide the fate of others.
Thus we can conclude the following. With the integrated and systematic approach, which is a training, educational 
and psychological preparation we can achieve a sufficient level of psychological readiness of cadets, tacking into 
account the peculiarities of a hybrid war in eastern Ukraine. 

New approaches in the use of weapon systems and their impact
The use of mobile communication devices to intercept voice and wireless access to data networks. The intelligence 
data obtained by the mobile can detect the position, status and intention actions Ukrainian Armed Forces units in 
the interest spread panic among the population of Ukraine, to provide guidance of artillery as the regular forces of 
Russian federation and illegal armed forces.
This danger is not only the content of information transmitted, but an elementary location of the mobile device is 
turned on in the particular area, when data send (personal IMEI, information about device accessories). 
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With the aim of destabilizing the GSM network the GSM - reconnaissance and suppression devises are actively 
used.
Note that fact that most common Ukrainian telecommunication operators are:
• mobile operator “Kyivstar”, 100 % of shares belong to Vimpel Com Ltd (Russia);
• mobile operator «MTS Ukraine», 100 % of shares belong to “ńńS” (Russia);
• mobile operator “Life”, 55 % of shares belong to Turkcell Holding (Turkey), 45 % of shares belong to SKM 

(Ukraine).
The rest of mobile operators occupy 1-2 % of the market segment. So, the most common mobile operators in 
Ukraine are: “Kyivstar” and “MTS Ukraine” and they are under Russian influence.
The mobile operator may provide intelligent agencies information about the location of a mobile phone SIM-card.

Based on these facts should make conclusions:
• A ban on the use of mobile communication for the transmission of any official information, especially during 

the important phases of warfare;
• Misleading the enemy by fraud, excessive information overload enemy;
• Preventive work among the soldiers and their loved ones to prevent the exchange of information;
• The use of mobile terminals with information protection functions;
• Use of IP telephony IP – radio (Zello) to encrypt the negotiations in the event of additional purchases of cryp-

tographic keys in the manufacturer;
• Do not open unknown SMS! MMS!
• Communicate using military channels only;
• Compliance with the rules of official talks;
• Use code tables;
• Use code tables and native language for the talks (preferably patter).
Particularly threatening disruption of management and to demonstrate how the arms up new electronic warfare 
complexes, based on the use of new physical principles and phenomena. 
The latest set of electronic warfare „Infauna” means suppresses enemy communications and disables radio-con-
trolled mines and precision-guided weapons.

„Infauna” designed to protect any kind of armor and automotive equipment from mines and explosive devices 
with radio, detection and suppression means of optical and radio. The complex is able to stun the enemy, providing 
jamming its communications. Its equipment of high- speed broadband signals intelligence dramatically improves 
security covers the range of mobile objects from radio controlled mines guaranteed to suppress communications 
sabotage and reconnaissance of enemy gangs. And the ability to install aerosol screens allows you to protect equip-
ment from high-precision weapons with video and laser guidance systems.
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Next complex „Khibiny -U” - the modern aviation complex electronic countermeasures. 

The system is designed for radio direction-finding signal probing radiation source, followed by distortion of the 
reflected signal parameters. It can be used for:
• detection delay of the aircraft carrier “Khibiny –U” like object to attack the enemy;
• masking the true object against a background of false;
• measuring the distance to the object difficulty, its speed and the angular position;
• deterioration of the characteristics of the Maintenance Mode „to pass” scanning radar antenna beam;
• increase the time and difficulty of capturing the object in the transition to a continuous -finding mode.
It became known that Russia also found their most advanced electronic warfare system - the mobile complex of 
ground reconnaissance EW – “Krasuha – 4”.

“Krasuha – 4” is a multi-functional broadband jamming system designed to neutralize spy satellites in low-Earth 
orbit (LEO ) satellites such as the US series Lacrosse / Onyx and onboard aircraft radar station ( RLS) in the range 
from 150 km to 300 km. The system reportedly can cause damage to the enemy’s electronic warfare system and 
communication. “Krasuha – 4” works by creating strong interference in the fundamental frequencies of radar and 
other radio-emitting sources.

Cyber security aspects
The war with Russia is not only in the Donbas. These battles do not cease in the virtual space. If earlier the Russian 
security services attacked mainly information and government pages, now they set their sights on vital installa-
tions Energy and Infrastructure. For the cyber attacks against the United States, Germany, Ukraine and Russian 
hackers have used one IP-address, ThreatConnect. Company ThreatConnect, dealing with issues of cybersecurity, 
investigating hacking electronic voter database that have occurred recently in the two US states. One of the 
IP- addresses turned out to 5.149.249.172 common with the one that was used during the cyber attacks in the 
Ukraine, Turkey and Germany earlier this year.
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«Cyberspace is now turned to another field of confrontation and struggle for the independence of the State. Var-
ious attempts at violating the normal mode of functioning of national resources, the use of cyberspace for espi-
onage, unauthorized access to information, attempts to use cyber-attacks for political purposes - this is just one 
small part of what has already faced Ukraine since the beginning of the Russian aggression”.  So appreciated the 
threat posed by Russian hackers President Petro Poroshenko.
According to computer security experts from Trend Micro and iSight Partners, on Prykarpattyaoblenergo attack 
may be the first time that a cyberattack could stop by electricity. To prove the involvement of Russian hackers is to 
cyberattacks, sometimes have to do a tremendous job as the Russian special services often use third countries, in 
every way masking their participation.
Cybersecurity in the world today should be considered on the basis of interconnected devices: electronic gadgets 
and devices that transmit sensory information to each other through a wireless connection, in 2017 will continue to 
grow - this will lead to a number of new programs and new threats to cybersecurity. What is even more provoking 
cybercrime. 
Analyzing the experience gained and the development trends of Russian military technology should pay particular 
attention to the steganographic methods and cyber information security aetherodynamics practical application, 
climatic and seismic weapons. 
Hybrid warfare does not start and will not end the Ukraine. She has just begun...
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Jan ZYCH

SITUATIONAL AWARENESS IN HYBRID WARFARE IN UKRAINE

Introduction

The issue of situational awareness in hybrid wars, particularly with respect to the decision-making process in 
hierarchical structures, is a relatively new topic1 and not an easy subject of academic research.2 It requires a holistic 
approach based on contextual knowledge, and detailed, highly specialized engineering expertise is necessary as 
well.

In this paper, selected issues mentioned in the subject literature3 and experiences from the implementation of sev-
eral international security and defence projects4 are presented.

This paper does not exhaust the subject of situational awareness and its influence on the decision-making of 
commanders in modern armed conflicts. It is simply a contribution to the debate and an invitation to enter into 
academic discourse with its author.5

Reference points for the discussion and the points of view presented:

1. To explore this type of problem, a scholar must make many choices and preliminary assumptions in terms of 
ontology, epistemology, and methodology. When making these mutually determining assumptions, one should 
also be aware that the subject matter itself (situational awareness) cannot be clearly defined. Moreover, aca-
demic pluralism provides space for diverse theories, interpretations, and evaluations. This in itself is sufficient 
to ensure that there will be many different interpretations of hybrid warfare in Ukraine, including those that 
concern many smaller issues that are part of this phenomenon, such as the importance of situational aware-
ness in the decision-making process depending on the level of command.

2. Hybrid warfare is not a new phenomenon – it is only its character that has changed. The arsenal that is now 
available includes new cyberwarfare6 and information warfare7 measures, primarily media operations aimed at 
the citizens of Ukraine, the Russian Federation, and other nations. Thus, it is obvious that political and military 
leaders from both sides of the conflict will make certain statements in order to win the audience over to their 

1	 	However,	there	do	exist	publications	on	the	subject.	Innovative	insights	on	situational	awareness	can	primarily	be	found	in	U.S.	publications.	The	
system	of	the	Library	of	Congress	lists	several	hundred	volumes	on	situational	awareness:	https://www.loc.gov/...	(accessed:	20	November	2016).	
Valuable	works	can	also	be	found	in	NATO’s	digital	resources:	http://www.natolibguides.info/library	(accessed:	20	November	2016)	and	in	the	
resources	of	the	European	Defence	Agency:	https://www.eda.europa.eu/	(accessed:	20	November	2016).	Despite	various	constraints	in	access	
to	these	resources	(a	relevant	certificate	or	payment	is	required,	which	is	a	significant	barrier),	an	analysis	of	these	publications	makes	it	possible	
to	determine	the	direction	in	which	these	advanced	studies	are	developing.	One	should	also	be	aware	that	even	a	review	of	the	main	themes	of	
these	studies	could	in	itself	constitute	a	subject	of	further	research,	and	thus	the	present	author	only	refers	selectively	to	several	aspects	that	
are	considered	representative	and	pertain	to	the	essence	of	the	matter	discussed.	His	other	thoughts	on	the	subject	will	be	published	succes-
sively	at	a	later	date.

2	 	The	thought	processes	involved	in	the	use	of	situational	awareness	in	decision-making	cannot	be	unequivocally	and	adequately	reproduced,	
studied	or	explained,	since	they	cannot	be	known	in	their	entirety	at	the	current	stage	of	research.	They	are	explored	by	multidisciplinary	teams	
of	researchers	that	include	cognitive	scientists,	cyberneticists,	neurologists,	psychologists,	and	others.

3	 	The	relevant	and	recommended	literature	in	Polish	on	decision-making	processes	is	listed	below	(the	order	is	significant	–	the	publications	are	
ranked	in	terms	of	relevance	to	the	subject):	Kozioł,	J.	(1998)	Decyzje	w	dowodzeniu.	Warsaw:	Akademia	Obrony	Narodowej;	Kręcikij,	J.	(2006)	
Analiza	procesu	decyzyjnego	w	organizacji	zhierarchizowanej	pod	kątem	jego	algorytmizacji.	Warsaw:	Akademicka	Oficyna	Wydawnicza	EXIT;	
Szpyra,	R.	(2012)	Bezpieczeństwo	militarne	państwa.	Warsaw:	Akademia	Obrony	Narodowej;	Paździorek,	P.	(2016)	“Siły	i	środki	walki	zbrojnej	w	
wojnach	przyszłości”,	A.	Polak	(ed.).	Warsaw:	Akademia	Obrony	Narodowej;	Ficoń,	K.	(2006)	Badania	operacyjne	stosowane.	Modele	i	aplikacje.	
Warsaw:	Wydawnictwo	Bel	Studio;	Kisielnicki,	J.	and	Turyna,	J.	(2012)	Decyzyjne	systemy	zarządzania.	Warsaw:	Difin;	Tyszka,	T.	(2010)	Decyzje.	
Perspektywa	psychologiczna	i	ekonomiczna.	Warsaw:	Wydawnictwo	Naukowe	Scholar;	Ścibiorek,	Z.	(1999)	Analiza	możliwości	wykorzystania	
ogólnej	teorii	kierowania	podczas	podejmowania	decyzji	do	działań	bojowych.	Warsaw:	Akademia	Obrony	Narodowej;	Zawadzki,	W.,	Majewski,	
T.	and	Prusiński,	N.	(2002)	Informacyjne	uwarunkowania	procesu	decyzyjnego.	Warsaw:	Akademia	Obrony	Narodowej;	Rosenberger,	L.,	Nash,	J.	
and	Graham,	A.	(2009)	Decydujący	czynnik.	Warsaw:	APN	Promise;	Pacek,	B.	and	Hoffman,	R.	(2013)	Działania	sił	zbrojnych	w	cyberprzestrzeni.	
Warsaw:	Akademia	Obrony	Narodowej;	Penc,	J.	(1997)	Decyzje	w	zarządzaniu.	Kraków:	Wydawnictwo	Profesjonalnej	Szkoły	Biznesu;	Ignasiak,	E.	
(2011)	Badania	operacyjne.	Warsaw:	Państwowe	Wydawnictwo	Ekonomiczne.

4	 	The	international	projects	in	which	the	author	participated	were	conducted	by	the	following	institutions:	EDA	(European	Defence	Agency),	NATO	
(North	Atlantic	Treaty	Organization),	NCN	(Narodowe	Centrum	Nauki	–	National	Science	Centre)	and	NCBiR	(Narodowe	Centrum	Badań	i	Rozwoju	
–	National	Centre	for	Research	and	Development).

5	 	Ph.D.,	Eng.	Associate	Professor	of	the	Jan	Kochanowski	University	(JKU)	in	Kielce,	Faculty	of	Social	Sciences	and	Poznań	University	of	Medical	
Sciences,	Department	of	Rescue	Medicine,	 
e-mail:	jan.zych@cyberman.com.pl.

6	 	Zych,	J.,	Flizikowski,	A.	and	Hołubowicz,	W.	(2012)	“Methodology	for	Gathering	Data	Concerning	Incidents	in	Cyberspace”.	Military	Communica-
tions	and	Information	Systems	Conference,	Gdańsk,	pp.	414-430.

7	 	Zych,	J.	(2012)	“Paradygmaty	techno-społeczne”	in	A.	Piotrowski	and	A.	Ilnicki	(eds)	Paradygmaty	jutra.	Wyzwania	nauk	społecznych	wynikające	z	
zagrożeń	współczesnego	świata.	Poznań:	Wydawnictwo	Wyższej	Szkoły	Bezpieczeństwa,	pp.	53-64.
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point of view. 
3. International humanitarian law has become a relic of the past. Using Ryszard Kapuńciński’s phrase, it simply 

“cannot grasp”8 phenomena of this type. It is basically helpless when confronted with sophisticated diplomacy, 
the impact of social media, heartless business analysis, and market mechanisms.9 Machiavelli treated all senti-
ments, commitments, pacts, and guarantees as merely appearances.10

4. Hybrid warfare in Ukraine is just a mental shortcut, since this war goes beyond the borders of Ukraine. In or-
der to understand it properly, we need to take into account many international contexts, but primarily differ-
ent points of view. We must clearly distinguish between Ukraine’s and Russia’s points of view, but there is also 
the analyst’s point of view, which is uninvolved, looking from the outside.

Figure 1. Different Images and Different Narratives of the Hybrid War in Ukraine Determined by 
Points of View

Source: prepared by the author.

It is only to be expected that Ukraine’s point of view will be completely different from Russia’s because the two 
countries’ aspirations are contradictory.

a. External observer’s point of view:
 Kyiv has been in conflict with Moscow since 2014 when the Russians annexed Crimea, which belongs to 

Ukraine, and subsequently gave continuing support to the pro-Russian separatists in Donbass. As a result 
of the ongoing conflict in that region, more than 9,700 people have already been killed. Of those, more than 
2,000 were civilians. This modern conflict is no longer exclusively the domain of the military, as used to be the 
case – it is taking place, overwhelmingly perhaps, in the non-military sphere or on its periphery, and officially 
there has been almost no involvement by the armed forces. Therefore, in order to properly analyse this con-
flict, interpret it, and formulate conclusions and recommendations, we need to go beyond the narrow perspec-
tive that limits our thinking. Perhaps the war in Ukraine should be examined in the context of the policy pur-
sued by Russia, which wants to achieve European and maybe even world hegemony. The annexation of Crimea 
could be just one of many moves made by Russia on the chessboard of the political and military order; Russia 
is certainly aware that, in military terms, Europe is a pygmy that is unable to meaningfully resist it. After the 
annexation of Crimea, Western Europe used its most powerful weapon against Russia: its politicians expressed 
deep indignation.

 It would be extremely naïve to expect Russia to give up its psychological pressure and stop threatening the world 
with World War III. If we add the mechanisms of power based on autocracy and corruption into the mix, we see a 
strong, sophisticated, energy-rich, experienced, and power-hungry architect of the new world order. It would also 
be naïve to think that Russia will give up on the dismantling of the European Union – that it will cease to support 

8	 	Burnetko,	K.	and	Bereś,	W.	(2007)	Kapuściński,	Nie	Ogarniam	Świata.	Wydanie	Uzupełnione.	Warsaw:	Świat	Książki,	pp.	7-13	and	pp.	15-42.
9	 Stępnicka,	N.	(2015)	Instytucje	gospodarki	cyfrowej	w	latach	1995-2014	–	między	teorią	a	praktyką.	Warsaw:	Oficyna	Wydawnicza	Szkoła	Główna	

Handlowa,	pp.	9-21.
10	 	Machiavelli,	N.	(1987)	Książe.	Rozważania	nad	pierwszym	dziesięcioksięgiem	historii	Rzymu	Liwiusza.	Warsaw:	Państwowy	Instytut	Wydawniczy,	

pp.	5-31.
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the influx of refugees into Europe, refrain from interfering in the electoral processes of important international 
players, discontinue the pressure exerted on the supply of energy resources to European economies, and per-
manently renounce diplomatic blackmail. The mistakes made by Ukraine have been significant, too. Since the 
collapse of the USSR,11 it has wasted time by abandoning profound reform, introducing a sham transformation, 
failing to act in order to strengthen its international position, and pursuing a disastrous historical policy in Pol-
ish-Ukrainian relations; gifting Crimea to the Russian Federation (analogies to the Anschluss of 1938 are justified) 
confirmed its lack of geopolitical imagination and signified weakness. Since the seizure of Crimea, Ukraine has 
strengthened its military capabilities and engaged in intensive international diplomatic efforts with some suc-
cess – the international community has recognized that the annexation of Crimea was an act of aggression by the 
Russian Federation (although this argument is losing force as time passes).

 The year 2016 marked the 25th anniversary of Ukrainian independence, yet Poland’s important neighbour 
remains in a state of chaos. The armed conflict in Donbass continues to smoulder and there is little indication 
that it will end soon, while global media coverage has focussed on the civil war in Syria, the migration crisis, 
and terrorist attacks. Not only Russia, but also the other Normandy format participants (France and Germany) 
are now putting increasing pressure on the Ukrainian authorities to fully implement the provisions of so-called 
“Minsk accords”. The point of contention is the future status of separatist republics within the Ukrainian state. 
Kyiv does not agree to constitutional guarantees of special treatment for parts of the Donetsk and Luhansk re-
gions. Essentially, it has become evident that in the present circumstances Ukraine stands no chance of joining 
NATO. The prospect of moving closer to the European Union has also receded and has in fact become unrealis-
tic in any predictable time horizon. The results of the referendum in the Netherlands have called into question 
the full implementation of the Association Agreement and the creation of the Deep and Comprehensive Free 
Trade Area. Ukraine’s internal situation is deteriorating month by month. Instability caused by a change of 
government, strong resistance to reform, and an economic recession – all this, together with the increasingly 
strong and professional anti-Ukrainian propaganda, has had a negative impact on the country’s internation-
al image. There still is (but this may well change) a light of the end of the tunnel – the European Union, and 
above all the activity of its Member States and of other Western states that support Ukraine and its transfor-
mation. However, their actions are evidently not coordinated. Within the European Union alone, there is the 
European Commission’s Support Group for Ukraine, the European Parliament’s Delegation to the EU-Ukraine 
Parliamentary Association Committee, and the task force of the European Committee of the Regions. One 
can only hope that the light at the end of the tunnel does not turn out to be an oncoming train that heralds 
even greater chaos and destruction for Ukraine. Poland is certainly interested in Ukraine becoming a stable 
country based on humanism, democracy, and tolerance. However, business and hard economics may triumph 
once again over soft, illusory sentiment. Perhaps Brecht was right in his Threepenny Opera – “First food, then 
morality”.

b. A Ukrainian apologist’s point of view:
 In his speech to the meeting of the National Security and Defence Council in Kyiv, the President of Ukraine, 

Petro Poroshenko, said: “We face a global security challenge that Russia has set for the entire Euro-Atlantic 
community”, and “terrorist attacks and sabotage of vital infrastructure are still very likely. Fortunately, we 
have the professional Security Service of Ukraine, which is able to anticipate these threats, but we need inter-
departmental coordination”.

c. A Russian apologist’s point of view:
 “Russia will not engage in any discussions about the return of Crimea. Not with anyone” – declared Vladimir 

Putin, demonstrating his strength and arrogance. This was Putin’s response to the declaration by the authori-
ties in Kyiv that “alongside the recovery of navigator Nadia Savchenko, Ukraine will also recover Crimea and 
Donbass”.12

5. The phenomenon of situational awareness and its impact on decision-making provides a counterpoint to the 
depersonalization of knowledge and of its processing. Depersonalization means the ability to produce and 
store knowledge as well as to use it for solving problems with the aid of relevant meta-knowledge implement-
ed in IT systems, and primarily in software. Traditionally, the production of relational knowledge about causal 
relationships between phenomena used to be a domain of the human mind. The human mind was also the 

11	 	The	USSR	ceased	to	exist	at	the	conclusion	of	the	Białowieża	Agreement	on	8	December	1991	and	the	declaration	on	the	dissolution	of	the	
USSR	adopted	in	Moscow	by	the	Council	of	the	Republics	of	the	Supreme	Soviet	of	the	Soviet	Union	on	26	December	1991.

12	 	Website	of	the	TVN	television	station,	www.tvn24.pl,	(accessed:	25	November	2016).	
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primary bank of such knowledge about material phenomena. That knowledge materialized when, for instance, 
an order was verbalized. However, most empirical knowledge remains personalized, and hence the very strong 
position of scientists, experts, and advisors. A modern expert already has at his or her disposal new, tech-
nologically advanced tools for making optimal decisions. The computing power of today’s computer clusters, 
grids, and clouds gives hope that these machines will be able to generate new knowledge.13 An example here 
may be the latest inference engines whose operation is based on extended Prolog inference rules,14 default log-
ic or artificial intelligence, and which are dedicated to military applications (e.g. real-time threat identification, 
dual-use technology). 

6. Changes following superpositions:

a. From the concept of structure towards the concept of process: 
The traditional decision-making process assumed the existence of primal structures (entities and relation-
ships), which served to initiate further processes. Currently, structure is perceived in terms of the process it 
contains, and the network of relationships that connects entities is a dynamic one.

b. From objectivity to epistemology: 
In the classic decision-making process, it was assumed that scientific descriptions were objective and therefore 
independent of both the observer and the investigated process. That approach concentrated on outcomes. Cur-
rently, it is assumed that the understanding of the process in which knowledge is created should be included in 
the description of the phenomena studied.

c. From the concept of a complex object to the concept of a network: 
The perception of knowledge as a construct that consists of fundamental laws, principles, and beliefs – the 
new trend in thinking about situational awareness challenges this view of a complex entity and proposes a 
network-based approach as an alternative. The point is to perceive reality as a network of mutual relationships 
in which, by adding descriptions, we establish additional relationships between the studied phenomena. Such 
a network is characterized by the absence of immutable hierarchies and rules of organization. Any change to a 
single network node is propagated to all other nodes with a specified delay (of course, the quantum approach 
is excluded in this example).15

d. From the concept of truth to an approximate description: 
It is currently believed that all concepts, definitions, and theories are accurate under certain boundary condi-
tions. Moreover, there is scepticism about whether science will ever lead to a comprehensive understanding 
of reality. We can approach this state asymptotically, which requires continuously verifying and falsifying 
recognized claims, principles, and laws.16

e. Network nature: 
This includes network individualism and network understanding. By functioning in social networks, every 
expert/analyst/decision-maker increasingly becomes a terminal in a gigantic global media and ICT network. 
This network has both a material and symbolic dimension – it can be perceived as the manner in which a deci-
sion-maker or commander influences the world. The development of the network has a logic of its own, which 
inevitably results in the battlefield becoming more dependent on technology than before. Communication 
weaves intricate knots. These are mapped by a dense web – a record of real-world military and non-military 
structures. In order to understand how and where a commander or decision-maker’s situational awareness 
manifests itself in a modern battlefield, one must understand the workings of networks.17

13	 	Zych,	J.	and	Wojciechowicz,	W.	(2012)	“Ponadsystemowa	łączność	w	zarządzaniu	kryzysowym	a	chmura	obliczeniowa”	in	A.	Piotrowski	(ed.)	Media	
a	bezpieczeństwo.	Edukacyjne	konteksty	bezpieczeństwa.	Poznań:	Wydawnictwo	Wyższej	Szkoły	Bezpieczeństwa,	pp.	127-138.

14	 	Logical	language	based	on	quantifier	calculus.
15	 	Zych,	J.	(2010)	“Metody	badawcze	w	obszarze	bezpieczeństwa	narodowego,	Metodologia	badań	bezpieczeństwa	narodowego”,	P.	Sienkiewicz,	M.	

Marszałek,	and	H.	Świeboda	(eds).	Warsaw:	Akademia	Obrony	Narodowej,	pp.	408-422.
16	 	Clements,	T.	(2002)	Nauka	kontra	religia.	Warsaw:	Wydawnictwo	Da	Capo,	pp.	18,	23-24,	26	and	80.
17	 	Zych,	J.	(2013)	“Gra	decyzyjna	Legion-narzędzie	do	kształtowania	kompetencji	twardych	i	miękkich	na	współczesnym	polu	walki”	in	A.	Lis	and	R.	

Reczkowski	(eds)	Innowacja	i	synergia	w	Siłach	Zbrojnych	Rzeczypospolitej	Polskiej.	Bydgoszcz:	Centrum	Doktryn	i	Szkolenia	Sił	Zbrojnych,	pp.	
208-217.
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Situational Awareness and Levels of Command

It appears that the division into tactical, operational, and strategic levels is just a historical legacy. However, in 
order to structure our thinking properly, it should be recalled that:

1. the attribute18 of the tactical level is fighting (combat), i.e. a separatist sniper (side A) engages in combat to 
liquidate an observer from side B, and a rocket launcher operated by side B tries to shoot down side A’s heli-
copter; 

2. the level directly above the tactical one is the operational level, and the strategic level is superior to both;
3. tactical coverage (in the geographical sense) is limited and is a subset of operational coverage. Similarly, opera-

tional coverage is a subset of strategic coverage.

Despite the multitude of definitions concerning levels of command, the attribute that describes the lowest (tac-
tical) level is undoubtedly fighting (combat). Nevertheless, it is clear from the subject literature that the relevant 
command level (tactical/operational/strategic) is increasingly determined on the basis of the consequences of the 
action in question. Actions by structures that are typical of the tactical level may even have consequences that are 
strategic in character. The conclusion is that the boundaries of the classic/historical Clausewitzian19 division into 
tactical, operational, and strategic levels have become very much blurred. According to modern thinking on war-
fare, even actions by a single soldier may generate consequences at the operational or even strategic level.

On today’s battlefield, situational awareness manifests itself in three ways (and the differences are only seemingly 
minor): 

1. the ability to properly interpret, in real time, the current situation from the point of view of the operations 
being conducted; 

2. the operationalization of the information held within the framework of the training system, plans, and inten-
tions;

3. the anticipation of future developments and states with the required probability.

The current trend, which is being adapted in order to conduct hybrid warfare, consists of:

• dynamically creating the space-time of a network of local operations s(i,t), which ensures a globally decisive 
advantage in information potential P (Sp(i,t)), where i is the location, and t is the time at which local potential 
p(i,t) is engaged in situation s(i,t);

• ensuring a locally decisive advantage in local operations conducted at location i and at time t for the duration 
of the t’ interval required to accomplish the task at hand (e.g. seizing frontier territories, releasing hostages, 
preventing sniper attack, taking an airport, occupying a city, annexing a chosen geographical region).

The term “situational awareness” means the ability to understand the nature and character of all signals recorded 
by (biological and technical) sensors. Situational awareness also manifests itself in the ability to obtain accurate 
information about the monitored reality and to properly interpret the current situation from the point of view of 
the tasks being carried out. 

Situational Awareness in the Decision-Making Process

The process of making decisions is usually discussed in at least two senses. In the broad sense, it is the entire 
complex decision-making process consisting of a sequence of actions. In a second, narrower sense, taking a deci-
sion is just one step in the entire decision-making process and it signifies a conscious act of will on the part of the 
decision-maker, who non-randomly selects one possible solution to the problem at hand.

Nowadays, the development of information technologies and their application enables the automatic collection, 
with little input from the operator, of observable knowledge about facts and the generation of relational knowl-
edge in an algorithmic manner, e.g. using statistical methods or so-called inference engines. Inference engines are 
software implementations of meta-knowledge, i.e. knowledge about the methods for generating answers to ques-

18	 	An	attribute	is	a	feature	of	a	phenomenon	or	object	that	determines	that	it	is	the	object	or	phenomenon	in	question	rather	than	a	different	one.
19	 	Clausewitz,	C.	(1995)	O	wojnie.	Lublin:	Wydawnictwo	“Test”,	pp.	159-304.
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tions, and even the methods for solving problems using premises, i.e. hypothetical or established facts, on the basis 
of established or hypothetical logical cause-and-effect relationships.

On today’s battlefields, engines of this type are already able to leverage mechanisms for collecting and generat-
ing relational knowledge on the basis of logical relationships taught to them by experts. This field also includes 
increasingly efficient mechanisms for producing knowledge from information. The boundary between the technol-
ogy for accessing information used for professional and leisure purposes and that used in military or paramilitary 
applications is becoming blurred. This has been noticed, in particular, by corporations that operate in this market in 
the military sector, but also in the entertainment and media sectors. Ever more efficient information management 
tools are being transformed into knowledge management tools. Information filters may improve decision-making in 
the information society. These filters are expected to meet the following requirements:

• reduce information overload (reduce the excess of unnecessary information provided to the decision-maker);
• only provide the information necessary for decision-making purposes;
• not omit the information that was analysed by the filters and should be taken into account in making the 

decision.

Figure 2. The Decision-Making Process Based on Situational Awareness

Additionally, the filters should be fitted with mechanisms to enable filtered information to be evaluated and organ-
ized dynamically. In other words, the point is to implement the 4R rule: providing the right information at the right 
time, using the right technology, to the right person.
In a second, narrower sense, taking a decision is just one step in the entire decision-making process and it signifies 
a conscious act of will on the part of the decision-maker, who non-randomly selects one possible solution to the 
problem at hand.
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Figure 3. Integration of the Biological and Technical Spheres in the Process of Producing Knowl-
edge from Information and Data

Source: prepared by the author.

The concept of situational awareness has been implemented in the military environment since the 1950s. Soldiers 
routinely discuss their situational awareness levels, and properly prepared commanders use cognitive psycholo-
gy to better prepare soldiers and future soldiers for battlefield operations. Situational awareness is a meta-skill 
because it is based on skills already learned, allowing the soldier to use his or her cognitive abilities in order to 
maximize the desired effects. In order to be professional, one needs to aggregate and select information streams 
and gain an understanding of how emotional states can affect thinking and behaviour. Already more than 20 years 
ago, academics researching the psychology of decision-making20 assimilated the concept of situational awareness in 
circumstances where decisions are dependent on the operationalization of all information available at the time.

It appears that this problem is not new, although now it occurs in a different context and is described using a 
slightly different language than in military handbooks, which, particularly at the tactical level, refer to battlespace 
situational awareness.

Situational awareness is multifaceted knowledge of where we are, where we should be, how we should behave, 
and whether something or someone poses a threat to us. Situational awareness is an idea that assumes that first we 
must perceive, then understand what we perceive, and finally anticipate future and probable states. In the litera-
ture on the subject, there are three definitions of situational awareness and three theoretical currents that exempli-
fy model ways of thinking. The first current is the three-level model (Figure 4), the second current is the perceptual 
cycle model, and the third is the operationalization of the theory of activity (Figure 5).

All one has to do is to use knowledge about, for instance, directing fire and to exert one’s mind to anticipate the 
situations that could occur. What we need to do is learn and develop a mental strategy that improves our mecha-
nisms of perceiving and interpreting what we perceive as well as those that give meaning to the things we perceive 
in order to better anticipate the important determinants of decisions.

20	 	Tyszka,	T.	(2010)	Decyzje.	Perspektywa	psychologiczna	i	ekonomiczna.	Warsaw:	Wydawnictwo	Naukowe	Scholar,	pp.	19	and	92-109.
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Figure 4. Levels of Situational Awareness

Source: prepared by the author. 

Each of these three levels of situational awareness uses different mental processes. However, together the levels 
form a single, harmonious cycle of perception, thinking, and anticipation. By perfecting these levels, the deci-
sion-maker/commander is able to estimate risk within acceptable tolerance limits and focus his or her uninterrupt-
ed attention on avoiding threats over a relatively long time horizon. Thus, developing mechanisms that influence 
his or her own situational awareness is an inherent feature of the modern commander. Systematic, sophisticated 
exercise leads to extraordinary proficiency in processing information streams in real time.
In hybrid warfare, a significant causal relationship was found between situational awareness (expressed as a vector) and 
decisions made (expressed as a scalar). This approach involves both the art of avoiding errors and the science of maxi-
mizing chances, taking into account the use of all possible means and mentally going beyond standard/classical warfare.

From Idea to Implementation

The theory most commonly used to represent uncertain knowledge is the probability theory. However, irrespective 
of how we define probability, the number that expresses it only reflects the observer’s knowledge rather than its 
objective value. This article outlines a method for establishing trust to help ensure that information is sent reliably 
from the source to the recipient.21

Figure 5. Situational Awareness in the Decision-Making Process where the Perceptual Cycle is 
Combined with Operationalization

21	 	Zych,	J.	(2003)	“Cybernetyczny	aspekt	przetwarzania	informacji”.	Przegląd	Wojsk	Lotniczych	i	Obrony	Powietrznej.	Przegląd	Wojsk	Lotniczych	i	
Obrony	Powietrznej.	Poznań,	pp.10-18.
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Source: prepared by the author.
A Bayesian approach (BaA) is used to validate the information (that the commander receives) from external sourc-
es – to determine the trust value of the information received from the source in question. The components of this 
metric may be calculated using different methods; the most common one involves hidden Markov chains.

Let us consider any message that reaches the commander and is interpreted as a finite set of symbols X = {x
1
, 

x
2
, x

3
,... x

n
}. If we examine this message, we will notice that the probability of the symbol x

i
 being present is P

i
. 

According to Markov’s theory, we can check what happens if, instead of examining the probabilities of individual 
message components, we examine the probability of x

i
 being present in the message on the condition that it is pre-

ceded by x
i-1

. Denoting the probability of such an event as P
ij
, we can estimate how often the unique complementa-

ry pair x
i
x

j
 is generated. The probability of this pair being present in the message is mapped to an NxN matrix. For 

example, let us assume that the reference set is the set of characters that are allowed in a message. We can imme-
diately identify the following situation: the probability of the string “źź” appearing in a normal message in Polish is 
zero, so if such a string appears, it means that one of the letters was misrecognized.

This process is ergodic over time. The time after which trust is established is independent of initial conditions and 
also independent of trust levels. Trust values are determined sequentially in two steps. In the first stage, an analy-
sis of previous behaviours using Markov chain theory is conducted and a specific level of information is exchanged 
in the network. Probabilistic inference allows us to determine the level of trust in the source that supplies the 
commander with information. This model, although widely used, has considerable drawbacks resulting from the 
use of Boolean logic. While in theory the boundary between 0 and 1 is clearly defined, in practice the building of 
IT systems that support command processes on the basis of high situational awareness generates a multitude of 
non-trivial problems (e.g. so-called state hazard, threshold values between 0 and 1). 

Here, certain ICT concepts that are broadly (and often erroneously) used must be explained, since they are the 
basic blocks without which decision support systems based on situational awareness could not be built. 

An IT system is the central concept in computer science because it encompasses all aspects related to the develop-
ment of its structure and technology, its operation, and the factors resulting from its relationships to its broadly 
understood environment. The definition of an IT system states that it is an information system in which data pro-
cessing is performed by a computer system. Such a definition requires the term “information system” to be defined 
as well, since it is the primal category in relation to an IT system. An information system is a temporally and spa-
tially defined information processing system, which is a set of deliberately interconnected components: data sourc-
es, methods of collection and processing data, channels through which information flows, material resources, the 
people performing the processing, and the destination of information. Each of these elements performs functions 
that are subordinated to the system’s purpose. The abstract information system usually exhibits negligible auton-
omy and is very closely linked to the organization it serves and within which it operates. Thus, an IT system is an 
information system in which the processing of data is performed in whole or in part using computers. The essence 
of an IT system can be described as the application of computers in information processes, with devices and soft-
ware structures selected such that, taking into account environmental requirements and the capabilities of human 
operators, anticipated signals (outputs) can be obtained from certain inputs using technology. In a narrow sense, an 
IT system can be reduced to the material product itself. In broader terms, apart from the physical product, a set of 
standard accompanying services is present as well. It is precisely these services, useful in decision-making, that are 
extremely valuable in the support systems used for building situational awareness.22

The classical theory of probability does not allow uncertain information to be distinguished from incomplete infor-
mation. Here, we can use the powerful mathematical apparatus of fuzzy logic as proposed by Lotfi Asker Zadeh23, 
which extends classical formal logic by adding intermediate values between zero (“0”) and one (“1”). The validation 
of messages on the basis of similarities between the recommendations determined using fuzzy logic necessitates 
quantification and assessment of the credibility of intermediate points between the source and the recipient. This 
solution comes in many variants and the main differences concern the quantization of levels of trust:

22	 	Zych,	J.	(2016)	“Zarządzanie	bezpieczeństwem	a	systemy	informatyczne	w	logistyce	sił	zbrojnych”	in	J.	Zych,	(scientific	ed.)	Organizacje	bezpiec-
zeństwa	publicznego	wobec	wyzwań	zarządzania	kryzysowego	w	Polsce.	Poznań:	Wydawnictwo	Wyższej	Szkoły	Bezpieczeństwa,	pp.	215-216.

23	 	Ficoń,	K.	(2013)	Sztuczna	inteligencja.	Warsaw:	BEL	Studio,	p.	229.
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• variant 1: two states (0 – no trust, 1 – full trust);
• variant 2: three levels (-1 – no trust, 0 – unresolved state, 1 – full trust);
• variant 3: five levels of trust;
• variant 4: ten levels (from 0 to 9 or from 1 to 10);
• variant 5: negative and positive scales with or without zero; 
• mixed variants: using linear, exponential or logarithmic functions.

Despite the multitude of ideas, there is no single solution in the literature that would describe the trust man-
agement mechanism in decision support system situational awareness (DDSSW) in an exhaustive and consistent 
manner.

Conclusion

Can the results of studies on situational awareness become the Holy Grail of understanding decision-making 
processes that are determined by the information available? Will it ever be possible to build Laplace’s famous 
demon and fulfil the dream from two centuries ago in a refined form: being able to enumerate everything, know 
everything, have complete information, control everything, and do everything in an instant? By advancing the 
uncertainty principle, Heisenberg24 demonstrated that Laplace’s dream of calculating everything at once was utopi-
an. Nevertheless, the idea has been attractive enough to become the driving force behind many years of research 
that has broadened our knowledge of decision-making processes, thereby delineating a new boundary between 
knowledge and ignorance with respect to the causal relationships between the state of situational awareness and 
the decisions made by a commander/decision-maker.

To sum up: it should be widely publicized that Polish scientists and designers are successfully solving problems 
related to constructing conceptually and technologically advanced systems that provide decision-makers/com-
manders with better situational awareness than before. There is, for instance, a well-financed operational pro-
gramme codenamed “Integrated Command Support and Battlefield Imaging Systems – C4ISR (Command, Control, 
Communication, Computers, Intelligence, Surveillance, Reconnaissance)”. The aims of this programme include the 
development by 2022 of a national BFT (Blue Force Tracking) system, the implementation of a BMS (Battlefield 
Management System), the implementation of a COP (Common Operational Picture) as well as the integration of 
command systems with recognition, delivery, and logistics systems.

24	 	It	is	not	possible	to	simultaneously	determine	the	position	and	velocity	of	an	elementary	particle.
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ABSTRACT

This article consists of four main parts. The first part looks at the contexts in which the issue of hybrid warfare in 
Ukraine is presented. Here, the author also discusses situational awareness, expanding its classical definition and 
relating it to the situation in Ukraine. The second part addresses the characteristics of the decision-making process 
with elements of situational awareness. In the third part, the author discusses the different levels of situational 
awareness and the different levels of command, from the tactical through the operational to the strategic. The 
fourth part contains a few more specific topics. It presents the know-how included in decision support systems 
based on situational awareness mechanisms.

Keywords: situational awareness, hybrid warfare, Ukraine
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Yurii M. SHYROBOKOV

MAIN PHASES OF CAPTIVITY AND PECULIARITIES OF THEIR  
IMPACT ON THE PSYCHE OF THE PRISONERS OF WAR

The article deals with the problem of military captivity. The research of phases of modern military captivity re-
vealed their characteristics. I phase is the phase of vital reactions that lasts from a few seconds to 5-15 minutes, 
and is characterized by the subordination of all actions to preservation of life. II phase is the shock phase with 
displays of excess mobilization, it lasts from 3 to 5 hours and is characterized by a general psychological stress, 
ultimate mobilization of psychophysiological reserves. Phase III is the psychophysiological demobilization phase, 
according to the respondents, its duration can last up to three days. In most cases it is associated with understand-
ing the scale of the tragedy (“stress awareness”). In the IV “resolution” phase (from 3 to 12 days) the dynamics of 
POW’s state of health is largely determined by the specific impact of extreme factors, obtained damage and moral 
and psychological situation after the tragic events. V phase - “recovery phase” of psychophysiological state starts 
as a rule at the end of the second week after exposure to extreme factors. In the last, VI phase, phase of conflict 
(lasts a month), according to 100% of the respondents, the majority developed persistent sleep disturbances, un-
motivated fears, repetitive nightmares.
The article describes the features of the capture, transportation, interrogation, detention and the exchange of pris-
oners of war by different departments.
Key words: serviceman, prisoners of war, types of military captivity, the phase of military captivity.

Practical justification
The anti-terrorist operation which is being carried out in the east of Ukraine, brings forward new requirements 
to various aspects of the military’s life activity [1]. After the events at the Donetsk airport, cities of Ilovaysk and 
Debaltsevo, there arose a very acute problem of the loss of manpower during the planned withdrawal of troops 
in the conditions of the besiegement threat. Aspects of the troops capture by the opposing party become much 
more important. According to official statistics, the Ukrainian side has freed more than 2880 of its troops from 
the captivity and more than 100 are still being held captive by the militants. [2] The questions of survival of the 
military in captivity in the course of contacts with people who escort soldiers after the capture, guards and local 
population when traveling on enemy territory in case of escape turn out to be of current interest. Considering the 
military captivity as a vital and existential threat [3], in our opinion, the question of determining the phases of mil-
itary captivity is very relevant, especially their impact on the psyche of soldiers and psychological consequences of 
staying in these conditions.

Methods of the research: analysis of the scientific literature, legislative and legal acts on the phase of military 
captivity, the survey, summarizing the information received and data interpretation.

Results of the reserach
The situation of military captivity as a vital threat is formed by a combination of factors which influence the repre-
sentatives of the warring parties when they decide whether to preserve the life of a soldier who was captured for 
specific tasks (getting information, exchanging for their colleagues who are in our captivity, receiving buyout etc.).
A survey of servicemen released from captivity in the Luhansk and Donetsk regions (92 people) made it possible 
to identify the categories of the military people who most acutely perceive captivity as a vital threat. Respondents 
had to choose among the categories of pilots, gunners, tankers, paratroopers, scouts, snipers, sappers, grenade 
throwers, machine gunners, spotters artillery, advanced forward air, volunteer military units which are, in their 
opinion, in the most danger if they are captured. According to the respondents, snipers perceive captivity as an 
acute threat to life the most (96.7%), volunteer military units (82.6%), Scouts (79.3%), the paratroopers (56.5%) 
and pilots (43.5% ) which, as a rule, do not get exchanged, in addition 100% of respondents indicated that in cer-
tain circumstances (problems with escorting, getting captured by the mercenaries, capture by a reconnaissance and 
sabotage group) there is a direct threat to the life of any soldier, regardless of category.
Considering military captivity as an existential threat it should be noted that the sense of vulnerability, help-
lessness, insecurity, fear for their lives and the lives of their comrades, the expectation of violence or reprisals, 
insomnia and nightmares, increased alertness, inability to relax, etc. – the listed psychological reactions and actions 



159

indicate a fundamental transformation of an individual and change of self-concept, self-conscience and self-reflec-
tion of a prisoner of war.
The majority of respondents (88%), showed that preservation of the life of a prisoner of war is most often asso-
ciated with the desire of the representatives of the warring parties to “break” him during interrogation in order to 
manipulate the testimony received during the information war. During the interrogation, soldiers are subjected to 
beatings, humiliation, torture and violence. The experience of fear, helplessness and humiliation in the conditions 
of the use of violence is considered as a complex existential situation by prisoners of war. Forced compliance with 
the role allotted to the victim misleads the personality of a soldier in captivity, and creates a situation of uncer-
tainty. An illusion of the own social stability collapses, after that eventually belief that the state can help is being 
questioned, 100% of respondents admitted experiencing intense fear to remain in captivity forever. According to 
the respondents’ opinions, prisoners most acutely face such existential problems as: loss of freedom (84.7%), lone-
liness (65.2%), the senselessness of their existence (62%), the responsibility for their own destiny (35.9%).
100% of the respondents indicated that the capture and continued presence in the status of prisoner of war is a 
stressful situation, which has passing phases.
The aim of the research was to identify the phases of military captivity and peculiarities of their impact on the 
psyche of prisoners of war. The military phases of the captivity were reflected more fully (Pic. 1), when the 
military people were not specifically chosen for the experiment, that is, they were forced to be in captivity, in the 
course of the antiterrorist operation, and were forced to submit to the militants, regardless of their wishes.

Pic. 1. Phases of military captivity.

I phase is the phase of the vital reaction that lasts from a few seconds to 5-15 minutes, and is characterized by 
the subordination of all actions to preservation of life with a typical narrowing of consciousness, changes in moral 
standards and restrictions, disorders in perception of time intervals and internal stimuli. Numbness, disturbance of 
rational behavior can develop in such a situation. Most of the survivors of military captivity have noted that the 
fact of the capture is the consequence of an injury or contusion, but 14% of respondents said that they surren-
dered because they did not see any other way to save their lives.
II phase is the shock phase with displays of excess mobilization, it lasts from 3 to 5 hours and is characterized 
by a general psychological stress, ultimate mobilization of psychophysiological reserves, escalation of perception 
and increase of the speed of thought processes, demonstration of temerity (especially during the rescue of close 
friends, relatives, blood brothers), while reducing critical evaluation of the situation, but maintaining the ability 
of purposeful activity. In this phase, the soldier “freezes” estimating the prospects of dialogue with the represent-
atives of the opposing side, and predicting their future actions. While being in such conditions, the soldier hides 
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peering at others and evaluating them and the prospect of his connection with them. This “freezing” can last from 
a few seconds, minutes to a couple of hours. According to the survey of military personnel who survived captivity 
this phase is characterized by decrease in activity and communication (97.8%), according to 100% of the respond-
ents emotional state in this period was dominated by a sense of desperation, which was accompanied by a feeling 
of dizziness and headaches, as well as palpitations, dry mouth, thirst, and labored breathing. However, the majority 
of respondents (82.6%) have noted that the behavior during this period is subordinated by the idea of the heroic 
deed of self-sacrifice for the sake of relatives or friends, performing professional and service duties to the end. 
15.2% of the soldiers said that the displays of panic reactions and spreading of them among others are most likely 
during this period.

Phase III is psychophysiological demobilization, according to the respondents, its duration can last up to three 
days. In most cases it is associated with understanding the scale of the tragedy (“stress awareness”). In the opinion 
of 59.7% of respondents this phase is characterized by an increase in the intensity of certain displays of com-
munication or even the emergence of forms of active communication, unusual for this soldier outside of extreme 
conditions. 76% said they felt an irresistible urge to answer questions, talk about themselves, not only to other 
prisoners, but also to members of the opposing side. This stage may be also called, soldier’s personal sociability 
phase. Intensification of communication, which is inherent to this phase, is aimed at optimizing the initial social 
position to obtain an acceptable social role. However, the majority of respondents indicated they did not expect 
such cruelty and disregard for themselves, which was shown by the representatives of armed groups. According to 
73.9% of the respondents the sharp deterioration of health and mental and emotional state with a predominance 
of feelings of loss (up to the so-called state of prostration), individual panic reactions, reduction of moral norms of 
behavior, the rejection of any activity and motivation to it were the most characteristic of this period. 30.4% of the 
soldiers were observed to have depressive tendencies, dysfunction of attention and memory as a consequence of 
endured torture and abuse.

In the IV “resolution” phase (from 3 to 12 days) the dynamics of POW’s state of health is largely determined by the 
specific impact of extreme factors, obtained damage and moral and psychological situation after the tragic events. 
According to 59.7% of the respondents in this period mood and health are gradually stabilizing, but reduced 
emotional background, limited contacts with others, hypomimia (mask-like facial expression) and amimia (lack of 
emotion), reduction of intonation variety of speech, slowness of movement, and disorders in sleep and appetite 
remain. Role functions in a group of POWs are relatively stabilized between prisoners of war as well as in contact 
with the enemy. According to the survey, 71.7% said that the role status stabilization can also pass emotionally – 
monotonically, and can be accompanied by acts of affective communication, with both positive and negative tones.
Permanent impact on the psyche of POW by the members of armed groups is accompanied by a further change 
in the activity of communication, interaction and performance. As a result of non-stop interrogations, constant 
beatings and abuse soldiers in captivity have changes not only in indicators of communicative activity, but also 
in the nature of the physiological and psychological activity. 76% indicated that it influenced the interaction with 
the environment, with the other prisoners, with the administration of the POW camp. Social interaction in these 
conditions significantly changed at the same time for many prisoners of war, as noted by 30.4% of respondents, 
blackmailing by discreditable interviews, given testimonies in the initial phases of the captivity contributed to this, 
which led to attempts of avoiding contacts with comrades as well as with representatives of the opposing side.
There are two approaches in the evaluation of communication activities and work in extreme conditions [4; 5; 6]. 
Some authors (first approach) noted some forms, the types of changes in the activity of communication between 
partners in the special conditions of work which affected the interaction (cooperation, counteraction, etc.) [5]. Oth-
ers (the second approach) consider communicative activity between partners in extreme conditions as the actual 
stress, ie, as a certain kind of non-specific displays of adaptive-protective activity of the human community. This 
activity is integrated from social behavior of individuals in special and extreme conditions of work [7].
We follow the latter approach in the analysis of communication in wartime captivity, because we consider an 
altered interaction of POWs as a particular form of stress. However, more than half of the respondents indicate 
that both the first and the second approach to the analysis of the specifics of communication with the emotional 
intensity of the majority of interacting prisoners can be efficient. According to 57.6% of the respondents the first 
of these two approaches may be justified when the main part of the research is the study of such phenomena as 
communication, collaboration and joint activities in the conditions of captivity, when the captive soldier continues 
serving in his division or with the soldier who is in the military unit with him, but without a detailed analysis of 
environmental, ergonomic, sociological aspects of human adaptation to extreme environmental factors. Such ob-
servations were expressed by the soldiers who were taken captive by entire departments and were kept in captivi-
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ty in large camps up to 300 people. The second approach is more appropriate in the study of adaptation of service-
man in captivity conditions, caused by the nature and the social environment. [8] 12% of the soldiers were held 
captive in pits, in the premises not suitable for life, in conditions of non-compliance with the temperature regimes, 
without food and water for several days, in their opinion, psychophysiological reserves continue to decline in this 
phase, phenomena of fatigue is progressively growing, indicators of physical and mental performance decrease 
significantly.

V phase – “recovery phase” of psychophysiological state starts as a rule at the end of the second week after expo-
sure to extreme factors. According to 73.9% of the soldiers who survived war captivity, this phase is most clearly 
displayed in behavioral reactions: interpersonal communication is activated, care for comrades, emotional tone of 
speech and facial reactions become normal, usage of humor and jokes becomes more frequent.
Changes in the activity of military communication in the conditions of military captivity, as the majority of the 
respondents note, under certain conditions such communication is characterized by an increase in its activity by 
47.8%, under others it decreases by 17.4%. According to 62% of the military while activating communication in 
different conditions either consolidating communication (socio-positive) or disruptive communication (socio-nega-
tive) or neutral components may prevail.

Besides the forms of communication activation, soldiers in wartime captivity may experience decrease in the life 
activity that occurs due to a significant deterioration in functional status and well-being of group members, divi-
sions, especially if it is a person who has provided assistance and support to other prisoners. As a result, changes in 
mental status (lethargy, weakness, decreased mental and physical activity, discomfort, etc.) decrease the motiva-
tion and ability to communicate, interact and work.

Propensity to communicate can be reduced in the conditions of military captivity and relatively satisfactory 
physical condition and state of health of the group members. This can happen in case of “interiorization” of mental 
activity of a POW in his introspection. The intensity of communication, interaction and activity is reduced in alien-
ation of a prisoner, when he feels like importance of his own personality and attitude of the surrounding troops 
towards him decreases. 13% said that the officers, who were kept together with privates, after torture, abuse and 
humiliation, especially when violence was committed in the sight of others, ceased to serve as captive commanders, 
senior officers, retire into their shells, and sometimes commit suicides. They neglected their appearance, opinions 
about themselves of other prisoners, their body hygiene, regular meals, etc. This alienation can be interpreted as a 
form of protest against the social pressure which the subject is not always fully aware of.
Besides these forms, the activity of communication in the conditions of war captivity may reduce leading to 
“cognitive nihilism” of a partner. It is characterized by hostility to any other prisoner of war, the cause of it may 
be the “overflow”, “overload” of the subject with all sorts of information that a prisoner gives away to the oppos-
ing side, hoping to save his life, to get more indulgent attitude of the militants, to secure a high priority in the 
exchange of POWs. The development of such a trend is fraught with the propensity to aggression as an expression 
of motivation to the real nihilism of a partner and sometimes even outright violence applied to such a prisoner by 
his colleagues. Moreover, aggression can be directed both towards them as well as towards himself (suicide). Lastly, 
it is the result of the desire to avoid punishment for withholding information or to destroy communication with 
prisoners pursuer (ie excess monotonous one-track information coming from the communication partner) through 
self-destruction – destruction of the subject of communication. Such forms of communication as the uncritical one, 
aggression towards partners in dialogue not completely controlled by the consciousness and suicide may occur in 
several seemingly different, prior forms of communication: unfavorable development of “cognitive nihilism” of 
partners; activation of disruptive communication, if it is impossible to leave the group or “seclude oneself” in its 
structure.

It should be noted that according to the survey, 76% of the soldiers showed that the actualization of the possibility 
or necessity of extreme forms of aggression or self-injury (the murder of a partner or suicide) in the minds can 
occur suddenly, unexpectedly for a soldier. Moreover, he can either be aware of the absurdity of these actions or 
mistakenly find them necessary, inevitable. The inner urge of aggression can suddenly occur in a state of confron-
tation with the affective partner. There are reports that committed violence reduced the impact of stress-factors on 
the soldier who committed it, thus it “saved” him from stressful mental trauma.
In the last, VI phase, phase of conflict (lasts a month), according to 100% of the respondents, the majority devel-
oped persistent sleep disturbances, unmotivated fears, repetitive nightmares, obtrusiveness, 75% of people showed 
signs of asthenic-neurotic reactions in combination with disorders in the digestive tract activity, cardiovascular and 
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endocrine systems. According to 100% of soldiers who survived captivity, in this phase internal and external con-
flict potential is growing. Some prisoners (46.7%) had a subconscious “identification with the aggressor” (especially 
young people), which led to serious problems in the POW group, 2.2% indicated that watching violence among 
prisoners became the cause of interpersonal conflicts. Military captivity creates a psychological complex, which 
was given the common name “psychosis barbed wire” (Stacheldrahtpsychose) by the German scientists during the 
First World War, that’s why a soldier, who happened to be in these stressful conditions, after returning home needs 
a long-term rehabilitation, which, in its turn, must take into account features of behavior of a soldier in the dif-
ferent phases of a military captivity. According to most respondents, each prisoner realizes that his fate is entirely 
in the hands of the enemy, and also depends on his own behavior. On this basis, the vast majority of prisoners, 
regardless of their nationality and citizenship, took a neutral position concerning the actions of the opposing side, 
the system of relations between prisoners and militants, as well as torture, abuse and violence, striving to achieve a 
common goal - to survive and return home. Conflict phase lasts the longest, but according to 64.1% of respondents 
it has a decline peak of disruptive communication from the moment the prisoner of war is informed about the 
decision of the enemy to exchange him on a member of the opposite side.

Conclusions
1. Military captivity is considered as a vital and existential threat, particularly for representatives of such catego-
ries: snipers, soldiers from volunteer units, scouts, troopers and pilots.
2. Soldiers in captivity experience such distinct phases as: vital reactions; shock; psychophysiological demobiliza-
tion; resolution; recovery; conflict, each of which has its influence on the psychological characteristics of impact on 
the psyche of POWs.
3. Soldiers in captivity conditions are more likely to form the following types of communication: consolidating, 
disconcerting and preserving neutrality in communication. Consolidating communication of POWs refers to the 
interaction characterized by achieving and saving psychological contact with both other prisoners and the enemy 
with the help of achieving mutual fitness and satisfaction through flexible adjustment of skills, goals, conditions, 
methods of influence in accordance with changes in the environment. Preservation of neutrality by POWs is 
defective communication which develops in the absence of contact and is characterized by emptiness. Disconcert-
ing communication of a soldier in military captivity is the interaction, which is characterized by conflict and stress 
potential, clearly specified role and specificity. 
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Abstract
The article deals with the problem of military captivity. The research of phases of modern military captivity re-
vealed their characteristics. I phase is the phase of vital reactions that lasts from a few seconds to 5-15 minutes, 
and is characterized by the subordination of all actions to preservation of life. II phase is the shock phase with 
displays of excess mobilization, it lasts from 3 to 5 hours and is characterized by a general psychological stress, 
ultimate mobilization of psychophysiological reserves. Phase III is the psychophysiological demobilization phase, 
according to the respondents, its duration can last up to three days. In most cases it is associated with understand-
ing the scale of the tragedy ( “stress awareness”). In the IV “resolution” phase (from 3 to 12 days) the dynamics of 
POW’s state of health is largely determined by the specific impact of extreme factors, obtained damage and moral 
and psychological situation after the tragic events. V phase - “recovery phase” of psychophysiological state starts 
as a rule at the end of the second week after exposure to extreme factors. In the last, VI phase, phase of conflict 
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(lasts a month), according to 100% of the respondents, the majority developed persistent sleep disturbances, un-
motivated fears, repetitive nightmares.
The article describes the features of the capture, transportation, interrogation, detention and the exchange of pris-
oners of war by different departments.

Key words: serviceman, prisoners of war, types of military captivity, the phase of military captivity.
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Sergey VASYUTA

ELEMENTS OF THE INFORMATION CAMPAIGN IN THE RUSSIAN-
UKRAINIAN CONFLICT

One way to protect a state is to ensure the security of its information space, since whoever controls the informa-
tion space controls the state – this is an age-old axiom. And this is precisely why the authorities in many states 
use the mass media to influence the public (including the international community) and thus defend their national 
interests.

The 21st century has not only facilitated access to information but has also made life easier for Russian state propa-
ganda. Information and psychological warfare is a qualitatively new type of conflict in which information is used as 
a weapon and the goal is to change public perceptions. The challenge for Russian propagandists has been to embed 
certain perceptions of events in the public consciousness in order to be able to manipulate both the general public 
and the ruling elites of the target state in future.

Since the annexation of Crimea and the Russian-Ukrainian conflict in eastern Ukraine, there has been growing in-
terest in information warfare, which is the main immediate threat to humanity. The battlefield on which it is fought 
is the public consciousness: information warfare attempts to change perceptions of reality and to create a world of 
illusion. It leverages the ability to manage and manipulate the public consciousness and subordinate the human will 
to its purposes. The target is usually unaware that it is being manipulated or of the psychological impact of such 
actions.1 We need to understand the power that information has over people and the technology used to wield it; 
lack of control in this area may lead not only to the extermination of individual nations, but also to the destruction 
of modern civiliza in general.2

Moscow’s media campaign during the war against Ukraine was surprisingly effective, not only in Russia but also 
among the Western public. That propaganda success was the result of long-term efforts involving significant 
investment and the skilful use of both television and social media. Surreptitiously, Russia developed a highly so-
phisticated arsenal of information warfare. Not only Ukraine, but also NATO and the EU, proved unable to contend 
with that arsenal during the initial phase of hybrid warfare.

Currently, Russian information warfare combines a number of tested tools and methods for exerting influence using 
modern technology and other capabilities. Some of these tools are recognisable as elements of Cold War subversion 
campaigns. However, Western societies and democratic governments were slow to recognize these facts. This was for 
two main reasons. First, there is no collective institutional memory, since a large proportion of Western societies is 
young people who do not remember the threat posed by the Soviet Union. Second, Russia has invested heavily in 
developing online propaganda and manipulation tools. Those new Russian projects cover three main areas:

• internal and external media with a significant online presence, of which Russia Today is the most famous;
• the use of social media and online forums as a method for spreading the Russian narrative and achieving broad 

reach and penetration;
• the use of different languages to engage with audiences from different countries of the world.3

As a multi-ethnic and multi-religious state, Ukraine has always been a tolerant and peaceful place for all the peo-
ples that lived within its territory. Russia’s aggression led to a situation in which Ukraine was forced to defend its 
sovereignty, which required mobilizing not just the government but also all public institutions and society at large. 
The situation has become much more complicated now due to Russia waging hybrid warfare, which, in addition to 
classical methods of conducting military operations, places considerable emphasis on information warfare. In the 
last four years, information warfare has become total in character and has crossed a red line by using the mass me-
dia to manipulate the wider public. The aggressor state publicly denied its involvement in the conflict and imposed 
its will on Ukraine by replacing actual events and the real war that is taking place in the eastern part of the country 

1	 	Żuk-Łapińska,	L.	(1991)	Problem	tolerancji.	Warsaw:	Wydawnictwo	Uniwersytetu	Warszawskiego,	p.184.
2	 	Лисичкин,	В.,	Шелепин	Л.	(2000)	Третья	мировая	информационно-психологическая	война.	Москва:	Академия	социальных	наук,	p.	6.
3	 	Giles,	K.	(2015)	“Russia’s	Hybrid	Warfare:	A	Success	in	Propaganda”.	Arbeitspapier	Sicherheitspolitik	1:	1.
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with “information phantoms” that involve handpicked events presented in a carefully measured form, mixed with 
propaganda and manipulation. Moscow’s goal is to achieve the “necessary and correct” public sentiment that can 
be used to consolidate Russian society around the Kremlin (by inventing an “enemy”, “external threats”, etc.) 
while at the same time demoralizing the actual enemy, which is Ukrainian society. The Kremlin wants not only to 
influence the Ukrainians’ consciousness but also to change their mentality, values, and identity, and as a result 
destroy the Ukrainian state in order to create a single “Russkiy Mir” [Russian world].

In hybrid warfare, military operations are accompanied by intense propaganda, which relies mainly on the Internet 
and is no less important. It is a planned activity, based on a broad theoretical background: there is ample Russian 
literature on “information warfare”.4 A propaganda offensive is underway, which is meant to justify not just the 
Russian army’s invasion of Crimea but also the war in eastern Ukraine. The Russian media is continuously spread-
ing false information about attacks on Russians and waves of refugees. These stories are fabricated by a media 
subordinate to Vladimir Putin, but false information is also present in Ukrainian portals. The Українська Правда 
[Ukrainian Truth] portal detected a falsehood spread by channel one of the Russian state television, and Internet 
users were in no doubt that this was an attempt by the Kremlin to convince its own citizens about the panic among 
Russians in Ukraine so that they did not protest against Putin’s intervention there.

Before the revolutionary events in Ukraine, the country’s image in Russian TV programmes was neutral, albeit 
with a slight sceptical tinge. The word “independent” was used all the time and the derogatory term “khokhly” 
[referring to the stereotypical Ukrainian hairstyle] was often heard in the news.5 After the Orange Revolution 
of 2005–2006, the rhetoric towards Ukraine began to shift. After the first Maidan, the supposed “Nazism” or 
“fascism” of the Ukrainian authorities started to be mentioned on Russian television (and was later deliberately 
stressed). Following the second Maidan and Viktor Yanukovych’s escape, the term “Kievan junta” gained currency 
as well. At the same time, the subject of the alleged coup d’état in Ukraine was raised, supposedly assisted by the 
Americans, who were said to have spent 1.5 billion dollars to prepare a new “orange revolution” (coup) in Ukraine6 
as “one of the episodes of the Cold War waged against Russia, which has never ceased and has clearly revealed the 
main goal of the United States – to constantly provoke conflicts around the world, including in Ukraine, and next 
in Russia too, in order to preserve its global hegemony alongside the dollar”.7

The Russian mass media has decided to ignore the actual condition of Europe at the beginning of the 21st century 
and instead continues to excitedly mention the Cold War and the hostile international environment or even global 
conspiracy against Russia.8 Typical in this respect is the title of an article by one of the most important hierarchs 
of the Russian Orthodox Church, which was published in the Наш Современник [Our Contemporary] magazine: 
“The Forces of Evil Are Advancing Upon Us”.9 Other books and articles also suggest that global forces are unceas-
ingly plotting against Russia.10 Still others claim that the “Third Patriotic War” is underway in Russia and that it has 
already been lost. In patriotic literature, the entire history of Russia is interpreted as a permanent confrontation 
with a hostile world. “Our Russian history is literally written in blood: invasion after invasion. It is estimated that 
during our lives we have fought in every three years out of five. In recent years, we have let our mighty country be 
destroyed; we have suddenly reduced our national territory and thus allowed the enemy to take around 30 million 
of our brethren into captivity”.11

4	 	“‘Wojna	informacyjna’	prezydenta	Putina”.	Raport	Akademii	Krzyżowa,	http://akademia.krzyzowa.org.pl/index.php?option=com_con-
tent&view=article&id=77:wojna-informacyjna-prezydenta-putina-raport-akademii-europejskiej-krzyzowa&catid=12&lang=pl&Itemid=113, 
accessed:	17	June	2016.

5	 	“На	службе	роспропаганды:	как	‘попередники’	помогают	Кремлю	рисовать	‘страшилки’	про	Украину”	(2016),	http://www.segodnya.ua/
politics/pnews/na-sluzhbe-rospropagandy-kto-iz-poperednikov-pomogaet-kremlyu-risovat-strashilki-pro-ukrainu-694161.html,	accessed:	28	
February	2016.

6	 	Business	Excellence	[Деловое	совершенство]	(2014)	6	(192):	24;	Тарасюк,	Е.	(2014)	“Тайная	операция	ЦРУ	‘Майдан-2’”,	http://antifashist.
com/item/tajnaya-operaciya-cru-majdan-2.html,	accessed:	28	February	2016;	“Эксперт:	Государственный	переворот	на	Украине	–	дело	рук	
США”	(2015),	https://russian.rt.com/article/75659,	accessed:	28	February	2016;	А	Кравец,	А.	“США	готовят	переворот	в	Украине”,	http://ru-
an.info/%D0%BD%D0,	accessed:	28	February	2016.

7	 	Тарасюк,	op	cit.
8	 	“Путін	переконаний	у	світовій	змові	проти	Росії”	(2015),	http://24tv.ua/putin_perekonaniy_u_svitoviy_zmovi_proti_rosiyi_n579804, ac-

cessed:	12	March	2016;	“Росіяни	стають	нацією	теоретиків	змови	–	RFE/RL”,	http://dt.ua/POLITICS/rosiyani-stayut-naciyeyu-teoretikiv-zmo-
vi-rfe-rl-176510_html,	accessed:	12	March	2016.

9	 	Дзюба,	І.	(2001)	“Україна-Росія:	протистояння	чи	діалог	культур?”	B:	Україна-Росія:	концептуальні	основи	гуманітарних	відносин.	Київ:	
Видавництво	Стилос,	pp.	267-333.

10	 	Большаков,	В.	(2016)	Мировая	закулиса	против	Путина.	Москва:	Издательство	Алгоритм;	Ерофеева,	И.	(2016)	“Страшная	война	против	
России”,	http://www.kramola.info/vesti/metody-genocida/strashnaya-voyna-protiv-rossii,	accessed:	11	March	2016;	Бершидский,	Л.	(2015)	
“Путин	против	‘мировой	закулисы’”,	http://nv.ua/opinion/bershidsky/putin-protiv-mirovoy-zakulisy-54438.html,	accessed:	23	April	2016.

11	 	Сокыра,	С.	“Можно	ли	унять	боль	России?”	http://www.rulit.me/books/mozhno-li-unyat-bol-rossii-read-304153-1.html,	accessed:	11	March	
2016.
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Specific examples of the information and psychological measures implemented against Ukraine by Russia were pre-
sented by Colonel Serhiy Galushko, deputy head of the Ukrainian Ministry of Defence. He stressed that this was a 
long-term information campaign against Ukraine, which consisted of many operations. If we analyse the structure 
of the Russian information campaign against Ukraine, we can see that it consists of a series of information opera-
tions, of elements that complement each other: some are intended for foreign audiences, while others are meant to 
create divisions between the government and society; all are components of a greater information campaign.12

Five main components of Russia’s information campaign against Ukraine may be distinguished:

1. Reports in the global mass media which contain information that concurs with the Kremlin’s version of events 
in Ukraine: Russia tries to impose its point of view on the audience and attempts to instil pro-Russian and 
anti-Ukrainian views among the European public using blogs, portals, and online news services. Thousands 
of paid bloggers and commentators from the Russian Internet Research Agency are trying to influence public 
opinion and gain support for the Russian version of events through unceasing online activity on foreign and 
domestic newspaper and media websites, which are also influenced by Russian special services;13 the channels 
used involve Russian diplomacy, social networks, and certain special tools of the Foreign Intelligence Service 
and the Main Intelligence Directorate (GRU) of the General Staff of the Russian Federation. In addition, there 
are Russian “agents of influence” in Ukraine who might be politicians, diplomats, representatives of NGOs, or 
artists – they all perform their roles in information warfare by persuading the global public to see the events in 
Ukraine through the prism of Russian interests.

2. The second information operation is also intended for a global audience, but is more specialized. This opera-
tion aims to disrupt and defeat projects that involve military material and technological assistance from NATO, 
the EU, and other countries. This is why the Kremlin is targeting a specific group – members of the world’s 
governments and military-industrial complexes who take decisions on weapons supplies and the provision of 
all manner of assistance. Global public opinion is also being manipulated with declarations to the effect that 
weapons should not be supplied to Ukraine because: a) the Ukrainians are unable to use them properly; b) the 
Ukrainians will sell them to third-world countries; c) the weapons will find their way to Russian militants; d) 
this hits taxpayers in exporting countries.

3. Another transparent information operation is targeted at the Ukrainian public and aims to divide Ukrainian 
society. The point is to undermine support for the political and military leadership of Ukraine – the president, 
the government, the parliament, the heads of security forces, etc. If society is successfully divided, this may 
adversely affect Ukraine’s image in the world and the political situation in the country as a whole and in the 
ATO (anti-terrorist operation) zone in particular. This is why the Kremlin is trying to present the Ukrainian 
authorities in an unfavourable light to ordinary citizens; various texts appear on Facebook and in the media 
stating that Ukraine’s minister of defence or the commander of such-and-such military unit is incompetent, 
etc. The most interesting thing, however, is that Russia is assisted in this information warfare by certain politi-
cal forces and “experts”. Some of them work for Russia and have been assigned this task, but some of them do 
it out of sheer foolishness.14 In addition, a parallel cyberwar is raging between pro-Russian and pro-Ukrainian 
hackers.

4. The fourth component concerns the population in the Donetsk and Luhansk regions: the inhabitants of this 
part of Ukraine must be convinced that life in the so-called “Donetsk People’s Republic” and “Luhansk Peo-
ple’s Republic” is better and more promising than in Ukraine; that overall this is the path “to a better future”.

5. The fifth component directly concerns security personnel: the Armed Forces of Ukraine and other military 
formations and law enforcement agencies, primarily those that are involved in the anti-terrorist operation. 
The Kremlin has intensified its attempts to control social networks and its trolls are flooding the Internet with 
malicious and hostile comments in response to any criticism of the Russian leadership’s policies.

These are just the five main components of information operations. With respect to the fourth and fifth elements 
of the information warfare waged by Russia in the ATO zone, the Kremlin and the Donetsk and Luhansk “People’s 
Republics” are implementing several important information projects. For instance, this is the purpose of the so-
called “Ministry of Information of the Donetsk People’s Republic”’; loyal media networks are being developed and 

12	 	Галушко,	С.	(2015)	“Информационно-психологическая	война:	чего	Россия	хочет	добиться	в	Украине	с	помощью	пропаганды,	и	есть	ли	
у	Украины	оружие	защиты”,	http://osvita.mediasapiens.ua/ethics/manipulation/informatsionnopsikhologicheskaya_voyna_chego_rossi-
ya_khochet_dobitsya_v_ukraine_s_pomoschyu_propagandy_i_est_li_u_ukrainy_oruzhie_zaschity/,	accessed:	10	March	2016.

13	 	“Le	Figaro:	Rosja	prowadzi	wojnę	propagandową	w	internecie”,	http://wiadomosci.wp.pl/kat,1356,title,Le-Figaro-Rosja-prowadzi-wojne-propa-
gandowa-w-internecie,wid,16784028,wiadomosc.html?ticaid=1161b9,	accessed:	10	March	2016.

14	 	Галушко,	op	cit.
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political propaganda units of the Russian Federation are active in the temporarily occupied territory of Ukraine. 
Attempts have also been made to broadcast programmes in the territory of Ukraine.15 The Kremlin maintains a 
sufficient distance to be able to deny that it is involved in these attacks, while at the same time benefitting from 
them strategically.

The Kremlin has always manipulated information, and as the Revolution of Dignity began, its manipulation and 
misinformation activities took on an incredible momentum. The media machine immediately switched gears to 
present the Maidan as an undesirable event and a coup d’état; this was accompanied by messages calling on “all 
active people to counteract the coup”. The Ukrainian nation has clearly shown to the entire world its determina-
tion to build a new, fairer society. However, Vladimir Putin’s Russia won’t allow it – for various reasons. For Putin 
himself, Ukraine being transformed into an affluent democracy that is integrated with the West while the standard 
of living in Russia collapses would be a nightmare scenario. Ultimately, the example of Kyiv could prove contagious 
to the Russians, leading to the demise of Putin’s autocracy,16 and this has to be prevented.

It was Edward Bernays who wrote that “[t]he conscious and intelligent manipulation of the organized habits and 
opinions of the masses is an important element in democratic society. …We are governed, our minds are molded, 
our tastes formed, our ideas suggested, largely by men we have never heard of”.17

As the aggression started, hundreds of websites and social media groups appeared on the Internet to provide 
“objective” information about the events. The message of the information campaign was that an insurrection was 
taking place against the new, legitimate authorities in Kyiv. Russia continues to claim that Ukraine is a “condi-
tional” and “weakly developed” state. At the same time, the media relays a message of Russian support for similar 
actions, which are portrayed as “assistance for Russians suffering discrimination”. Russian propaganda has done its 
job – some continue to believe it to this day.

A similar rhetoric was spread by Belarusian television, which stressed that the people present at the Maidan in 
Kyiv were a mob of drug addicts, U.S. agents, terrorists, and the like. The Belarusian media market is dominated by 
Russian channels, and the country’s stations use Russian programming extensively, with only, for instance, news 
services in Belarusian. When people watch “Crimea. The Road to the Homeland”, followed by the Belarusian news 
on the same channel in which they hear that Belarus does not recognize the annexation of Crimea, they become 
completely confused. For some of them, even Aleksandr Lukashenko is a Bandera supporter and a member of the 
opposition. There are people who don’t think in terms of the Belarusian state but rather in terms of the “Russkiy 
Mir”. For them, the capital of civilization is Moscow rather than Minsk. With the emergence of Vladimir Putin, 
Lukashenko’s propaganda has faltered as it is unprepared to defend the country’s independence and to sustain its 
national identity. The authorities have no clue how to defend themselves against the much more sophisticated and 
better funded Russian propaganda.18 

Vladimir Putin seeks to synthesize traditions and ideas from various periods in Russia’s history. The uniform 
vision of Russian history propagated by the authorities is based on a combination of Soviet and Russian elements, 
including elements from Czarist Russia, and the “re-Stalinization” of Russia’s historical memory.19 In the official 
vision disseminated by the Kremlin’s ideologues, the empire under construction is a “liberal” one whose actions are 
not merely a show of force but also reflect a mission to build a new civilization, a new order. The empire affords 
protection against such threats as nationalism, chauvinism, and terrorism. However, underneath this “liberal” mask, 
another face can usually be seen – the “severe and realistic” face of violence that exclusively serves to perpetuate 
imperial power. The characteristic that is highlighted in particular is imperial ambition, which rejects everything 
that symbolizes Russian weakness while embracing the values and axioms of the Russian Empire. Putin’s imperial 
nostalgia is due to the fact that Russia is no longer a superpower.20 This policy appears inconsistent when viewed 

15	 	Скляревская,	Г.	(2015)	“Информационно-психологическая	война:	чего	Россия	хочет	добиться	в	Украине	с	помощью	пропаганды,	и	есть	
ли	у	Украины	оружие	защиты”,	http://osvita.mediasapiens.ua/ethics/manipulation/informatsionnopsikhologicheskaya_voyna_chego_rossi-
ya_khochet_dobitsya_v_ukraine_s_pomoschyu_propagandy_i_est_li_u_ukrainy_oruzhie_zaschity/undefined/,	accessed:	17	April	2016.

16	 	“Putin	w	kozim	rogu	–	analiza	Jędrzeja	Bieleckiego”,	http://www.rp.pl/artykul/1129791-Putin-w-kozim-rogu---analiza-Jedrzeja-Bieleckiego.html, 
accessed:	23	April	2016.

17	 	Bernays,	E.	(1928)	Propaganda.	Routledge,	p.	37.
18	 	Zaniewicz,	M.	(2016)	“Łukaszenka	przegrywa	wojnę	propagandową	z	Putinem.	Wywiad	z	Franakiem	Wiaczorką”,	http://www.eastbook.eu/

blog/2015/08/03/lukaszenka-przegrywa-wojne-propagandowa-z-putinem/,	accessed:	16	April	2016.
19	 	Кремлев,	С.	(2015)	Кремлевские	пигмеи	против	титана	Сталина,	или	Россия,	которую	надо	найти.	Москва:	Издательство	Litres,	p.	17;	

Rosjoznawstwo:	wprowadzenie	do	studiów	nad	Rosją:	podręcznik	akademicki	(2004),	L.	Suchanek	(ed.).	Kraków:	Wydawnictwo	Uniwersytetu	
Jagiellońskiego,	p.	337.

20	 	Potulski,	J.	(2005)	Rola	i	znaczenie	tradycji	w	funkcjonowaniu	współczesnych	instytucji	politycznych	w	Rosji.	Europejskie	Centrum	Edukacyjne,	p.	
472.
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from an ideological perspective, but it is entirely compatible with building imperial power. The synthesis of various 
imperial periods in Russian history serves as a justification for expansion.21 From the point of view of ideas, this 
is either sheer cynical nihilism or, possibly, a typically communist dialectic of thesis and antithesis combining to 
develop new values. In an apposite comment, Geoffrey Hosking, Professor of Russian History at the School of 
Slavonic and East European Studies in London, pointed out that unlike France, Spain or England, Russia had no 
empire – Russia was itself an empire.22

On the other hand, as Professor Andrzej Nowak has emphasized: “Renouncing the empire would necessarily imply 
a conflict with the essence of Russian identity. However, nowadays scholars agree that the nation-state always 
means inventing a certain tradition on which the new community, democratized through the attainment of na-
tionhood, is based. Such a tradition (which was meant to include not only Russia but also its two ‘younger Slavic 
sisters’ – Ukraine and Belarus) was invented by Alexander Solzhenitsyn; it was also invented by democrats who 
sought inspiration in the myth of the merchant democracies of Novgorod and Pskov; and it was also invented by 
scholars of geopolitics who likened Russia’s identity to that of an island on the periphery of the Eurasian super-
continent”.23 Marian Broda stresses that the Russians have tried to identify and describe their own identity and 
themselves for centuries. Questions about the nature, specificity, and recognisability of these phenomena and 
their impact on the history of Russia and on the lives of its inhabitants have given rise to many well-established 
and widespread, frequently peremptory but at the same time contradictory views and beliefs that are voiced in 
debates, including by scholars who study the Russian reality.24

“These blind slaves are told they are ‘free’ and ‘highly educated’ even as they march behind signs that would cause 
any medieval peasant to run screaming away from them in panic-stricken terror. The symbols that modern man 
embraces with the naive trust of an infant would be tantamount to billboards reading, ‘This way to your death and 
enslavement,’ to the understanding of the traditional peasant of antiquity”25.

Scholars who study national identity point out that it is a process that needs to be constantly redefined. At the 
same time, the dynamic of this redefinition is conducive to accumulation – processes from particular time periods 
affect one another. Samuel Huntington argues that nations are “answering that question in the traditional way 
human beings have answered it, by reference to the things that mean most to them. People define themselves in 
terms of ancestry, religion, language, history, values, customs, and institutions. They identify with cultural groups: 
tribes, ethnic groups, religious communities, nations, and, at the broadest level, civilizations. People use politics not 
just to advance their interests but also to define their identity. We know who we are only when we know who we 
are not and often only when we know whom we are against”.26

Using various propaganda techniques based on the dissemination of certain information, the Kremlin manipulates 
both the collective and individual consciousness. The message may be conveyed either against the background of 
information noise or in an information vacuum; it involves distortions of facts or emotional perceptions that are 
convenient to the aggressor. Typically, information warfare uses methods such as releasing misinformation or shaping 
information in a manner that is favourable to the aggressor. These measures make it possible to distort citizens’ assess-
ments of reality, demoralize them, and (potentially) persuade them to go over to the information aggressor’s side.

Methods of influence include the use of propaganda, campaigning, biased information, half-truths, and outright 
lies. Examples of half-truths are the messages broadcast during the annexation of Crimea when the Russian media 
talked about mass defections by members of the Ukrainian security forces who allegedly went over to the Russian 
side and voluntarily gave up their barracks, warehouses, weapons, and other military facilities to the Russian army.

21	 	Rosja	i	Europa	Wschodnia	(2006),	A.	Nowak	(ed.).	Warsaw:	Instytut	Historii	PAN,	p.	13.
22	 	Hosking,	G.	(2016)	“Slavophiles	and	Westernizers	in	Russia”,	http://valdaiclub.com/opinion/highlights/slavophiles_and_westernizers_in_rus-

sia/,	accessed:	12	March	2016.
23	 	Nowak,	A.	(2016)	“9	maja	w	Rosji”,	http://www.newsweek.pl/9-maja-w-rosji,45550,1,1.html,	accessed:	15	May	2016.
24	 	Broda,	M.	(2011)	“Zrozumieć	Rosję”?	O	rosyjskiej	zagadce-tajemnicy.	Łódź:	Wydawnictwo	Ibidem,	p.	465.
25	 	“Mind	Control	Theories	and	Techniques	used	by	Mass	Media”,	https://vigilantcitizen.com/vigilantreport/mind-control-theories-and-tech-

niques-used-by-mass-media/,	accessed:	16	April	2016.
26	 	Huntington,	S.	(2000)	Zderzenie	cywilizacji	i	nowy	kształt	ładu	światowego,	translated	by	H.	Jankowska.	Warsaw:	Wyd.	Muza,	p.	16.
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According to Vladimir Gorbulin, advisor to the President of Ukraine and Head of the National Centre for Strategic 
Studies, since the war in Donbass Ukraine has faced not only hostile Russian propaganda but also what experts 
call the “warfare of meanings”. In Gorbulin’s view, the basic element of these operations is simulacra,27 i.e. “images 
of things that do not exist in reality”. Examples of such simulacra are “fascists in Kyiv”, “the cruelty of voluntary 
battalions”, “crucified boys”, and “the use of prohibited weapons by Ukraine”. In this way, objectivity is complete-
ly superseded by “information phantoms” that comply with the aggressor’s requirements.28 

Whereas until recently spreading false information and exerting negative psychological influence were used by the 
Russian Federation as auxiliary measures in order to achieve economic, political or other benefits, in the current 
circumstances, given Russia’s undeclared hybrid war against Ukraine, information weapons are used in the same 
way as physical ones. This new type of war consists of creating an image of the victim that is desirable from the 
aggressor’s perspective, and subsequently using civilians to provoke mass hysteria and resistance to the authorities. 
Therefore, in order to achieve its goal in the information war against Ukraine, Russia is using all available means 
from the arsenals of both traditional and modern “hybrid” warfare.29

As regards information warfare, which is part of Russia’s aggression against Ukraine, there are no regions in 
Ukraine that have been left untouched: the front line runs through each town and village. It is high time to call 
things by their proper names: “Russia’s aggression against Ukraine”, “the occupation of Crimea and part of eastern 
Ukraine”, and “the Russian-Ukrainian war”, and to properly use terms such as “separatists”, “militants”, “terror-
ists”, and “collaborators”. The semantic interpretation of the terminology used with respect to the Russian-Ukrain-
ian conflict must be uniform in order to enable the public, not only in Ukraine, to comprehend Ukraine’s situation 
and to understand the ambiguous and complex information that the media puts out on a daily basis.

Russia’s aggression became possible not because the post-revolutionary authorities in Kyiv allegedly lacked legit-
imacy, but because Ukraine was unable to adequately counter Russia’s frontal attack involving information- and 
propaganda-based aggression, the organization of protests, and disruption of the work of the state authorities. The 
original purpose of hybrid warfare was to use the east of Ukraine as a hotspot of instability in order to completely 
destroy Ukraine’s image as an attractive place for investors, and also to ensure that the social conflict kept smoul-
dering, to inflict maximum damage on the economy and to thoroughly destabilize the country in order to create the 
conditions necessary for Ukraine’s return to the “womb” of the “Russkiy Mir”, and more prosaically to the Customs 
Union – by creating within the territory of Ukraine various puppet “mini-states” modelled on Abkhazia or the 
Pridnestrovian Moldavian Republic (Transnistria).

One of the main instruments of Russian propaganda aggression against Ukraine was the weaponization of infor-
mation. Russia has used state news channels, journalists, commentators, supporters, and online trolls to create an 
alternative reality in which all truth becomes relative and all information can be cast into doubt. Ukraine has won 
over Western public opinion not because it pursued the right information policy but rather because Russia’s image 
as an enemy is more in line with the model accepted by the Western world.

27	 	A	simulacrum	(from	the	Latin	word	meaning	“resemblance”	or	“appearance”)	is	an	image	that	is	purely	a	simulation	of	reality	or	which	creates	its	
own	reality.	As	a	philosophical	term,	“simulacrum”	first	appeared	in	Jean	Baudrillard’s	Simulacra	and	Simulation.	The	term	“simulacrum”	and	also	
the	entire	process	of	simulation	refer	to	the	ontologically	ambiguous	status	of	signs	that	are	in	the	process	of	becoming	independent	–	on	the	
one	hand,	they	do	not	have	a	material	existence	in	space-time,	and	on	the	other	hand	they	do	not	function	as	abstract	elements	of	a	semantic	
system.	Instead,	according	to	the	author,	they	simulate	actual	existence	just	as	a	sick	person	simulates	disease,	i.e.	they	produce	real	symptoms	
associated	with	real-life	phenomena	and	interact	with	the	world.	The	apparent	existence	of	simulacra	results	in	a	dual	reality,	and	consequently	
it	is	impossible	to	distinguish	phenomena	that	belong	to	the	ontological	order	from	signs.	This	is	the	basis	of	Baudrillard’s	concept	of	hyperreali-
ty.	Baudrillard,	J.	(2014)	Symulakry	i	symulacja.	Warsaw:	Wydawnictwo	Sic!.

28	 	Горбулін,	В.	П.	(2014)	“Гібридна	війна”	як	ключовий	інструмент	російської	геостратегії	реваншу.	Cтратегічні	пріоритети	–	науково-
аналітичний	що	квартальний	збірник	Національного	інституту	стратегічних	досліджень	4	(33):	9.

29	 	Петрик,	В.,	Канарський,	Ю.	(2015)	“Методи	гібридної	війни	Pосії	проти	України.	Напрями	протидії”.	Information	Technology	and	Security	3	
(1)	(4):	30-37,	January-June.
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ABSTRACT

The aim of the article is to present some of the very dangerous elements of modern hybrid warfare, namely, the 
significance of the negative impact on people’s consciousness, the attempts to change the people’s perception of 
the reality that surrounds them, and the methods of creating “facts” in a world of illusion. These instruments are 
based on the aggressor’s ability to manage and manipulate the collective consciousness and to subordinate the will 
of the individual. A manipulated person is usually unaware of what is happening around them; they are unaware 
of hostile manipulation and of psychological and informational impacts. The author also shows that in this con-
text it is necessary to understand the power that information has over people and the technology used to wield it, 
as well as the consequences of a lack of control by the state in this regard. He stresses that some of the tools are 
recognizable instruments of subversion campaigns from the Cold War era.

The author presents specific examples of Russia’s information and psychological warfare against Ukraine and anal-
yses five main components of Russia’s information campaign against that country.

Of great importance in the unleashing of Russian aggression against Ukraine was the fact that Ukraine was un-
able to adequately counter Russia’s frontal attack involving information- and propaganda-based aggression, the 
organization of protests, and disruption of the work of the state authorities. The primary aim of hybrid warfare 
was to use the east of Ukraine as a hotspot of instability, which was necessary for Ukraine’s return to the “womb” 
of the “Russkiy Mir” [Russian world] and the Eurasian customs union, and to restore a pro-Moscow regime in the 
country.

Keywords: hybrid warfare, information campaign, manipulation of consciousness, informational and psychological 
impact, democratic system, Western civilization, instruments of subversion campaigns, Ukraine, Russia, propagan-
da aggression, Russkiy Mir
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Hennadii PEVTSOV

THE FEATURES OF RUSSIAN HYBRID WAR AGAINST UKRAINE 
BASED ON THE EXPERIENCE, OBTAINED BY UKRAINIAN AIR 
FORCE

The analysis of military conflicts in beginning of the XXI century testifies the emergence of new forms and meth-
ods of warfare among states. It allows to achieve the appropriate political goals and solution of interstate conflicts. 
Instead of the classic forms of warfare so-called “hybrid wars” came [1-7].
They are hidden and conducted mainly in political, economic, informational and other fields. Moreover, armed 
forces are involved in conflicts of low combat intensity. The essence of this approach is moving the efforts from 
physical enemy destruction as a part of extensive war to the application of the so-called “soft power” techniques. 
The aim of such disintegration is leadership changes, including the spheres of their influences.
The main features of a “hybrid war” are:
–  aggression without formal declaration of war;
–  aggressor country conceals its participation in the conflict;
–  active exploitation of asymmetrical warfare and network war;
–  widespread use of irregular armed formations, acting under the cover of the civilian population and the slogans 

of civil war;
–  informal attraction of aggressor country non-governmental executors – polite men”, “volunteers” that in fact, 

are mercenaries who are not connected with international law;
–  aggressor disregard to international norms of warfare and valid agreements;
–  mutual measures of political and economic pressure (for formal conservation of relations between two coun-

tries);
–  confrontation in cybernetic space;
– measures are held against the weaknesses of the state and the local population;
–  no clear rear and front lines;
–  widespread use of information struggle and terroristic methods;
–  instant reaction to changing conditions and management flexibility on the background of “controlled chaos”.

One of the hybrid war feature is the simultaneous application of all methods and technologies of “soft” and “hard” 
powers with the aim of misinformation and state leadership changing, inclusion it into own influence sphere. 
Among these methods and technologies there are some one in which aggressor reached a certain perfection:
–  intelligence and counterintelligence;
–  information, disinformation, and propaganda war have became a powerful tool of warfare;
–  cyberwar;
–  widespread use of special units;
–  widespread enlistment of non-governmental personnel (business, illegal armed groups, religious organizations, 

criminals, private persons) that are comparatively independent, and at the same time are under general leader-
ship and centralized management;

–  widespread use of terroristic and provocative actions;
–  energy war;
–  economic war, including commercial, financial and other instruments;
–  corruption, taken out to a new level, almost turned into political and military leadership wholesale in countries, 

exposed to aggression;
–  use of information technologies for mass protest movements in open and hidden forms, for political and eco-

nomic sabotage;
–  organization of transnational and regional associations of political forces in support or against leading states 

politics or individual leaders (“Putininternet,” Le Pen, ISIS, Iran, antiglobalists etc.).

Russia used against Ukraine the conception of “hybrid war” that is in something unique from the structural and 
functional point of view –it is “hybrid” in form, and “asymmetric” in content. The most clearly the nature of a new 
type of war was demonstrated by Russian Federation (Russia) in the spring of 2014 in the Autonomous Republic of 
Crimea (Crimea), and then – when supporting local radical elements and a full-scale invasion of Russian troops to 



174

the Ukrainian eastern regions, which led to the actual loss of control over a part of Donetsk and Lugansk regions.

Russia uses all the components in Ukraine: 
a) hybrid wars (the regular army, irregular military organization, terrorism, information, economic, social, energy 
and cyber struggle);
b) asymmetric war (the war between opponents, with significant imbalance (asymmetry) in military forces or 
application of fundamentally different strategies and tactics. For compensating the imbalance in traditional warfare 
tools, Russia uses non-traditional tools i. e. guerilla warfare, passive resistance, terrorism, psychological warfare, 
anti-government groups support, anti-government movements (parties) support.

Each specific element of this “hybrid war” isn`t not new in fact and was used in recent wars, but coordination and 
correlation of these elements is unique, dynamism and flexibility of their combination, and increase of the infor-
mation factor are of great importance. Moreover, the information factor becomes an independent component and it 
is not less important than a military one.

The complex of economic, financial, logistical, information and propaganda and military measures that Russia 
carries out against Ukraine, was described by experts as a hybrid war or latent aggression. Separatist movements, 
militias are only a screen in the implementation plans of the Kremlin leaders led by V Putin.
The main aim of effective Russian hybrid war against Ukraine is weakening and decentralization of our state, lead-
ing to power pro-Russian leaders, changes of state course, return of Ukraine under Russia control.

The main reasons of situation aggraviation between Ukraine and Russia are:
–  justification of territorial claims on the part of Russia to Ukraine;
–  making obstacles to the Ukraine’s integration processes into European and Euro-Atlantic structures; implemen-

tation of important economic projects in Ukraine, which are contrary to Russian interests; for Ukrainian cultural 
and educational organizations in Russia and the Ukrainian diaspora associations in Russia;

–  Russia advances new integration initiatives that are contrary to Ukrainian interests;
–  Ukrainian economic dependence from Russia and systematic pressures on it;
–  abuse of Ukraine in violations of Russian population, living in Crimea and south-east regions;
–  carrying out information campaigns against Ukraine to discredit its international reputation, and violation of 

internal stability.

The background of Russia-Ukraine hybrid war beginning is the following:
–  significant amount of pro-Russian political players who has interest in realization of their own imperial ambi-

tions;
–  Russia’s aspiration to turn the world from multi-polar state into bipolar;
–  lack of system economic reforms and political transformations in Ukraine; that make the conditions for imple-

mentation of aggressive actions from Russia;
–  Russian leaders completely understand the threat of successful Ukraine as a state;
–  dependence of EU countries from Russian energy supplies;
–  Kremlin’s obvious desire to keep Ukraine in their area of influence, and break the will to resistance not only the 

CIS states, but the Baltic republics and Poland as well.

The analysis of events in Crimea and eastern Ukraine shows that the hybrid war of Russia against Ukraine was not 
“by mistake”. Russia for a long period of time had been prepared for these events, and was making an impact on 
the leadership of Ukraine.
During the second presidential term of the second President of Ukraine Leonid Kuchma was carried enhance of 
Russian influence on the leadership of Ukraine and implemented it through a profitable for Russia solutions. One 
of the consequences of such policy was the refusal of Ukrainian government from the course to join NATO and 
the EU after the so-called “Kolchuga scandal” in 2003, and “the de-facto assignment” of Kuchma’s successor a 
pro-Russian henchman Viktor Yanukovych. However, Russia has not reached the desired goals due to the Orange 
Revolution.
The large-scale events were conducted to discredit the ideas of Orange Revolution, Ukrainian desires for Europe-
an and Euro-Atlantic course during the period of Viktor Yushchenko presidency. Moreover, there were actions to 
destabilize the situation in Ukraine and deep splitting the Ukrainian society by supporters of West or Russia; un-
dermining the Ukrainian economy by reduction of trade and economic relations with Russia and using the energy 
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factor as an instrument of pressure on Ukraine (including so-called “gas wars”). This created the preconditions for 
the victory of Viktor Yanukovych in the presidential election and for the “Turning” motion vector of our country 
from West to East.
At the time of Yanukovych’s regime it was continued the consolidation of Russia achievements in Ukraine and 
its final reorientation to Russia. It is conducted by bribery of Ukrainian authorities representatives; promotion of 
Russian agents of influence as a leaders; weakening and demoralization Ukrainian government structures primarily 
in Crimea; almost all heads of defense and security departments at the time of Viktor Yanukovych’s regime were 
citizens of Russia; strengthening of Russian presence in the Ukrainian economy; dissemination ideas about joining 
the Russian integration initiatives in exchange for loans and economic preferences; deployment of large-scale 
pro-Russian movements in Ukraine and its particular regions (primarily in the Crimean peninsula and the east-
ern-southern regions).

Before the beginning of direct hybrid war actions, Russia carried out the following steps:
–  intentional destabilization of the internal political situation in Ukraine;
–  ideological treatment of the Russian population for uniting around the ideas of nationalism, chauvinism, pro-

tection of so-called “national values and interests,”to combat to”outside enemy” and the maximum attenuation 
of the opposition in all its forms;

–  powerful information and propaganda campaign to capture Ukraine’s information space and to use it in their 
interests for creating the required public sentiment;

–  discrediting the domestic and foreign policy of Ukraine, imposition on leadership and people of certain ideas 
and civilization values through active information campaign with special methods of “bombing” society with a 
broad involvement of both governmental and non-governmental organizations;

–  undermining of state power, including bribery of influential officials, politicians and the leadership of law 
enforcement agencies, promotion agents of influence to positions in government agencies, inciting confronta-
tion among different political forces and establish control over them (especially among ideologically close and 
corrupt parties and movements);

–  splitting a the population of Ukraine by stimulating internal contradictions of political, interethnic and inter-re-
ligious character (in particular in the framework of creating and maintaining different parties, movements and 
organizations in specific, including the extremist persuasion);

–  undermining public confidence in the authorities as well as dissemination in society protests and separatist 
provocations by socio-economic and other problems (including elements of trade-economic and energy wars). 

The general hybrid war scheme of Russia against Ukraine is as follows. The hybrid war begins from information 
warfare by using special psycho- and Internet technologies for making influence into the mass consciousness. The 
second step is the promotion of instigators, provocateurs and saboteurs under the guise of local people who stress 
the situation. The organizational initiative gradually was moving to the people recruited by the secret services 
of Russia, or even citizens of Russia. Further conflict escalation lead to the “hot” armed actions. Volunteers and 
mercenaries, experts in weapons and special forces from Russia joined the conflict. They operated covertly under 
the guise of local militias or openly, not hiding their Russian citizenship. Their task was to bring the situation under 
their control, promoted Russia’s interests in Ukraine.
The analysis of hybrid war allows to highlight several phases.
The first phase (from 27 February to late March 2014) – Russian military aggression on the territory of Ukraine, 
annexation of Crimea and its inclusion into Russia.
Actions of Russia in Crimea the objectives, the forms, the methods, the measures and effects of information and 
psychological operations were very thoroughly planned. These actions were aimed primarily at Russian audience, 
and on the other hand – the Ukrainian and western audience.
During the Crimea’s actions Russian forces demonstrated the usage of a combination of rapid deployment, elec-
tronic war, information operations, capabilities of marines, assault forces and special forces, as well as large-scale 
use of cyberspace and strategic communications for multi-purpose and effective information campaign both for 
domestic and for external audience.
Russia has used the concept of “three blocks war “at the time of “hybrid war”. The essence of the conception is: the 
modern soldier must be prepared to conduct the combined arms battle in one block, to perform the police functions 
in the second block, carry out the humanitarian missions in the third block.
This concept was realized not in the “spatial” but in “temporary” dimension, which was also “reversed”. First little 
“green men” appeared in Crimea as performers of quasihumanitarian missions to secure “the rights of Russian, 
Russian speaking population”. However, gradually they shifted to perform the functions of quasipolicing on pro-
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viding desired by Russia “referendum”. Soon afterwards, they were performing quasimilitary functions on enforc-
ing execution of the “referendum’s” results.

The key actions of Russia in Crimea were:
–  capturing by Russian security services (under the guise of “unknown persons”) of government buildings in 

Simferopol and ousting from power the leadership of Autonomous Republic of Crimea;
–  deployment of so-called “groups of self-defense” (“little green men”), which took control of the power struc-

tures of the Crimean peninsula and the key objects of its infrastructure, blockade of the Ukrainian security 
forces departments on the territory of Crimea;

–  deployment of Russian forces to Crimea under the guise of military exercises and under the cover of relevant 
articles of the Agreement on conditions of the Black Sea Fleet of Russia stationing on the territory of Ukraine;

–  “legalization” of fact of Crimea occupation by means of “referendum” on the status of Crimea, as well as mak-
ing of corresponding decisions by the Parliament and the President of Russia to include the Crimea to Russia as 
a subject of Russia;

–  final liquidation of the Ukrainian government in Crimea and measures to force the Ukrainian military forces out 
of the Crimean peninsula.

In the Crimean conflict Ukraine has refrained from using military force to destroy the aggressor and allowed Rus-
sian troops to capture without a fight the entire territory of the peninsula. It was due to the following factors:
–  surprise factor. Ukraine was not mentally prepared for this turn of events and did not expect military interven-

tion of brotherly Slavic state. Russia had the support of local people in Crimea for a long period of time and 
held significant military forces of the Black Sea fleet, which was never perceived as an enemy;

–  weakness of Ukrainian Armed Forces and the lack of combat experience;
–  humanism of command, who wanted to save the lives of soldiers and civilians;
–  desire of Ukrainian authority to preserve peace and its hope into prudence of Russian leadership, the hope that 

ultimately, after the annexation of the Crimea, the military conflict between the two countries will come to an 
end.

It was no appropriate reaction from the Ukrainian Air Force at the beginning of the aggression due to the following 
reasons:
–  the Ministry of Defense of Ukraine did not receive the attack start signal from special services;
–  regular armed forces were on duties on the ordinary basis. The high level of combat awareness of possible ter-

roristic actions at the time of Sochi Winter Olympics Games was canceled a few days before;
–  Russian «green men» hostile intentions caused astonishment, shock and disbelief of Ukrainian public author-

ities and security forces. In general, it may be described as a psychological unwillingness to conduct counter-
measures. It was a strong effect of «first shot, and first blood prevention». Most people believed that it was a 
temporary misunderstanding of the situation created by the Kremlin;

–  absence of legal government led to the paralysis of state structures. The troops were waiting for orders, and 
were not ordered. All actions were late for the pace of the situation development. All plans and related infor-
mation were immediately being known by Russians. For example, the new Ukraine Navy Commander after 
assignment proposed to went under jurisdiction of new “puppet” government of Crimea.

At the same time was implemented the Russian Armed Forces plan against the Ukrainian Air Defense and it pro-
vided a clear course of actions, namely:
–  capture of organization “KrymAeroRuh” and prevention of personnel access to weapons and equipment by 

blocking airfields, where aircrafts of the Ukrainian Armed Forces were based (Belbek). A few days later, when 
personnel at Belbek was admitted to the aircrafts, it was found that all of them were damaged (pneumatic chas-
sis were cut, air collectors were filled with gravel and earth, the most valuable arms control units were damaged 
or removed);

–  they tried to maximize the reaction time of Regular Armed Forces of Ukraine. It was impossible to get the 
explanation from military sources, including regular command posts of Russian Armed Forces, all explanations 
were recommended to direct through diplomatic channels;

–  all units of anti-aircraft missile troops were blocked, the commanders got from so-called militia («green men») 
demands to transfer all radar stations of anti-aircraft missile systems in travel mode (for example, antennas and 
launchers) and when they are lifted to shoot to defeat. In some cases, radar stations were damaged by snipers. 
Protected data links were destroyed during 1-3 days, and fixed public networks, as well as major Internet ser-
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vice providers, were under control;
–  it was active obstruction of radio engineering troops; unit’s disarmament, which was allowed by its commanders 

(export to database storage a «compatible protection», surrender gates, ammunition, blocking access to the arms 
warehouses). 

All these actions were accompanied by strong pressure on military personnel and their families. The characteristic 
effects were force demonstration, a demonstration of peacefulness, bribery, threats to families, and thesis of 
treason by personnel command, promoting the ideas of «Russian peace» and imposition of myth about power 
seizure by neo-Nazis in Kiev. Thus, the Moscow’s first step was discontinuation of Ukrainian TV and radio channels 
translation, switching over the information flows to Russia. 
So, Russia held a sophisticated, well-planned special operation, with reliable blocking of damage to their forces 
from the Armed Forces of Ukraine. It was because of surprise effect, the full awareness about location and 
capabilities of Air Defense of Ukraine in Crimea almost full ownership of the initiative, information dominance. 
On the other hand it was a lack of resistance plans to this type of aggression without consideration of Russia as a 
potential aggressor. 
The second phase (the beginning of combat operations, April – July 2014) was a latent Russian military aggression 
and the «people’s militia» in the southeast of Ukraine (Luhansk and Donetsk regions). 
The peculiarity of the hybrid Russian war in the southeast of Ukraine is regular use of certain information events 
to form the necessary public opinion. Recently there has been a tendency to revision the history of statehood of 
Ukraine and Russia and interfaith relations. 
In the east of Ukraine Russia demonstrated the tactics of rapid creation of «pressure groups» composed of 
«elements of the local population», but they were directed and supported from outside. 

The main actions of Russia at this stage were:
–  destabilization of eastern and southern regions of Ukraine by organizing mass anti-government protests, clash-

es with the police and supporters of the unity of Ukraine, seizure of administrative buildings;
–  implementation of «Crimean» scenario in Donetsk and Luhansk regions, by taking control of their territory and 

forming «militias» by the Russian special services, criminalized law enforcement and local pro-Russian forces;
–  «legalization» of so-called Donetsk and Luhansk People’s Republic (DNR and LNR) through appropriate «ref-

erendums» and «elections» of their «government»;
–  providing support to separatists, including the financing of their activities, training militants and providing 

them with weapons, military equipment and ammunition, as well as the deployment of Russian troops on the 
territory of the DNR and LNR;

–  political and economic pressure on Ukraine, as well as increasing the number of groups of Russian Armed Forc-
es near the Ukrainian border;

–  there were attempts to present anti-terrorist operation as «punitive operation against its own population» to 
discredit this operation of Ukraine against the Russian terrorist groups and the disintegration of the country,

At the first stage of the hybrid war Ukrainian Air Force were not used to their full capacity. The main tasks were 
the rapid transportation of air force troops (forces) and their logistic support, photo and visual air reconnaissance, 
demonstration performance, «presence demonstrating». The permission for the Air Force to use the weapons was 
given only after the first aircraft the photographic reconnaissance aircraft AN-30B.was shot down. At this stage our 
aviation applied unguided aircraft missiles C-5, C-8 and C-13, the artillery gun onboard weapons and in some cases 
– aviation bombs with caliber 100 kg. 
At the second stage, Russia began to supply separatists with anti-aircraft machine guns, ZU-23-2, a limited number 
of ZSU «Shilka», anti-aircraft missile systems «Strela-10» and its modernized version «Gyurza-M». The urgent task 
for the Ukrainian Air Force was goods transfer, air support of troops and aviation attacks on separatist bases near 
combat action line. Different types of aerial reconnaissance tasks were carried out. Army aviation considerably 
reduced its activity at the forefront and became more used for medical evacuation, transportation of personnel and 
cargo in the tactical depth of its combat orders.

It was typical for tactical aviation to act on positions in singles and in pair, rarely at medium and high altitudes on 
day time and at night. Aviation bombs, including the caliber 250-500 kg were used. 
The next period began when it became clear that Russia did not intend to follow the international law. Accordingly, 
the tactics of envelopment and split of the main centers of terrorists was chosen.It was successful until the general 
line of the combat and communication links were stretched to critical values. However, it was enough forces to 
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continue the offensive in some areas. The turning point was very close.

Tactical aviation of the Air Force began to destroy bases, equipment and manpower of the enemy. Mainly Su-25 
were used less MiG-29, Su-27 and Su-24M. The aviation used a whole range of heights and tactical methods. 
Aircraft only avoided anti-aircraft defense objects in the big cities of Donbass. In response to this, Russia decided 
to entry the territory of Ukraine more powerful anti-aircraft missile systems of types «Osa-AKM», «Buk-M1» and 
later the C-350 «Vityaz», «Thor», «Tunguska» and «Pantsyr-S1».
Knowing this, the crews of tactical aviation began to use very small heights and rounding terrain, began to use 
onboard interference stations. In this period, Air Force aviation lost more of its aircrafts (fortunately without pilots 
losses) including the Su-25, MiG-29, Su-24M. Professional Russian military specialists began to operate against 
the Ukrainian Air Force. Some aviation helicopters were also lost. A simple analysis of combat operations indicated 
that the ratio of successful operational flights and successful air defense actions of the enemy was not in favor of 
Ukrainian Air Force.

The third phase (from September 2014 to present) is almost obvious Russian military aggression on a limited scale 
in the southern east of Ukraine:
–  wide use of military vehicles (direct rollover from abroad, through the delivery of «humanitarian convoy»);
–  operations of Russian reconnaissance and sabotage groups, terrorist acts and use guerrilla methods of struggle 

involving them in so-called militia of the local population and criminals and Russian mercenaries. The use of the 
battalion tactical groups of Russian troops against the Ukrainian troops.

After received losses, Ukraine needed a recovery time for combat capability and restructuring strategies and 
tactics. At that time the Armed Forces of Ukraine resisted the united Russian-separatist forces. Putin V. offered 
peace talks to obtain for themselves the best possible conditions. The result was the signing of the first so-called 
Minsk agreement. One of the conditions was prohibition for air operations in the ATO area. Under these conditions, 
a new factor in the confrontation of the parties – drones appeared. Although drones have been used before, 
the number of their use since September was significantly increased. Today, the average day fixation number of 
different drones ranges from 5 to 25 (sometimes 65). They mainly are tactical and battlefield drones. The number 
of flights of tactical and operational drones varies from 1 to 5 every day. After enemy drones flights the tasks of 
their interception and destruction appeared.
The tasks of shooting down tactical drones were assigned to the first line troops, operating in small arms. The 
higher class drones destruction relayed on air-defense troops – anti-aircraft missile system «Tunguska», «Strela-10» 
and «Osa-AKM» and units of anti-aircraft missile troops that were armed with «Buk» and a special electronic 
warfare systems. 
This problem forced the Ukrainian Armed Forces to create a flexible air defense system along the contact line of 
the parties, consisting of air defense units and of anti-aircraft missile troops. The result of this action was shooting 
down more than 20 drones of tactical (operational) level.
At south-eastern direction an air defense system to repulse strikes of the enemy air attack and to cover state 
facilities and troops (forces) was deployed

The feature of all three phases is the large-scale usage of methods and technologies of information and 
psychological warfare. The main ways of information confrontation against Ukraine are:
–  widespread application of controlled media (TV, radio and Internet space), promotion and creation of the neces-

sary enabling information and psychological background in Ukraine, including the implementation of misinfor-
mation, situation forcing, aggression justifying, demoralization of Ukrainian patriotic society;

–  information struggle, exclusion from the Russia-controlled territories national Ukrainian television and radio 
channels, taking control at the regional (local) media;

–  application of propaganda groups in information and social networks (forums, social and online communities);
–  widespread application of influence agents among the local population.

So, active Ukrainian counteraction to following measures of Russia and usage of military force, did not give 
the opportunity to implement the «Crimean» script on the east of our country. In fact, «hybrid warfare» against 
Ukraine, Russia has turned into an armed conflict between two countries and their troops on both sides. The fact 
of Russian armed forces presence has been recognized by the majority of the international communities, leading to 
increase US and EU sanctions against Russia.
Now Russia forces us to recognize the separatists’ side of the negotiation process and start negotiations with 
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them on their, in fact Russian conditions. Russia increases the number of troops near the Ukrainian border and on 
the occupied territories. Russia denies its involvement in the conflict and simultaneously conducts a large-scale 
information campaign of anti-Ukrainian orientation.
In hybrid warfare conditions significantly increases the importance of protection Ukrainian forces from negative 
information and psychological impact of the enemy.

The negative consequences of information and psychological influence (IPI) at the armed forces are:
–  decreasing pride about their country, belonging to its armed forces, military subversion conviction of the need 

to fulfill its constitutional duty to protect their country;
–  creating a situation of uncertainty and anxiety of personnel about their own future, the future of the armed 

forces, and weakening the will to fight at time of war for armed resistance;
–  split of military groups about political, religious, ethnic, service and other reasons, the opposition between 

ranks and officers;
–  reduction of combat readiness units due to lower service activity, desertion, sickness simulation, failure to carry 

out the orders, hesitation and doubt in weapons reliability, invincibility, will suppression, creating a distorted 
picture of the fighting and the combat situation;

–  incorrect perception by servicemen national security threats, real plans and intentions of the enemy.

To implement negative information and psychological influence media, printed materials, public voice agitation, 
agents activity, special information technologies are used.

The main methods of the opponent negative IPI are:
–  misinformation, including fraud or delusion of influence object concerning intentions to motivate him for pro-

grammed actions;
–  propaganda is the kind of IPI to the public opinion via communication;
–  diversification of public opinion is attention dispersion on various artificially accented problems and distraction 

from solving urgent problems of socio-political and economic development for the normal functioning of socie-
ty and the state;

–  psychological pressure is the impact on the human mental nature through intimidation, threats, blackmail to 
stimulate to certain planned behavior model;

–  rumors spreading is the expansion activity of various kinds of information among population mainly by infor-
mal channels to disorganize society or agencies or state organizations. 

The main methods to protect troops (forces) from enemy negative IPI are:
a. analysis, forecasting information and psychological impact, providing threat detection and assessment of nega-

tive IPI impact, and focus on the research:
1. special procedures to setting information, moral and psychological situation features in the warfare area;
2. reconnaissance of available forces, methods, ways, possible lines and areas, content features of enemy infor-

mation and psychological operations units;
3. definition of activity and direction of enemy information flows, communications, potential objects and channel 

of potential negative IPI for troops (forces);
4. setting critical levels of potential demoralization and psychogenic casualties of personnel from enemy IPI and 

assessment of the vulnerability;
5. definition of enemy weaknesses in carrying out information and psychological impacts;

b. prevention from enemy information and psychological influence provided by a number of preventive means to 
reduce the susceptibility of personnel and the population to the negative IPI. It includes:

1. timely identification of enemy IPI start;
2. continual and psychologically practical social and political information of personnel, explaining the goals and 

objectives with regard to the enemy actions;
3. blocking or absolute control over channels of enemy IPI;
4. identification of mentally unbalanced servicemen, who were accessible to the enemy influence and coopera-

tion with them;
5. introduction of servicemen with ways and methods, used by the enemy;
6. reconnaissance, suppression, destruction of negative forces and means of enemy IPI;
7. personnel conviction in justified warfare, oath of allegiance, faith in the commanders and chiefs, confidence in 
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the strength and reliability of own weapons, training the resistance to the enemy and faith in victory;
8. increase of material and technical basis of information and psychological impact on the troops and population;

c. frustration of information and psychological enemy influence is achieved by:
1. timely reconnaissance, suppression or destruction of forces and means of negative enemy influence;
2. continuous personnel information about enemy forces, information-psychological warfare, and counteracts;
3. prevention of distribution of negative materials about government and army among soldiers and civilian pop-

ulation. The solving of such problems can be realized in gathering and destruction leaflets, radio receivers with 
fixed frequencies, neutralization of transmitters, control the traffic in electronic networks, implementation of 
additional actions to ensure the information troops (forces) security;

d. mitigation of information and psychological enemy impact provides by:
1. analysis and assessment results of enemy negative IPI, and their consequences;
2. identification and disposal the causes of psychogenic losses;
3. decisive actions to identify and isolate units which are responsible for demoralization;
4. stopping of panic mood, enemy rumors, phobias prevention;
5. analysis and liquidation of weak (susceptible) points in the protection troops (forces) system of enemy IPI;
6. resumption and upgrading forces and means of information and psychological impact, involving in the opera-

tion (warfare).

In conclusion, it should be noted that Ukraine alone resists the Russian aggressor. This aggressor brought chaos 
to the structure of post-war construction of Europe. Aggressor invented a new war format with a hope to avoid 
responsibility for people’s lives, destroyed settlements and country industry, which does not want to submit to 
Russia’s policy, but wants to build a democratic European country. Diplomatic, consulting and financial support 
from our partners and sanctions against Russia has significant influence. But it isn`t a sufficient constraining factor 
for the Kremlin. It is necessary to use more powerful methods and grant Ukraine more abilities to defend its land 
and air space.
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Еkateryna А. KRAVCHENKO

SOCIO-PSYCHOLOGICAL CHARACTERISTICS CONDUCIVE 
TO COMBAT STRESS IN MEMBERS OF THE ARMED FORCES 
PARTICIPATING IN UKRAINE’S ANTI-TERRORIST OPERATION

When military conflict broke out in eastern Ukraine, Ukrainian society realised that members of the Ukrainian 
Armed Forces (UAF) and other security forces were unprepared—psychologically unprepared, in most cases, as 
practice showed—to go into battle against a real enemy. The psychological unpreparedness of the armed forces 
deployed in the anti-terrorist operation zone was the result of great psychogenic casualties, which occurred in 
numbers comparable to the permanent losses suffered by the UAF.

Therefore the psychological support of military personnel engaged in the anti-terrorist operation becomes an im-
portant issue. It should be noted that Ukraine in general and the UAF in particular customarily made no provision 
for psychological training for battlefield conditions, psychological care of soldiers in the anti-terrorist operation 
zone or psychological rehabilitation of soldiers returning to their ordinary lives. Consequently there were many 
cases of adverse psychological consequences of combat operations, such as battle fatigue and post-traumatic stress 
disorder (PTSD). Combat stress therefore becomes a serious issue as a causative and aggravating factor in such 
problems in military personnel involved in the anti-terrorist operation.

In our view, a more detailed study of combat stress, and especially the determinants of combat stress, would make 
it possible to minimise both PTSD and battle fatigue in members of the armed forces. The determinants of com-
bat stress must be considered with both their objective and their subjective aspects. The objective determinants 
include the psychology of the anti-terrorist operation, the legal and military context, the general organisation and 
social support of the public. The subjective determinants include the individual psychologies and the cognitive, 
emotional-volitional and motivational spheres of members of the armed forces. But in addition it is also necessary 
to consider soldiers’ socio-psychological characteristics as these too, in our opinion, have a non-negligible effect on 
the emergence of combat stress. This article aims to establish what socio-psychological characteristics are condu-
cive to combat stress in the military personnel participating in the anti-terrorist operation.

The article represents some results of research carried out at the Ivan Kozhedub National Air Force University in 
Kharkiv, the Military Institute of the T.G. Shevchenko National University in Kyiv, the Petr Sagaidachny Ground 
Forces Academy in Lviv and a number of military units in the Kharkiv, Dnipropetrovsk and Mykolaiv oblasts of 
Ukraine. The research subjects were officers and students at the universities, and officers and other ranks of the 
military units which had participated in the anti-terrorist operation.

The test subjects were divided into groups by means of the ‘Trauma stress questionnaire for diagnosis of psycho-
logical consequences’ (I. Kotenev). Combat stress currently cannot be diagnosed by psychological methods, so we 
proceeded from the converse: any soldier showing signs of acute stress disorder (ASD) was automatically assumed 
to have combat stress, the latter being a determinant of the former. Group 1 comprises subjects diagnosed with 
ASD (29 subjects), Group 2 those exhibiting only certain signs of ASD (83 subjects) and Group 3 those without 
ASD (73 subjects). A fourth group (27 individuals) contains soldiers who had completed only the first part of the 
questionnaire, allowing us to establish that they showed no signs of ASD. In addition, a large number of individu-
als deliberately spoiled the question forms, objected to the research process or otherwise refused to complete the 
process. In our view these are exactly the people who display deviant behaviour and insubordination in the field 
during combat operations.
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Figure 1 shows the relative sizes of the groups.

Key: Members of the armed forces: 1—with ASD; 2—exhibit some signs of ASD; 3—with no ASD; 4—spoiled the 
questionnaire

Figure 1. Relative sizes of groups of test subjects
The groups can be further described by the following table of data collected from the soldiers’ survey returns.

Table 1 - General information on soldiers involved in the anti-terrorist operation (quantitative 
characteristics)

Characteristic Group 1 (%) Group 2 (%) Group 3 (%)

Mean age 26 26 26

Place of residence:

- urban

- rural

65.52

34.48

67.45

32.55

71.23

28.77

Service:

- Ground Forces

- Air Force

- Airmobile Forces

- Other

53.62

13.79

27.47

5.12

54.21

24.09

10.84

10.86

46.58

26.03

2.74

24.65

Tertiary education 27.59 35.53 43.84

Marital status:

- married

- unmarried

- divorced

- cohabiting

20.69

62.07

13.79

3.45

32.53

59.04

5.41

6.02

35.62

56.16

2.74

5.48

Children:

- none

- one

- two or more

79.31

13.79

6.9

67.47

21.69

10.84

67.12

17.81

15.07

The mean age of the soldiers, as Table 1 shows, is the same in each group, so our research per-
mits no inferences on a correlation between combat stress and age.
It has been observed by foreign specialists [1] that city dwellers are more subject to the effects of stress than rural 
residents. Our calculations do not allow us to say as much with certainty, because, as Table 1 shows, there are many 
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more urban residents than rural residents in our sample. To determine the effect of place of residence requires rath-
er different calculations. We made two groups (urban residents, rural residents) and obtained the following results. 
Among soldiers who were urban residents, 16.39% had ASD, 42.63% some signs of ASD and 40.98% no signs of 
ASD. Among soldiers who were rural residents, 13.04% had ASD; 47.82% some signs of ASD, and 39.14% no signs 
of ASD. As there is no great difference in the figures, we can conclude that place residence is not a major determi-
nant of combat stress.
The row ‘Service’ in Table 1 shows the percentage of the group from each of the armed forces. But the data do not 
enable us to determine dependency of combat stress on membership of a particular service. Further calculations 
lead us to the results shown in Figure 2.

Key: 1—Ground Forces; 2—Air Force; 3—Airmobile Forces; 4—Others.

Figure 2. Acute stress disorder by service of the armed forces

Figure 2 shows that ASD is commonest in Airmobile Forces subjects (44.44%); it occurs in 14.63% of the Ground 
Forces, 9.54% Others and 8.3% Air Force. That will be mainly because, since the beginning of the anti-terrorist 
operation, the Airmobile Forces have repeatedly experienced very heavy instant casualties (the loss of an IL-76 air-
craft, for example, in which 40 paratroops and nine crew were killed). That the Air Force should have the smallest 
incidence of ASD is, in our opinion, due to the fact that the air force has least face-to-face contact with the enemy 
and does not spend long periods of time in the combat zone (mainly carrying out casualty evacuation and person-
nel and materiel transport tasks). It can therefore be concluded that the greatest effects of combat stress are felt by 
soldiers in direct proximity with the enemy, which in our case means the Airmobile and Ground Forces.

Regarding marital status and children, we observe the following correlations: the proportions of married soldiers 
and soldiers with children (the number of children, our calculations show, makes no difference) are largest in Group 
3. As the difference between the figures is small, we cannot say with confidence that the absence of wife and 
children is a determinant of combat stress. Yet it should be noted that in psychological work very many soldiers 
said that memories of family (parents, wife, children) kept them going in terrible combat conditions and gave them 
strength, the desire to see their nearest and dearest again being crucial to their will to survive.

The next set of questions on our form was headed ‘Family relationships’—meaning the family in which the soldier 
grew up. In ‘The psychology of stress and methods of correction’ Shcherbatykh [2] identifies the following influ-
ences on the development of stress disorders: genetic predisposition (30ń60% of the reaction to stress factors is 
driven by genes inherited from parents, which is why some people are so much more prone to stress than others), 
progress of the mother’s pregnancy, type of higher nervous activity (melancholics are more prone to stress than 
phlegmatics; cholerics are prone to great emotional outbursts and aggression but these reactions are short-lived 
and so do not lead to stress), early childhood experiences (psychotraumatic experiences in the early years com-
plicate the evolution of stress reactions throughout life), and parental scenarios (each person has his or her own 
individual stress behaviour scenario which is received from the parents and relied on throughout life). Overall, 
prior traumatic experience, including childhood traumas, renders the individual less resilient to stress factors under 
extreme conditions.

ASD

Some signs of ASD

No ASD



184

Table 2 - Family relationships of soldiers involved in the anti-terrorist operation

Characteristic Group 1 (%) Group 2 (%) Group 3 (%)

Grew up in a two-parent family 75.86 73.49 84.93

Siblings:

- none

- one

- many

31.04

37.93

31.03

21.46

41.19

37.35

17.81

58.9

23.29

Material wellbeing of family:

- well off

- average

- poor

23.08

53.84

23.08

24.09

41.19

34.72

35.62

38.36

26.02

Childhood memories:

- positive

- negative

- absent

86.21

13.79

0

95.18

2.41

2.41

94.52

5.48

0

Grievances against parents or relations 31.03 30.12 43.84

Corporal punishment:

- deserved

- undeserved

- none

75.86

17.24

6.9

51.81

4.82

43.37

46.58

2.74

50.68

Humiliation by parents or relations:

- only made child stronger

- left child disillusioned with self

- none

41.38

0

58.62

13.25

4.82

81.93

20.55

2.74

76.71

Analysis of the data in Table 2 leads to the following surmise. The majority of all three groups grew up in two-par-
ent families, so our research provides no specific support to the assertion that this factor is a cause of combat 
stress. Even so, Shcherbatykh observes that, the more relations and acquaintances people have, the more resilient 
they are to stress [2]. In our view, growing up in a one-parent family deprives boys of effective male role models 
and leads to inadequate defence mechanisms and neurotic reactions. The same can also be said of material wellbe-
ing and childhood memories (the majority of which are positive).
A somewhat contradictory picture emerges. The proportion of subjects who remembered grievances against par-
ents or relations is more or less identical in Groups 1 (31.03%) and 2 (30.12%), but larger (46.58%) in Group 3. But 
as for corporal punishment and humiliation, we find that corporal punishment was absent in only 6.9% of Group 1, 
far less than in Group 2 (43.37%) or 3 (50.68%). Humiliation by parents was absent in 58.62% of Group 1. In our 
view it is of no relevance whether punishment was deserved or not, or made the child stronger or led to disillu-
sionment: all those are constructions placed by the adult. For the child, any corporal punishment or humiliation by 
relations, particularly parents, is a traumatic event. But the fairly large proportion (31.03%) of Group 1 subjects 
recalling grievances against their parents is evidence of the existence of protective mechanisms which again point 
to early traumatic experience. Thus we may surmise that childhood trauma is a cause of combat stress.
The following set of questions was headed ‘Soldiers’ needs’. From Maslow’s theory of needs we know that unless 
people’s basic needs are met they cannot be expected to perform conscientiously at work.
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Table 3
Needs of soldiers involved in the anti-terrorist operation

Characteristic Group 1 (%) Group 2 (%) Group 3 (%)

Improve material position by joining up 55.17 67.47 84.93

Housing:

- own home

- renting

- living with parents

- hostel

13.79

48.26

34.48

3.47

24.09

63.27

7.23

5.41

17.81

56.16

17.81

8.22

Confident of own safety 68.97 62.65 82.19

Able to afford the necessities of ‘normal’ existence 69.23 73.49 89.04

Able to socialise with relations and friends 51.72 65.06 86.37

How satisfied with socialisation with relations and friends:

- satisfied

- would like more

- unsatisfied

44.83

44.83

10.34

35.53

58.45

6.02

38.36

58.9

2.74

Respect of others 72.41 73.49 97.26

Want career progression 100 80.72 94.59

Opportunities for career progression 82.76 62.23 94.59

I am highly intellectual 62.07 40.96 50.69

I am a rounded personality 79.31 75.91 87.67

Serving in the Ukrainian Armed Forces is a voluntary choice 93.11 92.77 100

Table 3 shows that the proportion of subjects who thought that joining up had improved their material position 
was highest in Group 3 (84.93%) and lowest in Group 1 (55.17%). In our view this is very important: work must 
provide material wellbeing and not only moral satisfaction—that is, work must benefit not society only but also 
the individual serviceman by meeting at least his basic needs, which clearly include available and affordable 
housing. We see from Table 3 that only a small number of soldiers own their homes and in all three groups the 
largest proportion are in the ‘renting’ category. Currently almost half the members of the armed forces have that 
possibility. That is, of course, some way short of being able to say that service personnel are adequately provided 
for. The problem is now acute. We also see that the least able to afford the necessities of a normal life are in Group 
1. Thus it can be assumed that the better a serviceman is able to provide for himself and his family, the less ASD he 
is likely to have. Confirmation of that fact is that in psychological work almost all service personnel involved in the 
anti-terrorist operation (particularly those called up from civilian life) expressed concern about providing for their 
family in future or their family being provided for in the event they were wounded or killed. It seems to us there-
fore that material insufficiency affecting service personnel and their families may be a cause of combat stress. The 
same factor affects soldiers’ motivation. That is, returning home and receiving additional benefits in the form of the 
privileges or pensions due for combat experience and being able to support the family better are motives allowing 
soldiers to cope better with stressful situations [2].

A second element of basic needs is the subject’s own safety. Table 3 shows that Group 3 were most (82.19%) con-
fident of being safe. The proportion of servicemen who were confident of being safe was lower in the groups with 
ASD (68.97%) and some signs of ASD (62.65%).

Next we considered the need to socialise with friends and relations. Table 3 shows that the opportunities to do 
so were least in Group 1 (51.72%) and most in Group 3 (86.37%). Despite these findings it is possible to suppose 
that, the more soldiers are able to socialise with family and friends, the less they suffer ASD. But it seems to us 
that insufficient socialising with family and friends is not determinant of the emergence of combat stress: rather it 
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has therapeutic character. Group 1 subjects, even though they have the smallest percentage able to socialise with 
friends, are the ones who are most satisfied (44.83%) with what socialising they do have. In our view it is neces-
sary to make a distinction here between friends or relations and comrades at arms. That is because soldiers taking 
part in combat become unable to share their experiences with relations. Most become afraid of being thought 
mentally ill. The result is an acute concern for identity and a sense of ‘us and them’—‘us’ meaning not friends and 
relations, but war comrades, for only they can empathise over shared experiences. Insufficient socialising with 
friends and family is not determinant of combat stress: rather, the consequences of combat stress unfortunately 
lead to the breakdown of families and friendships. This is a particularly acute problem which demands detailed 
consideration and particular attention.

The next indicator is the respect of others. Clearly, whether a soldier enjoys the respect of others is a subjective 
assessment. But it is based on the subject’s self-assessment: ‘I am respected, so there must be something about 
me to respect.’ In Table 3 we see fairly high figures for all three groups (Group 1 72.41%, Group 2 73.49%, Group 
3 97.26%). Respect, we know, is earned by the quality of a person’s actions. This link is apparent: the higher the 
level of ASD, the more soldiers believe they are not respected by others. This, as said above, is primarily a self-as-
sessment of the subject’s qualities and acts. As we cannot know whether this indicator would have been the same 
before the soldiers’ involvement in the anti-terrorist operation, we cannot say that this factor is a determinant of 
combat stress. It is more likely, in our view, to be a manifestation of guilt over particular actions during combat 
action.

Table 3 also contains the indicators ‘Want career progression’ and ‘Opportunities for career progression’. All three 
groups had very high results for these indicators. The proportion of Group 1 soldiers expressing a desire for career 
progression (continued service in the Ukrainian Armed Forces) was 100%, whereas the proportion that had joined 
up voluntarily was 93.11%. The difference is small, but positive. That is evidence that terrible experiences had 
not made soldiers decide to leave the army. In that, we see a true patriotism that is not innate but is acquired only 
on the battlefield (the picture in Groups 2 and 3 is rather different, as Table 3 shows). In Group 3 the proportion 
seeing opportunities for career progression is exactly the same (94.59%) as that wanting career progression. Thus 
it seems to us that the soldiers in Group 3 have no doubts that things will go well for them. But Groups 1 and 2 do 
have such doubts. Many servicemen stated that their opportunities for career progression depended on themselves 
alone. We can therefore assume that their doubts are associated with individual characteristics. Even so, doubts 
were expressed about whether the soldier’s services would still be required once the anti-terrorist operation was 
over. The question therefore remains open.
The questions about being highly intellectual or a rounded personality yielded ambiguous results. They may be 
viewed in conjunction with the question about higher education reported in Table 1. It is apparent that the largest 
proportion of servicemen with higher education is in Group 3 (43.84%) and there seems to be an effect that a low-
er level of education corresponds to a higher incidence of ASD. Given that our definition of combat stress includes 
an intellectual component, we can assume that a low level of education (intellectual abilities) is a determinant of 
combat stress.
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Table 4 represents the set of questions relating to ‘Service-related information’.
Table 4
Service-related information on soldiers involved in anti-terrorist operations

Characteristic Group 1 (%) Group 2 (%) Group 3 (%)

Years service in UAF:

- less than 2;

- 2 to 10;

- more than 10.

30.69

64.42

4.89

10.23

76.52

13.25

5.41

71.23

23.36

Involved in other armed conflicts 0 2.41 5.41

Command responsibilities in combat zone 31.05 15.66 20.55

Time spent in combat zone:

- less than a month

- 1 to 6 months

- under a year

- more than a year

0

48.28

31.05

20.67

13.25

60.25

13.25

13.25

12.33

56.16

28.77

2.74

Been under fire 100 65.06 76.71

Threat to life 93.11 83.13 87.66

Returned fire 86.21 66.27 58.9

Killed enemy 62.07 46.99 28.77

Seen death 86.21 57.83 73.97

Worst experiences are associated with war 93.11 64.86 64.38

Satisfied with commanders’ work 44.83 38.55 58.9

Satisfaction with cooperation with peers:

- content

- 50/50

- not content

86.21

13.79

0

72.29

27.71

0

74.45

25.55

0

As Table 4 shows, the largest proportion of inexperienced soldiers (anyone with around two years’ service must 
have joined up since the beginning of the anti-terrorist operation) is in Group 1 (30.69%). Contrariwise the propor-
tion of solders with over 10 years’ service is smallest in Group 1. It can therefore be assumed that insufficient mil-
itary experience is a determinant of combat stress. Further evidence is what happens to subjects with experience 
of other armed conflicts. Though the proportions are relatively small (depending on group size), there is a distinct 
correlation: the more combat experience soldiers have, the less they exhibit ASD. So insufficient combat experience 
is a determinant of combat stress.

It can be seen from Table 4 that the largest proportion of servicemen with command responsibilities in the anti-ter-
rorist operation zone (31.05%) is in Group 1. From these data we made two groups, ‘commanders’ and ‘subor-
dinates’, and calculated the proportions of each with ASD, some signs of ASD and without ASD. The results are 
shown in Figure 3.
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Key: 1—‘commanders’; 2—‘subordinates’ [Blue=ASD, Red=Some signs, Green=No ASD]

Figure 3. Incidence of acute stress disorder as a function of holding command responsibilities in 
the anti-terrorist operation zone
Figure 3 shows that 25% of servicemen with command responsibilities in the zone of the anti-terrorist operation 
(and 13.04% of ‘subordinates’) had ASD, 56.25% (36.23%) had some signs of ASD, and only 18.75% (50.73%) no 
ASD. We can therefore assume that having command responsibilities in the zone of the anti-terrorist operation is a 
determinant of combat stress. This in our view is primarily because commanders bear responsibility for others’ lives 
as well as their own. Overall, commanders are required to exercise superior mental activities when giving orders 
because their orders can cost the lives of personnel.

Much attention has gone on the question of how long soldiers spend in the theatre of combat operations; the 
question remains open. It can be seen from Table 4 that a large number of those who had been in the combat zone 
for a year or more were in Group 1. But it is hard to discern any correlation in the data. We did some more calcula-
tions and arrived at the following results (Figure 4).

Key: Time in the combat zone: 1—up to a month; 2—one to 6 months; 3—six to 12 months; 4—more than 12 
months
[Blue=ASD, Red=Some signs, Green=No ASD]

Figure 4. Incidence of acute stress disorder as a function of time spent in combat zone

Let us look at Figure 4. A correlation is apparent: the longer soldiers spend in the combat zone, the more they 
suffer ASD. We can therefore assume that time spent in the combat zone is a determinant of high-intensity combat 
stress. Let us consider separate stages. In soldiers who have spent less than a month in the anti-terrorist operation 
zone we see the incidence of ASD is zero; 33.33% have some signs of ASD and 66.67% have no ASD. Soldiers can 
therefore spend up to a month in the combat zone without much damage to their mental health. In the second 
interval (1ń6 months) we observe negative changes: the prevalence of ASD and signs of ASD increases (to 14.64% 
and 43.9%) whereas the proportion without ASD is reduced. In the third interval (6ń12 months) we see ASD 
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Some signs of ASD

No ASD

ASD

Some signs of ASD

No ASD
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continuing to rise (to 21.73%), but both the other plots suddenly change direction. It would be logical if ‘some 
signs of ASD’ continued to rise and ‘no ASD’ continued to fall, but what we see is the opposite. The explanation, in 
our view, is that a considerable number of the subjects who had spent 6ń12 months in the combat zone had done 
so by way of several two or three-month rotations. So it can be surmised that if, after six months’ service, a soldier 
has not got ASD, but at most shows some signs of ASD, he will be able to continue serving for another six months 
more effectively, having acquired military experience as described above. It can therefore be concluded that the 
effective conduct of combat actions requires that soldiers’ time in the anti-terrorist operation zone take the form of 
several short rotations. The question is how long a rotation should be. That can be calculated by altering the first 
interval to, say, two months. The results are shown in Figure 5.

Key: Time in combat zone: 1—less than a month; 2—less than two months;3—less than three months; 4—less than 
four months [Blue=ASD, Red=Some signs, Green=No ASD]

Figure 5. Change in incidence of acute stress disorder over the course of four months
Figure 5 shows that in the first two months the incidence of ASD is zero and the other categories remain almost 
unchanged. So we can conclude that the mental health of service personnel can be preserved if their presence in 
the combat zone is in the form of several rotations not exceeding two months each or a year in aggregate.

Next we consider stress factors directly associated with combat: coming under fire, threats to life, returning fire, 
killing the enemy and seeing death.

Analysis of the data contained in Table 4 leads us to the observation that 
most soldiers exposed to such stress factors have ASD. But the same stress factors also affect a significant number 
of soldiers in Groups 2 and 3. Therefore, it seems to us, they cause an increase in the intensity of combat stress. 
But there are ways, as research shows, of reducing their adverse effects on soldiers’ mental health.

It is worth looking particularly at the categories ‘returned fire’ and ‘killed the enemy’. In both cases we observe a 
direct proportion between the number of soldiers who had returned fire or killed the enemy and the level of ASD 
in the group (see Figure 6).

Let us consider Figure 6. If we compare the two plots we can see that not all soldiers who returned fire thought 
they had killed the enemy. The psychotraumatic impact of this factor, in our view, results from the use of multi-
ple-launch rocket systems: there is no certainty that firing such weapons actually kills the enemy, but it is a fact 
that it is liable to inflict suffering on innocent people, especially when combat actions are taking place close to 
populated areas.

Key: 1—Group 1; 2—Group 2; 3—Group 3
Figure 6. Comparison of categories ‘Returned fire’ [blue] and ‘Killed enemy’ [red] across three 
groups
It is entirely logical that answering yes to the proposition ‘Worst experiences are associated with war’ is directly 
correlated with suffering ASD. We observe that for Groups 2 and 3 the worst experiences in life were associated 
with situations occurring in peacetime.

ASD

Some signs of ASD

No ASD
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The next issue, which came particularly to the fore at the beginning of the anti-terrorist operation, is the com-
petence of commanders. We see that over half of soldiers were discontent with commanders’ work but, research 
shows, that is not an influence on ASD. That is, being discontented with the work of commanders is not a determi-
nant of combat stress.

More deserving of attention is the next factor, ‘Satisfaction with cooperation with peers’. Table 4 shows that the 
proportion of soldiers who are content with their cooperation with peers is greatest in Group 1. No correlation 
between this factor and ASD can be discerned, but there is something we have seen before—a strong identification 
of ‘us and them’. A particular problem present since the beginning of the anti-terrorist operation was the presence 
of avatars in the ranks of the Ukrainian army. Avatars is a term invented by soldiers in the anti-terrorist operation 
to describe those of their number who abuse alcohol, thereby preventing others from performing their duties and 
giving the Ukrainian soldier a bad name. Nonetheless, we see from Table 4 that no-one writes of being discontent 
with the cooperation of peers. That only goes to show that whatever else the avatars were, they were still more ‘us’ 
than anyone who had not been in the war.

The next set of questions was ‘Soldiers’ state of health’.
Table 5 - Health of service personnel involved in the anti-terrorist operation

Characteristic Group 1 (%) Group 2 (%) Group 3 (%)

Physical health 55.17 80.72 97.26

Mental health 75.86 83.13 97.26

Muscular tension 34.48 21.68 0

Injury or trauma 62.07 34.94 17.81

In Table 5 we see the same pattern across all characteristics. Physical and mental health are inversely proportion-
al to the level of ASD: the more ASD, the less soldiers are confident of their physical and mental health. It is also 
remarkable that all three groups overall thought their mental health was better than their physical health.

The characteristics ‘Muscular tension’ and ‘Injury or trauma’ are directly correlated with ASD—that is, the higher 
the figure the more ASD. Note that muscular tension is a reaction to combat stress. In most cases muscular tension 
is observed in the back or legs. The causes can be explained in two ways. First, physically: muscular tension is 
caused by wearing body armour. Second, psychosomatically: tension in the spine is associated with experiencing 
the support of others. The support may be that of parents and relations, particularly if they remain on the enemy 
side, or it may be the support for the Ukrainian army among the general public. Muscular tension in the legs, in 
psychosomatic terms, is a sign of lack of confidence in oneself or one’s actions. There is a place for that too: very 
many soldiers wonder whether they are doing the right thing or whether they should be doing it at all, given that 
in the end the Ukrainians are one people.

Table 5 shows that the largest proportion of soldiers with trauma is seen in Group 1. Overall we can say that trauma 
or injury is a contributory factor in the development of high-intensity combat stress. It must be noted that our test 
subjects include no amputees, meaning that all the injured soldiers were able to return to normal duties; some re-
covered and again took part in combat. In Group 1, 37.5% of injured soldiers had body-changing injuries. The same 
proportion of all injured subjects in Group 1 said their injuries had not changed their attitude to themselves, 25% 
considered themselves disfigured and unwanted and 37.5% had changed their attitude to themselves for the better 
and valued life more. In Group 2, 46.15% of injured soldiers had body-changing injuries; 69.23% had an unchanged 
attitude to themselves; 7.7% felt disfigured and unwanted, and 23.07% had an improved attitude to themselves. In 
Group 3 the figures were: 57.14% body-changing injuries; 79.13% unchanged attitude to self, and 20.87% im-
proved attitude. 
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These results are represented in Figure 7.

Key: 1—trauma or injury; 2—body-changing trauma or injury; 3—changed attitude to self after trauma or injury; 
4—feel disfigured and unwanted; 5—improved attitude to self 
[Blue=Group 1, Red=Group 2, Green=Group 3]

Figure 7. Consequences of trauma or injury in each group
Looking at Figure 7 we observe that combat stress is not affected by the gravity of the trauma suffered, but 
by the number of injured soldiers, because we see that Group 1 has a high level of ASD but a small number of 
body-changing injuries. On the other hand, even though Group 3 has a high level of body-changing injuries, the 
subjects’ attitude to themselves is almost unchanged: they do not see themselves as disfigured, but neither has 
their attitude to themselves improved. In our view, this can only be explained by individual characteristics of the 
soldiers and their attitudes to what has happened to them.

The final set of questions was headed ‘Soldiers’ views on the conduct of the anti-terrorist operation’. The results 
are shown in Table 6.

Table 6 - Soldiers’ views on the conduct of the anti-terrorist operation

Characteristic Group 1 (%) Group 2 (%) Group 3 (%)

Relations support soldier’s views on the conduct of the anti-ter-
rorist operation

65.52 59.04 73.97

Reconciliation of the Ukrainian population is possible 75.86 59.04 73.97

Army is adequately resourced 6.89 12.05 8.22

Plans for the future 96.55 85.54 79.45

The first question concerned the ‘Support of relations for the soldier’s views on the conduct of the anti-terrorist 
operation’. The results obtained show that there is a real problem here which causes distress to many soldiers. No 
correlation with combat stress is observed, however.

Many positive responses, high levels of ASD notwithstanding, were given to the second question concerning the 
‘Possibility of reconciliation of the Ukrainian population’. In our view they offer at least some hope that reconcilia-
tion of the Ukrainian population might yet be possible.

Almost all soldiers agreed that the army was not adequately resourced.

From the final question ‘Plans for the future’ we observe a direct correlation: soldiers with higher levels of ASD 
plan more for their future. That, in our view, may be because people appreciate life more after war than they might 
have before.

Group 1

Group 2

Group 3
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Thus our detailed analysis of the socio-psychological characteristics likely to lead to combat stress in service per-
sonnel involved in the anti-terrorist operation leads us to the following conclusion:

-  soldiers in immediate proximity with the enemy—in our case that means the airmobile and ground forces—are 
very susceptible to combat stress;

-  thoughts of family (parents, wife and children) are the one factor that keeps soldiers going in difficult combat 
conditions and give them strength; the desire to see their nearest and dearest is a crucial incentive to survive;

-  childhood trauma is a determinant of combat stress;
-  soldiers’ place of residence is not a determinant of combat stress;
-  inadequate provision of material resources for soldiers and their families may be a determinant of combat 

stress;
-  insufficient socialising is not a determinant of combat stress;
-  a low level of education (intellectual ability) is a determinant of combat stress;
-  insufficient military experience is a determinant of combat stress;
-  command responsibilities in the anti-terrorist operation zone are a determinant of combat stress;
-  time in the combat zone is a determinant of combat stress, but soldiers may remain in the combat zone for a 

month or two at a time, though for not more than a year, without substantial harm to their mental health;
-  a soldier who in the first six months of service a soldier does not get ASD but shows some signs of ASD may be 

able to serve more effectively in the subsequent six months by relying on the military experience gained;
-  for combat actions to be managed effectively, soldiers’ time in the anti-terrorist operation zone should be bro-

ken down into a number of short rotations;
-  the absence of support for soldiers from relations is not a determinant of combat stress.
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PECULIARITIES OF ARMY SPECIALIST’S TRAINING WITH REGARD 
TO THE COMBAT EXPERIENCE OF ARMED FORCES UNIT 
APPLICATION IN ANTI-TERRORIST OPERATION

The article gives ordered conceptual mechanism concerning basic forms and methods of employment of military units 
of the Ukrainian Armed Forces; examines examples of combat actions of the Army units of the Ukrainian Armed 
Forces in the zone of anti-terrorist operations (ATO) in East Ukraine in 2014-2015; uncovers appropriate changes 
in the organization of educational process in training military specialists in the Hetman Petro Sahaidachny National 
Army Academy (NAA) that were caused by the necessity of taking into consideration the acquired combat experience 
in order to improve quality of training military specialists. 

Key words: Army, military units, forms and methods, employment, combat actions, anti-terrorist operation, hybrid 
warfare

Determination of problem. The current living conditions of the Ukrainian Armed Forces radically differ from 
those that existed in early 2014. Their qualitative and quantitative composition has significantly changed, and 
modern threats and challenges to national security have become more dynamic and unpredictable. This fact re-
vealed discrepancy in training skillful military specialists and secure environment and the needs of troops.

The article is topical because the accumulation of problems in training the Ukrainian Armed Forces, their 
financing by leftover principle for more than 20 years, mistreatment of troops from the part of country’s leader-
ship, underestimation of potential enemy, serious neglects in the course of solving issues of national defense and 
military security resulted in that fact that military formations of the Armed Forces of Ukraine which were involved 
for conducting the active phase of ATO in 2014, were not immediately able to successfully carry out real combat 
missions and effectively fight according to existing regulations on their use.
However, later, at the cost of serious mistakes, by making responsible decisions based on the combat situation, 
available resources, the situation was much improved. It allowed to reverse the course of combat with illegal armed 
formations (IAF), which were openly supported by the Russian Federation (RF) militants, weapons and resources, 
and to gain invaluable combat experience of military units’ employment together with other military formations 
and law enforcement agencies in conducting hybrid war.

Analysis of recent researches and publications. To correct the state of things at the level of state leadership 
there was adopted a new version of the military doctrine of Ukraine [1] and a number of other legislative and de-
partmental documents. Minister of Defense defined the basic ways of improving defense capability of the country 
[2].
Despite the importance and urgency of the problems in the employment of troops in ATO, its scientific coverage 
can be found mostly in closed professional editions, and it is specified by the availability of data containing confi-
dential information. In such a situation Internet resources take on a leading role in filling the information vacuum 
[3, 4, 5]. Although the authenticity and substantiation of the material in them is often disputable, it is the only 
source of truthful information provided by direct participants of those events.

The aim of the article is an analysis of positive examples of combat employment of military units of the 
Ukrainian Armed Forces during the active phase of ATO in East Ukraine in 2014-2015, and, on the basis of gen-
eralized combat experience, the definition of main areas of improvement in the educational process for training 
military specialists in order to improve its quality.

Presentation of main material. Strength and quality of the armed formations taking part in two-sided confron-
tation, use of the latest technologies that increase the efficiency of the use of weapons, conducting powerful in-
formation influence by the country-aggressor (RF), changed the nature of warfare, forming new features of armed 
conflict. 
The basic forms of the Army units’ employment include: strategic operations, operations, combat actions, fighting, 
attacks, specific actions and stabilization actions. Analyzing the situation in East Ukraine in 2014-2015, the role 
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and place of the Army units in it, it could be confirmed that the main forms of their employment is current partic-
ipation of military units in specific actions (the form of employment of forces during participation in anti-terrorist 
operations and liquidation of aftermath of emergency situations of anthropogenic and natural character) and sta-
bilization actions (specific form of employment of forces to stabilize the situation in the crisis region and prevent 
escalation (recovery) of military conflict).
However, the most typical ways of military units’ employment in these forms are conducting different actions, 
namely: defense, isolation, security, search, raid, reconnaissance and search, reconnaissance and attack, search and 
attack, and assault.
Each of these methods has certain characteristics and is carried out by a number of new and improved tactical 
actions and techniques. Let’s briefly discuss the main of them which were used in ATO.
So, the peculiarities of defensive actions (aim – isolation of battlefield for preventing participation of enemy re-
serves in combat, delaying enemy advance within certain areas, lines, positions, objects, causing them to maximum 
losses) were: absence of continuous engagement line and extended defense. This often required from the com-
manders to organize and conduct combat in blockage, and in case of necessity to retreat, and release our surround-
ed units.
To increase the stability and activity of defense such elements of combat formations were used as fire ambush and 
armored groups, artificial obstacles were made, elements of fortification equipment were built up.
A striking example of successful defensive actions is the defense of Donetsk airport which lasted 242 days [6].
New and improved tactical methods were applied while conducting defensive actions such as “V-formation”, 
“eight-technique”, “firing and tank carousel”.
Let’s consider the most popular tactical technique “tank carousel” (Fig.1).

Fig. 1. Combat formation “Boar’s snout”
 
This method of actions for tank units (used to destroy enemy by fire) lies in causing defeat to the enemy by 
successive firing from tank guns. This method is based on continuous firing in a certain period of time or up to 
destruction of targets. This is achieved by successive firing by tank crews. Shooting from tanks is done by direct 
fire on individual targets or certain places of fire concentration. The targets could be individual enemy armored 
vehicles, anti-tank means, fire means, field fortification installations, fortified objects (buildings, structures).

This method of conducting fire can be used by tank units during the conduct of defensive actions as well as during 
offensive ones.

The peculiarities of conducting isolating actions (the goal was limiting the freedom of movement of citizens and ve-
hicles, ensuring their organized entrance (exit), entry (departure) onto the warfare area (out of the warfare area), 
preventing the flow of material and human resources etc.) were the joint use of military units of the Armed forces 
with other military forces and law enforcement authorities and fulfilment of the tasks by the units in considerable 
isolation from the main forces. The effectiveness of their conduct was maintained by such elements of combat 
order as mobile armored units and fire support units.

Peculiarities of conducting raiding actions (the goal was occupation and destruction of the enemy’s important 
facilities, liberation of settlements from the illegal armed formations, relief of surrounded units by,damaging the 
command systems and logistics) were the following: the great width of the sector, its considerable depth and a 
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long time of their performance. During the raids, with the aim of deceiving the enemy, demonstration operations 
were widely used and unconventional tactical tricks were performed, for example – «shuttle movement of armored 
units».

Among numerous examples of raid operations the most impressive is the raid of the 95th separate air-mobile 
brigade and the 30th separate mechanized brigade in the direction of Lysychansk, Savur-Mohyla, Krasnyi Luch, 
which stretched for over 450 km. In the course of this raid the enemy lost up to 70 items of armament and military 
equipment and about 400 fighters [7].

Peculiarities of conducting security actions (the aim was the prevention of the penetration of unauthorized per-
sons to the facility, or the preclusion of a sudden enemy attack on the division in the area of its location) were 
the following: significant spatial scope of the objects being protected; the location near the populated area, among 
the inhabitants of which separatist sentiments dominated; a large distance of the units from the main forces that 
complicated the implementation of their logistics.

A positive example on the organization and conduct of security actions is the protection of Luhansk airport and 
thermoelectric power station near the village Schastia by the units of the 80th separate air-borne brigade [8].
The important method of actions of military units is conducting search operations, recon and search operations, 
recon and attack missions, search and attack missions. Features of their conduct (the aim was the determination of 
the location of the illegal armed formations and terroristic-raiding groups, support points, bases, storage depots, 
command points; destruction (capture) of manpower and enemy’s armament and military equipment) were the 
following: joint task fulfilment by the Army units and the special forces units and other military forces and law 
enforcement authorities; operations on the unfamiliar terrain. Mainly, they were carried out in the populated area 
which required personnel’s specific skills and abilities.

The striking positive example of conducting search and attack operations was the mission of the25th separate 
airborne brigade and the 41st battalion of territorial defense in the area of Debaltsevo– Nyzhnya Krynka, held in 
mid-September, 2014. As a result, the enemy lost up to 40 items of armament and military equipment, and up to 
500 fighters [9].

Assault actions were used to capture objects, buildings, fortified firing points, special features of which (the aim 
was the liberation of the populated area, stepwise capture and destruction (damaging) previously defined, or newly 
discovered enemy objects, establishing friendly base area, roadblocks, separate points, establishing control over the 
certain area) were the following: conducting actions against the enemy, located in the support points and objects 
well prepared for a long and stable defense and which were located in the populated area and industrial districts; 
widespread use of homemade mine explosive devices by the enemy.
In the course of their conduct the above mentioned tactical techniques were applied; there also appeared new 
types of forming-ups for actions in the populated area. For example, the deployment plan “the Pig” (Fig. 2) has 
been successfully applied in conjunction with the tactical technique “Carousel”(rotating change of fighting groups 
in combat formation for replenishment of ammunition and recovery of combat effectiveness).

Fig. 2. Combat formation “Boar’s snout”
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A good example of performing assault missions was the operation of blocking and liberation from the fighters the 
settlement Nikolaevka, which took place in June-July, 2014 [10]. 

The operation involved the assault troops of the mechanized, highly mobile airborne forces and units of the Na-
tional Guard of Ukraine, with the support of artillery and aviation. The results of the participation of those forces 
have created favorable conditions for further actions regarding the blocking of Slavyansk, Kramatorsk, Siversk and 
the progress of our forces into the depth of the crisis area. The losses, which were imposed on the enemy, demoral-
ized them completely, which in turn led to their surrender in these settlements.
Offensive actions were also applied on the certain stages of the armed conflict (the goal was the overthrow (de-
struction) of the enemy and seizure of important areas (borders, objects) of the terrain). They were carried out 
with the broad application of coverage, bypass for conducting attacks into the flank and rear of the enemy, using 
camouflaging and protective features of the terrain.

A striking example of the offensive combat was the attack of strategically important height SAVUR-MOHYLA by 
highly mobile airborne troops. The units of the 95th separate air mobile brigade aggressively attacked and seized 
the height with minimum losses by applying the classical combat formation and using suddenness of actions, artil-
lery and small arms fire [11].

The role of artillery units in this armed conflict is especially recognized. The analysis of combat actions shows that 
rocket troops and artillery still remain the main means of fire destruction of adversary. Their part in total fire de-
struction in the conflict has significantly increased (during the period of non-active actions). and is currently more 
than 90 percent 

The specific character of combat actions during ATO demands the necessity of using nonstandard techniques and 
methods of fire missions’ fulfilment. Thus, the use of fire corridor, fire pockets, sweeping with fire, etc. was the 
peculiarities of their fulfilment.

Among the new methods of artillery units’ actions while performing fire missions it should be noted intra-posi-
tional maneuver, fire carousel, roving gun. Fire corridor, fire pocket, fire squeeze, fire sweeping, fire blocking, fire 
ambush, gun box were actively used as tactical techniques. For example, fire corridor was created for providing the 
route AMROSIIVKA-ZELENOPILLIA for the 72nd separate mechanized brigade through the territory controlled by 
the enemy [12].

Summing up the analysis of the Army units’ employment in ATO, it is worth mentioning the essential shift of 
emphasis from conducting classic warfare to using specific and stabilization actions, constant improvement of the 
existing methods and appearing of new tactical techniques and methods of combat missions’ accomplishment, new 
models of armament and military equipment. 

Taking into account the acquired experience and peculiarities of the Army units’ employment in ATO, and in order 
to train future offices better, there were determined and implemented the principal directions of improvement of 
the educational process in the National Army Academy, namely: 
• to continue the improvement of syllabus for cadets, make appropriate changes in plans and disciplines with 

emphasis on studying the considered methods of actions and tactical techniques;
• to apply new active forms and methods of education with working out the situations occurred in ATO, namely:
• to perform situational gaming of possible actions or those ones that occurred in ATO;
• to conduct collective team work exercises on the terrain (terrain models, maps) with united members from 

different educational groups of military branches and special troops on the base of the elaborated complex 
tactical exercises;

• to give classes on tactical educational disciplines under the conditions of psychological stress by modeling 
negative factors in combat;

• to increase practical exercises with the specialists of mechanized and tank units concerning fundamentals of 
gun control (adjustment of fire) and indirect fire delivering;

• there have been implemented tactical-firing and special shooting exercises, personnel’s training in delivering 
high-rate fire, long-range fire, above (into gaps) their units, night firing «for alarm», sound and against targets 
pre-sighted in the daytime;
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• taking into consideration the enemy’s «mine war», there has been implemented «The course of mine safety and 
counteractions to improvised explosive devices» into the educational process;

• the medical training issues, based on «Combat system of warrior survival» and «Tactical medicine» courses, 
are constantly being worked out during the lessons;

• scientific and pedagogical workers constantly take part in operational and combat training of troops and 
combat missions’ fulfilment in ATO zone. They are given demonstration lessons and instructor and methodical 
lessons on the most difficult educational topics and subjects;

• cadets of 3-5-course years are involved in conducting operational coordination of military units, as squad and 
platoon commanders, command and control authorities officers.

Use of experience of combat employment of the Ukrainian Armed Forces Army units in ATO in the educational 
process in the National Army Academy, allows training specialists capable of conducting combat missions under 
conditions of enemy hybrid war.

Conclusion. So, the aim of the article which lies in the analysis of positive examples of combat employment of 
military units of the Army of the Ukrainian Armed Forces during ATO active phase in East Ukraine in 2014-2015, 
and determination of principal directions of improvement in educational process concerning training of military 
specialists on the base of generalized combat experience, has been achieved. 
The perspectives of the further scientific researches will be monitoring of effectiveness of implementing scientific 
outcomes of the article into educational process for training the Army military specialists of the Ukrainian Armed 
Forces and its correction.
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Vasyl GULAY

RESPONDING TO THREATS TO INFORMATION SECURITY OF 
UKRAINE UNDER THE HYBRID WAR STARTED BY THE RUSSIAN 
FEDERATION: RISKS FOR STATE, SOCIETY AND MAN

Introduction
The modern doctrine of information security is viewed as the global problem of information protection, 
information space and information independence. It is also viewed as the problem of information supply while 
administrative decisions making on the national and international levels.
Information protection is a complex social and legal configuration representing certain political, ideological, 
economical, administrative, legislative, information, moral and other relations within society which make up the 
system of views, goals, instructions, major principles and directions of activity for all the state’s agents in respect 
of state’s national security policies formation and realization.
The risk as a category of national security supply can be viewed through the correlation between the probability of 
unfavorable situation (unfavorable situation break out) and maximum size of damage (loses) that can be caused to 
national interests, in terms of information security in particular, in the result of the above deeds.
The herein goal implementation and task completion predetermine necessity in application complex philosophi-
cal, politological and general scientific methods such historical and comparative document study and statistic data 
analysis, structural-and-functional method, method of modeling and prediction on the basis of interdisciplinary 
approach.

Main Part
The main types of information security are information security of a man, information security of the society and 
information security of the state.
Consciousness, psychics, information systems and networks of various scope and purpose are the objects of infor-
mation security. Personality, community, society, state, world community are usually referred to as the objects of 
social information security. The subjects of information security are the state performing its functions via corre-
sponding state bodies; its citizens; public and other organizations and groups that are in charge of information 
security realization under current law30.

Information security of man is the state of individual’s psychics and health security and protection against destruc-
tive information influence, which may result in inadequate acceptance of reality and/or worsening of individual’s 
physical health.

Information security of a society is availability of the society or its individual members to freely realize their con-
stitutional rights connected with free access to information, its creation and spread, as well as the degree of their 
protection against destructive information influence.

Information security of a state it’s the degree of its protection at which special information operations, external 
information attacks, information terrorism, illegal ways of taking the information by means of electronic devices, 
cybercrimes and other destructive information influences do not cause serious damage to national interests.
Under information threats to a man, the totality of conditions and factors are meant affecting the information 
sphere, having negative (destructive) information-psychological influence and/or preventing an individual from 
his legal laws and freedoms. The totality of conditions and factors affecting the information sphere and leading 
to disfunction of public entities, destabilization and disorganization of public life are believed to be referred to as 
information threats to a society. Information threats to a state are the totality of conditions and factors affecting 
the information sphere and preventing the state from performing its primary functions.
O. Dzioban, a Ukrainian information security highly professional specialist, quite reasonably mentions that influ-
enced on a man, society, and state is caused in three determining forms. Firstly, by means of creation the common 
public icon, national ideology, abstract awareness of the attributes of appropriate social life. Secondly, via forma-
tion the viewpoints concerning different objects and relationships that can be assessed through the prism of the 

30	 	С.	Гнатюк,	М.	Рябий,	Безпека	інформації	в	інформаційно-комунікаційних	системах,	Київ	2013,	с.	11.
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good and evil, truth and errancy, beauty and ugliness, something admissible and non-admissible, fair and unfair 
etc. Thirdly, social values comprise the ingredient part of psychological structure of personality and are treated as 
personal values, thus being one of the sources of motivation and behavior. External and internal information influ-
ences cause threats of different levels to secure existence of an individual, society and state. Information security 
affects directly the level of protection of national interests in information sphere, which depend on the ability of a 
man, society or state avoid risks of vital information interests, to actively resist real information threats, to actively 
conduct the policy of their own interests protection 31.

It should be taken into account that information attacks are aimed at different sectors of our psychics via relative 
points responsible for influence: a) blocking information while information flow (information jam); b) stimulation 
of negative dominant, i.e. creation of false reality; c) interference deeply with human identification; d) intensifica-
tion of negative conditions manifestation: behavior affection with blocks, fears, complexes, defects etc.: e) blocking 
individual’s capability to analyze and process the information, come to individual critical conclusions and admit 
different opinions; f) willpower paralysis: blocking individual’s strive for action by means of fear, inability to take 
his own decisions, and complete some action on his own32.

Revealing the essence of information-and-psychological war as an integral element of the hybrid war, we have to 
stress upon its elements of information war, such as information battles between the subjects of the war (states, 
non-governmental, economic or other structures), implying a complex of actions aimed at causing damage to the 
opponent’s information sphere and own information security, and psychological war containing a set of forms, 
methods and means of influence on a man to be able to coordinate the directions of his psychological character-
istics (viewpoints, thoughts, values, feelings, instructions, motives, behavior stereotypes), as well as group stan-
dards, mass moods and social consciousness on the whole, and in particular when this psychological influence is 
manifested through such its major variations as information-and-psychological, psychogenic, psycho-analytical, 
neuro-linguistic, psychotronic or psychotropic influence33.

In the arsenal of methods of information-and-psychological influence, different techniques and approaches to-
wards the individual and mass consciousness may be found. Persuasion, enforcement, sanctions, following, instill-
ing, conversion etc. are considered the most effective of the manipulative techniques.

V. Horbulin was one of the first national researches who indicated the strategy of the “hybrid war” applied by 
Russia against Ukraine. The strategy itself is unique from the structural and functional point of view. It is “hybrid” 
by form and “asymmetric” by content. The most evident feature of this new type of war is the annex of the Auton-
omous Republic of Crimea as performed by the Russian Federation in spring 2014, and later on – Russia’s support 
by local radical elements and full-scale invasion of Russian army on the territory of the eastern regions of Ukraine. 
Although each element of this “hybrid war” separately is not newly invented, and was used in almost all the wars 
of the past, the sequence and perfect correlation between these elements, their flexibility and dynamics, and the 
increasing role of information factor is a unique approach. It should be mentioned that in some cases, the informa-
tion factor becomes an individual element and appears to be of the same importance as the military one 34.

M. Trebin is sure that important features of the “hybrid war” are: firstly, its ability to combine both conventional 
and non-conventional fighting actions with particular participants of this war (terrorists, mercenaries, partisans, 
criminal and specially trained military groups, special military units of other states become the same participants 
of the confrontation as the State Armed Forces). Secondly, the beginning of the “hybrid war” is interrelated with 
application of non-conventional methods of fighting on the part of illegal armed groups. Thirdly, throughout all the 
time of the “hybrid war”, great attention is paid to the struggle for people’s brains and souls, which otherwise can 
be called the information war, the major agents of which are non-military people: mass media, TV, the Internet, 
other communication means35.
We would like to draw attention to the statements concerning the hybrid war expressed by prominent scientists of 
the state which at the beginning of the 21-st century became an icon of this kind of war, i.e. the Russian Federa-
tion. So, leading Russian military theorists consider the hybrid operations as the operations of invasion based on a 

31	 	О.	Дзьобань,	Інформаційна	безпека	як	пріоритетна	проблема	сучасного	суспільства,	Київ	2015,	с.	32.
32	 	Н.	Колотій,	Ляльководи	свідомості,	“Дзеркало	тижня-Україна”	2016,	№	28,	с.	5.	
33	 	В.	Гулай,	Маніпулятивно-пропагандистські	складові	загроз	інформаційній	безпеці	в	реаліях	гібридної	війни	Російської	Федерації	проти	

України,	“Studia	Politologica	Ucraino-Polona”,	2016,	випуск	6,	с.	40-41.
34	 	В.	Горбулін,	“Гібридна	війна”	як	ключовий	інструмент	російської	геостратегії	реваншу,	“Дзеркало	тижня-Україна”	2015,	№	2,	с.	5.
35	 	М.	Требін,	“Гібридна”	війна	як	нова	українська	реальність,	“Український	соціум”	2014,	№	3,	с.	115.
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complex of political, diplomatic, information-brainwashing, financial and economic as well as military preliminary 
measures36.

In general, the concept of the “hybrid war” could be found in a number of wars of the modern times. It is char-
acterized as following: the “hybrid war” is a kind of asymmetric actions integrating military and, non-military 
confrontation elements and embraces the theatre of direct conflict, rear zone, the space for interrelation between 
the states; it employs innovation technologies and the means of mobilization (cyberwar, information and commu-
nication technologies), although the elaboration of new types of lethal weapon is not necessary. Networks and po-
ly-central forms (structures) are the essential agents of the fighting. This kind of war includes a complex of actions 
of diplomatic, military, information, economic, ecological etc. character. The complex of the “hybrid threats” is very 
wide and includes as traditional military, so and partisan, terroristic, information and psychological and other high-
ly technological (for instance, certain actions in the power sphere, in the sphere of cyber attack, “climate weapon” 
etc.) threats. The role of forces performing special operations, as well as partisan, terroristic and other non-state 
groups, including transnational criminal groups increases in the conditions of the “cyber wars”37.

The level of national security supply is represented in the system of it criteria, indices and indicators. The highest 
level of national security can be achieved on condition that the whole system of the indicators is within the frames 
of admissible limits and has its own limit values38.

Having analyzed all the available definitions of the term “risk”, some scientists come to the conclusion that there 
is no unified approach to its understanding. In majority of legal and regulatory documents of Ukraine this terms 
denotes the probability (possibility) of certain event (circumstance). Some sources even explain “risk” as a realized 
probability of danger, damage, and bad luck in some business, or unexpected circumstances, which may cause 
force-majeure situations39.

Both threat as something connected with risk, probability of the threat, are predetermined by probability of dan-
ger; danger causes threat. There are quite a lot of determinations of the concept of “risk”, applicable to different 
spheres of life. The following definition of this tern seems the most universal:
Risk = (probability of event) x (damages in the course of this event)40.

When carrying out the analysis and evaluation of threats that may be caused to national security, and taking 
decision of state and administrative value concerning national interest, one should provide a thorough analysis 
of the threat elements, in particular, probability of the expected result; probability of deviation from the set aim; 
uncertainty in achieving the aim; probability of unfavorable sequences while performing, or non-performing, cer-
tain actions under the conditions of uncertainty; material, moral and other benefits received due to the alternative 
chosen under the conditions of uncertainty 41.

As some Ukrainian scientists claim, threat is the indicator of insufficient level (size) of security in percentage, in 
the course of which the damage may be caused due to various destructive factors (challenge, danger, threat), to 
certain interests:
level of security + level of risk = 100%42.

Thus, the concept of “risk” is connected with the probability of a negative event and the size of damage that may 
be caused to an object (subject). That is why quantitatively defined threat may serve as a measure to estimate the 
level of the danger, and hence the threat and challenge to national security interest43.

36	 	В.	Киселев	В.,	И.	Воробьев,	Гибридные	операции	как	новый	видвоенного	противоборства,	“Военная	мысль”	2015,	№	5,	http://vm.milpor-
tal.ru/category/nomera_journala/page/5/,	26	ХІ	2016.

37	 	А.	Слюсаренко,	Новітні	форми	міждержавного	протистояння	як	предмет	сучасної	воєнно-політичної	науки,	“Військово-науковий	вісник”	
2015,	випуск	24,	с.	182.	
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The total amount of factors affecting the state’s security and causing the probability of challenge, danger or threat, 
are referred to as the factors of threat. By the level of the damage risk, challenges are considered to be the least of 
the threats; danger is a kind of “medium” threat, and national security threat is viewed as the highest threat44.
Among the newest information threats to a man, society and state, is the destructive misuse of the cyberspace 
as an interrelating entity of gadgets, software and users. Approval of the Strategy of Cyber-security of Ukraine 
is viewed as a right and positive deed. The above Strategy claims that “cyberspace is becoming an individual war 
site, alongside with traditional ones such as “Earth”, “Air”, “Sea” and “Space”, and corresponding subdivisions of 
the Armed forces of the leading states are performing on it more and more actively”; it also highlights that cyber-
threats become efficient due to the following factors: irrelevance of state’s electronic communication infrastruc-
ture, level of its development and protection to modern requirements; unsatisfactory level of protection of critical 
information infrastructure, state electronic information resources and information itself, against cyberthreats, 
although the law guarantees such protection; non-systemic cyber protection of critical information infrastructure; 
unsatisfactory development of organization-and-technical infrastructure aimed at cybersecurity and cyberprotec-
tion of critical information infrastructure and state electronic information resources; ineffectiveness of Ukrainian 
Arm and Security sector agent in his resistance to cyberthreats of military, criminal, terroristic and other character; 
inefficient level of coordination, interaction and information exchange between the agents of cyber-protection45 
(the Strategy of Cyber-security of Ukraine). 

The Russian Federation, directly or indirectly, via the terrorist organization “Donetsk People’s Republic” and 
“Luhansk People’s Republic” it holds control over, in the course of information war, has been using and is going to 
continue using the means of radio-electronic war; computer technologies; other means that can suppress, destroy, 
disorganize, disorient, misinform, misadapt as far as resistance to aggression is concerned. 
At the same time, positive movements towards information threats counteraction concerning the security of and 
individual person, society and state should be pointed out. For instance, Ukrainian secret services and police 
responded adequately, to our mind, to the subsequent threats, which had appeared before celebration May Day on 
May 9, 2016. Nevertheless, it is far from the end of Russian information and psychological war against Ukraine. 
Moreover, we should understand that effective information policy cannot be achieved until essential external and 
internal problems have been solved46.

Judging from the events of the last two years, we understand that in the situations when state institutions are either 
disorganized or unprepared for certain kind of work, civil society institutions in cooperation with active Ukrainian 
citizens (social networking is meant here) have become an important means of state information protection.

Ukrainian society, citizens and state institutions resist altogether, although sometimes subconsciously and strangely 
coordinated, but rather effectively, information-and-psychological war as an integral part of the hybrid geopolitical 
revenge strategy of Putin’s Russia, i.e. totality of various forms, methods and tools of influence on homo sapience 
to be able to coordinate the directions of their psychological characteristics (viewpoints, thoughts, values, feelings, 
instructions, motives, behavior stereotypes), group standards, social moods and social consciousness on the whole.
Establishment of the Ministry of Information Policy in the conditions of war is surely justified. But due to the ap-
pointment of Mr. Stets, President Poroshenko’s close friend and long-term director of one of the major media-as-
sets of the former, “5 Channel”, to the position of the the head Minister, the Ministry immediately received the 
nickname “MinStets” and this did not benefit to its positive evaluation among Ukrainian active media community, 
which surprisingly has managed to resist Russian information and psychological aggression on its own.
At the same time, we realize that under conditions of the war conducted by means of modern information and 
communication tools, it is very difficult not to get affected by the enemy brainwashing policy, and not to become 
the victims of its evident manipulations. In this respect, we can speak about diminishing the negative influence. Of 
course, the level of this unfavorable influence depends on individual character features of an individual, his/her 
viewpoints, life experience, social environment, etc.
Summing up the results of Russia information-and-psychological hybrid war against Ukraine, Ye. Mahda justifies 
his opinion that this element of confrontation between the two countries turns out to be better elaborated by the 
conquering state in terms of methodological preparation; the condition of Ukrainian information space are very 
favorable for Russian mass media. Ukraine keeps on reacting to the artificially instilled agenda in the information 

44	 	Теоретико-методологічні	основи	забезпечення	національної	безпеки	України,	т.	1.	Теоретичні	основи,	методи	й	технології	
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area, having little information potential to resist symmetrically to aggressive actions on the part of Russia; on the 
international arena, Russian positions are more readily admitted and approved because of consequent state inter-
national policies, and powerful pro-Russian lobby, on contrary to Ukraine’s “multi-vector” activity. Russia employs 
various recipes of information-and-psychological influence, not restricting itself to one and the same tools. In this 
respect, it will be a hard task for Ukraine to fight, and the sanctions of some western countries have rather the 
“anaconda effect” on the Kremlin than really harmful effect. But in the Kremlin, they are aware of the threats from 
“undefeated Ukraine”47.

The study of the wide-scaled “hybrid war” started by the Russian Federation against Ukraine using a powerful 
brainwashing manipulation arsenal requires a complex analysis resulting in putting forward special proposals, 
which should be taken into consideration in particular cases. For instance, in the sphere of information security of 
a man in those European countries which condemned the annex of the Autonomous Republic of Crimea and the 
city of Sevastopol, as well as the non-declared armed aggression towards parts of Donetsk and Luhansk regions 
aimed at proclamation of quazi-state entities called the “Donetsk People’s Republic” and “Luhansk People’s Repub-
lic”, as the objects of information expansion on the part of Putin’s regime.

As an example of efficient and effective performance of Polish secret services of nowadays, is the obstruction to 
the “Change” pro-Kremlin party actions, arrest of its leaders, confiscation of their electronic devices predetermined 
for conducting information and psychological war.

Сonclusions
Information security is viewed as the phase when man, society and state feel safe, and the information develop-
ment (technological, intellectual, social, political, ethical, moral) achieves the level it is resistant to various kinds 
of information influences. Information security of an individual, society and state are the types of information 
security.
The total of circumstances and factors affecting information security, having a strong destructing informational 
and psychological hold on it and / or preventing from realization of one’s legal rights and freedoms are regarded as 
information security threats. Information security threats to the society are defined as the total of circumstances 
and factors affecting information sphere and leading to functional destruction of authorities, destabilization and 
disorganization of social life. Under information security threats to the state, the total of circumstances and factors 
are understood, affecting its information sphere and interfering with state’s basic functions performance.
Information protection is a complex social and legal configuration representing certain political, ideological, 
economical, administrative, legislative, information, moral and other relationship within society which make up 
the system of views, goals, instructions, major principles and directions of activity for all state entities as to state 
policies formation and realization in terms of national security.
The threat as a category of national security can be viewed through the correlation between the probability of 
unfavorable situation and maximum size of damage (loses) that can be caused to national interests, in terms of 
information security in particular, in the result of the above deeds.
Considering the realia of information resistance as an essential component of the “hybrid war” started by the 
Russian Federation in 2014, Ukraine’s information security must be based on constructive cooperation between the 
state, civil society and a man in the three major directions, namely information-and-psychological; technological 
development; and information protection.
Some forewarnings, however, should be revealed in respect of the risks of sources use while information resistance 
to the aggressively behaving conqueror state. These are the tools of political struggle inside the state, restriction of 
the thoughts freedom, inability of admitting reasonable critics, putting obstacles to information flow, monopoliza-
tion of the influence of leading Ukrainian political and business groups over political and legislative state institu-
tions, discredit of the civil society institution and illegal persecution of some opponents from newly-formed/previ-
ous oligarch-clanned ruling political class.

47	 	Є.	Магда,	Гібридна	війна:	вижити	і	перемогти,	Харків	2015,	с.	290-291.
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Summary
In the work, the information component of the “hybrid war” is analyzed. The war was started by the Russian Fed-
eration against Ukraine in winter 2014 and resulted in annex of the Autonomous Republic of Crimea and the city 
of Sevastopol, occupation of a part of Ukraine’s territory by the terrorist organizations “Donetsk People’s Republic” 
and “Luhansk People’s Republic”. The article lays the stress on the theoretical and methodological definition of the 
inter-disciplinary investigation of the threats to information and psychological security of a person, society and 
state, and on their argumentation. Threats caused by information and psychological weapon as a structural element 
of modern means of information and psychological war are also revealed; the author’s viewpoints as to how to di-
minish the negative influence of this brainwashing manipulation influence on both individual and mass conscious-
ness are put forward.

Key words: Ukraine, hybrid war, brainwashing manipulation influence.
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